Chen WG, Si XM. Special section on blockchain and cryptocurrency systems. JOURNAL OF COMPUTER SCIENCE
AND TECHNOLOGY 33(3): 531–532 May 2018. DOI 10.1007/s11390-018-1837-0

Preface
Recently there has been a burst of interest in blockchain and cryptocurrencies, which blends computer science,
finance and business in unprecedented ways. Multiple computer science areas, including cryptography, distributed
systems, programming languages, game theory, and system security techniques, are involved and today’s blockchain
and cryptocurrency systems still face security, availability, scalability and performance issues. This special section is
an effort to encourage and promote research on this area from the computer architecture and software perspective.
The goal of this special section is to present the state-of-the-art and high-quality original research papers in the
area of computer architecture and systems on blockchain and cryptocurrencies. It receives 9 submissions. After
two rounds of rigorous reviewing, 4 papers are accepted and included in this special section, which covers different
perspectives of privacy in blockchain, as well as a digital evidence preservation system on Bitcoin.
Practical Constant-Size Ring Signature
Privacy has been one of the main concerns in the system similar to Bitcoin. Ring signature is a good method
for those users who need better anonymity in cryptocurrency. The size of ring signature is one of the dominating
parameters, and constant-size ring signature (where signature size is independent of the ring size) is much desirable.
In paper “Practical Constant-Size Ring Signature”, Qin et al. solve this open question. They present a new
constant-size ring signature scheme based on bilinear pairing and accumulator, which is provably secure under the
random oracle (RO) model.
ShadowEth: Private Smart Contract on Public Blockchain
This paper is also on the privacy issues of public blockchain and it focuses on the smart contract solutions in
Ethereum-like systems.
In paper “ShadowEth: Private Smart Contract on Public Blockchain”, Yuan et al. present ShadowEth, a
system that leverages hardware enclave to ensure the confidentiality of smart contracts while keeping the integrity
and availability based on existing public blockchains like Ethereum. ShadowEth establishes a confidential and
secure platform protected by Trusted Execution Environment (TEE) off the public blockchain for the execution
and storage of private contracts. It only puts the process of verification on the blockchain.
Scalable and Privacy-Preserving Data Sharing Based on Blockchain
This paper is the third one to address the privacy issues on blockchain. It tries to address the issue of preserving
privacy with multi-party data.
In paper “Scalable and Privacy-Preserving Data Sharing Based on Blockchain”, Zheng et al. propose a trusted
data sharing scheme using blockchain. They use blockchain to prevent the shared data from being tampered, and
use the Paillier cryptosystem to realize the confidentiality of the shared data.
Lightweight and Manageable Digital Evidence Preservation System on Bitcoin
An effective and secure system used for evidence preservation is essential to possess the properties of anti-loss,
anti-forgery, anti-tamper as well as perfect verifiability. The decentralized blockchain network is qualified as a

532

J. Comput. Sci. & Technol., May 2018, Vol.33, No.3

perfect platform for its secure anonymity, irrevocable commitment and transparent traceability.
In paper “Lightweight and Manageable Digital Evidence Preservation System on Bitcoin”, Wang et al. present
a lightweight digital evidence-preservation architecture which possesses the features of privacy-anonymity, audittransparency, function-scalability and operation-lightweight on Bitcoin.
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