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Abstract The concept of batch verifying multiple digital signatures is to find a method by which multiple digital signatures
can be verified simultaneously in a lower time complexity than separately verifying all the signatures. In this article, we
analyze the complexity of the batch verifying schemes defined by Li, Hwang and Chen in 2010, and propose a new batch
verifying multiple digital signature scheme, in two variants: one for RSA – by completing the Harn’s schema with an
identifying illegal signatures algorithm, and the other adapted for a modified Elliptic Curve Digital Signature Algorithm
protocol.
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Introduction

In a signature protocol, a user generates a
set of documents m1 , . . . , mp and signs them
(sig K (m1 ), . . . , sig K (mp )) using a private key K; ﬁnally the set {(mi , sig K (mi ) | 1  i  p} is transmitted
to another user. This receiver ﬁnds the signer’s public
key and veriﬁes each of these p signatures one-by-one.
This authentication and veriﬁcation phase usually takes
a large amount of computation time.
The batch verifying multiple digital signatures is a
method that can eﬃciently improve the performance of
verifying multiple digital signatures in a single step. It
can be completed with batch identiﬁcation – a method
to ﬁnd invalid signatures if a set of signatures contains
invalid signature. These directions of research: batch
veriﬁcation[1-5] and batch identiﬁcation[6-9] , are completed for some schemes with a security analysis[10-15] .
The importance of the subject can be pointed
out by the vast domain of proposed schemes:
there are schemes for short signatures[3,16], identitybased signatures[17-19] , group signatures[7] , proxy
signatures[20], signatures based on elliptic curves[9,11],
or for mobile devices[21] , etc. The majority of the proposed schemes consider RSA signatures[6,8,12,15,22-24] ,
or DSA signatures[13,25].
In this paper we will consider an idea developed by
Harn L.[24] in 1998 for verifying multiple RSA signatures simultaneously in only one exponential operation.
Some weaknesses of this method are observed in [12],
but the main problem of Harn’s protocol is that the

veriﬁer can detects the existence of illegal signatures
but he/she cannot detect which signatures fail. In
2010, Li, Hwang and Chen[26] have proposed a matrixbased solution (LHC scheme) which can give some information regarding the localization of illegal signatures. But, no matter what the size of the set of signed
messages is, only one illegal signature can be surely
identiﬁed.
Our contribution consists in an analysis of the complexity for hyper-cube generalized LHC scheme. The
conclusion is that the original LHC algorithm is optimal from this point of view. Then we complete the
veriﬁcation of Harn’s schema with a divide-and-impera
type algorithm for detecting the illegal signatures. Using this algorithm, if up to 10% of the signatures are
illegal, then they can be completely identiﬁed. Moreover, the case of illegally compensated messages is considered. Finally, a proposal for applying this algorithm
to a modiﬁed Elliptic Curve Digital Signature Algorithm (ECDSA) scheme completes our construction.
Therefore the paper has two main parts. The ﬁrst
one is dedicated to an analysis of the complexity and
the number of illegal signatures which can be detected
by normal and extended LHC batch verifying schemes.
The second part improves these results by proposing a
simple batch verifying scheme for detecting and identifying illegal signatures. This algorithm is built in two
variants: for RSA signatures, and for a modiﬁed form
of ECDSA standard.
The paper is organized as follows. Section 2 is dedicated to basic notions and terms used in the paper.
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In Section 3 the Harn and LHC schemes (original and
extended) are presented and a comparative analysis of
their complexity is developed. Section 4 proposes a new
simple scheme for verifying RSA batch signature. This
algorithm is adapted in Section 5 for a modiﬁed ECDSA
standard. The last section concludes the paper.

2.2.2 ECDSA Scheme

2

There are many references which detail elliptic curve
notions. In this paper we shall use deﬁnitions and results presented in [28] and [29].
Let q be a large prime. An elliptic curve E over Zq
is deﬁned by

2.1

Formal Preliminaries
Cryptographic Hash Function

A cryptographic hash function is used in security
area in order to provide assurance of data integrity.
Definition 1. A hash function is a triple (X , Y, h),
where:
1) X is a set of messages,
2) Y is a set of messages digests,
3) h : X −→ Y is a surjective mapping.
A hash function is cryptographic if it is infeasible to
ﬁnd two values x, y ∈ X (x = y), such that h(x) = h(y).
It is easy to see[27] that a cryptographic hash function is one-way (knowing y ∈ Y it is infeasible to ﬁnd
x ∈ X such that y = f (x)).
2.2

Signature Schemes

Definition 2[27] . A signature scheme is a ﬁve-tuple
(P, A, K, S, V) where:
• P, A, K are ﬁnite sets of messages, signatures, and
keys respectively,
• For each K ∈ K, there is a signing algorithm
sig K ∈ S and a corresponding veriﬁcation algorithm
ver K ∈ V. Each sig K : P −→ A and ver K : P × A −→
{true, false} are functions such that
ver K (x, y) = true ⇔ y = sig K (x).
A pair (x, y) ∈ P × A is called a signed message.
The two signature schemes used in this paper are
RSA and ECDSA.
2.2.1 RSA Signature Scheme
• Setup. Let n = p × q, where p and q are primes.
We deﬁne P = A = Zn , K = {(n, p, q, d, e) | n =
p × q, p, q are primes, d × e ≡ 1 (mod φ(n))}, where
φ(n) = (p − 1)(q − 1) is the Euler function.
The values (n, e) are the public keys, and (p, q, d)
represent the private keys.
To avoid some direct attacks, a cryptographic hash
function h : Zn → Zn is used.
• Signing Algorithm. For K = (n, p, q, d, e), deﬁne
sig K (m) = [h(m)]d (mod n).
• Veriﬁcation Algorithm.
ver K (m, s) = true ⇔ se ≡ h(m) (mod n).

In 2000, the ECDSA was approved as Federal Information Processing Standard (FIPS) 186-2. The details
of this scheme are presented in Section 5.
2.3

Elliptic Curves

E : Y 2 ≡ X 3 + aX + b

(mod q),

where a, b ∈ Zq , and 4a3 + 27b2 = 0. The set
E(L) = {(x, y) ∈ L × L | y 2 = x3 + ax + b} ∪ {O}
of rational points of E, where L is an extension of Zq
and O is the point of inﬁnity, can be structured as
an abelian group with an additive composition law. If
P ∈ E(L) we denote by P = {kP | k  1} the additive subgroup of E(L) generated by P .
Definition 3. Let n be a positive integer and G1 , G2
be abelian groups written in additive notation, where
nP = 0 for any P ∈ G1 ∪ G2 . Let G3 be a cyclic
group of order n written in multiplicative notation having 1 as identity. A bilinear pairing is a function
e : G1 × G2 −→ G3 with the properties
• (∀P, P  ∈ G1 , ∀Q, Q ∈ G2 )
e(P + P  , Q) = e(P, Q) × e(P  , Q),
e(P, Q + Q ) = e(P, Q) × e(P, Q );
• ∀P ∈ G1 \ {0}, ∃Q ∈ G2 with e(P, Q) = 1;
• ∀Q ∈ G2 \ {0}, ∃P ∈ G1 with e(P, Q) = 1.
The importance of bilinear pairing in security information area is permanently growing. Almost all theoretical protocols based on elliptic curves use at least
one bilinear pairing (especially Tate pairings and Weil
pairings).
3
3.1

Batch Verifying Schemes
Li-Hwang-Chen Algorithm

Let us consider the set of p signed messages MS =
{(mi , si ) | 1  i  p}, and h be a cryptographic hash
function.
One of the ﬁrst batch schemes presented in literature which concerns RSA signature veriﬁcation was proposed by Harn[24] :
p
p

e 
st =
h(mt ) (mod n).
t=1

t=1

(1)
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Its advantage is that in only one exponentiation can
be decided if there are illegal signatures. When (1) is
veriﬁed, then all the messages from MS are authenticated.
The disadvantage appears when (1) fails. It means
that there are illegal signatures, but they cannot
be identiﬁed; moreover, their number is unknown.
The next step which follows the scheme will be the
signature-by-signature veriﬁcation of all the messages
from MS (therefore p more exponentiations have to be
accomplished).
In 2010, Li, Hwan and Chen[26] proposed another
algorithm (LHC scheme). The signatures of messages
from MS are distributed (using a ﬁxed permutation)
in an r × s array (with |r − s| minimum). (1) is replaced
by r + s similar relations, one for each row and column
of the array.
The advantage of LHC scheme consists in a reduced
number of computations (exponentiations and multiplications).
The weakness of LHC scheme is that it can detect
but it cannot identify multiple illegal signatures. For
example let us consider a batch of 16 signed messages
{(mi , si ) | 0  i  15} arranged in the 4 × 4 array
S1,1
S 2,1
S3,1
S4,1

S1,2
S2,2
S3,2
S 4,2

S 1,3
S2,3
S3,3
S4,3

S1,4
S2,4
S 3,4
S4,4

where si = Si/4+1,i (mod 4)+1 and bold entries are illegal signatures. All check relations deﬁned by the LHC
scheme fail, without being able to decide which are the
illegal signatures precisely.
More recently unpublished results extend this algorithm to a c-dimensional (c-D) hyper-cube (the LHC
scheme being a variant in the case c = 2).
Let us analyze the advantages and disadvantages of
such construction.
3.1.1 Complexity of Extended LHC Scheme
Let k, c be two positive integers such that p  k c
and the p signatures of messages be arranged — using
a ﬁxed permutation — as entries of a c-D hyper-cube
S = [Si1 ,...,ic ](1  i1 , . . . , ic  k).
Therefore for each (mt , st ) ∈ MS there exists in S
a unique point (i1 , . . . , ic ) with Si1 ,...,ic = st .
If p < k c , then there will exist free entries in the
hyper-cube; they are initialized by 1.
Using this arrangement, c × k c−1 relations will be
constructed as follows:
Let j (1  j  c) be an arbitrary index. If (mtr , str )
(1  r  k) are k signed messages from MS with
Si1 ,...,ij−1 ,r,ij+1 ,...,ic = str , then the r-th equation of

veriﬁcation deﬁned on the j-coordinate is (computations mod n)
k


Si1 ,...,ij−1 ,r,ij+1 ,...,ic

e

r=1

=

k


h(mtr ).

(2)

r=1

All these relations use in total c × k c−1 exponentiations and 2(k − 1) × c × k c−1 multiplications.
If we denote by Ce the time complexity of one exponentiation and Cm the time complexity of one multiplication, the extended LHC scheme is better than
the signature-by-signature veriﬁcation of messages from
MS if the following relation holds:
Ce × c × k c−1 + 2c × (k − 1) × k c−1 < Ce × k c
or
(k − c) × Ce > 2c × (k − 1) × Cm .
For k  c this inequality is not true (hence the batch
LHC scheme is not recommended).
For k > c we obtain
Ce /Cm >

2c(k − 1)
.
k−c

(3)

Let us denote α = Ce /Cm (the value of α is a constant which depends on the hardware architecture and
the operation system); then (3) can be written as
k(α − 2c) > c(α − 2).

(4)

Because the number of (2) (and therefore the number of exponentiations) is proportional with c, the most
convenient choice — for large values of p — is c = 2;
then k > 2 + 4/(α − 4), an inequality which can be easily veriﬁed by the parameters of the scheme (in general
α takes values of at least two digits).
Example 1. Let us consider a batch of p = 1 000 000
signed messages. It can be associated with various
hyper-cubes k c where k > c  2. Table 1 shows, for
each case, the number E of exponentiations and the
number M of multiplications.
Table 1.
No. k
1
10
2
16
3
32
4
100
5 1 000

c
E
M
Cost
Veriﬁcation of (4)
6 600 000 10 800 000 16 800 000
NO
5 327 680 9 830 400 13 107 220
NO
4 131 072 8 126 464 9 437 184
YES
3 30 000 5 940 000 6 240 000
YES
2
2 000 3 996 000 4 016 000
YES

The last two columns give an evaluation of the cost
of veriﬁcations for the cases α = 10 and (4) is veriﬁed
respectively.
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As a remark, the 4- and 5-D hyper-cubes (cases 2
and 3) have a great number of computations, because
they contain many unused entries.
The cost of veriﬁcation one-by-one of all p =
1 000 000 signatures is 10 × 106 = 10 000 000. From
Table 1 the last two cases are recommended from the
complexity point of view; the ﬁrst two cases are eliminated because they do not fulﬁll the restriction (4),
while cases 2 and 3 verify a larger batch of signatures
(although many of them are dummies).
Conclusion. Although there are situations when
the arrangement of signatures in a k c hyper-cube with
c  3 is advantageous, asymptotically the original LHC
scheme oﬀers a lower time complexity than the extended version.
3.1.2 Number of Illegal Signatures Correctly
Identified
Let us study the capacity of the extended LHC
scheme to uniquely identify (without other punctual
veriﬁcations) the illegal signatures.
Theorem 1. Let us consider a c-D hyper-cube with
edge k which contains all the signatures from MS, and
let t be the number of illegal signed messages.
1) If t  c − 1, then all illegal signatures can be
identiﬁed.
2) If c  t  k c−1 then the identiﬁcation of illegal
signatures is possible only for convenient arrangements
of signatures inside of the hyper-cube.
3) If t > k c−1 then the existence of illegal signatures
is signaled, but their identiﬁcation is possible only oneby-one.
Proof. From the modality of representing the signatures in the hyper-cube, some remarks arise:
• Relation (2) represents a line in the hyper-cube
parallel with one of the c-D axis of coordinates.
• A signature is completely identiﬁed if it is at the
intersection of exactly c lines.
If t = 1, one illegal signature is always identiﬁed:
it invalidates c and only c relations of type (2); namely
that c lines which contain the point associated with this
signature; the intersection of sets of signatures associated with each line contains only one element: the signature which invalidates these c relations.
Because the formalism for a complete proof is very
complex and the details take a lot of space, we will
point out only some parts of the justiﬁcations for cases
c = 2 and c = 3.
• c = 2. One error is completely identiﬁed if two
relations of (2) fail; their locations give the row and
column where the illegal signature is stored.
Two errors cannot be always found. For example, if Si1 ,j1 and Si2 ,j2 are two illegal signatures
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and i1 = i2 , j1 = j2 , then four relations will be
invalided, corresponding to rows i1 , i2 and columns
j1 , j2 . The intersections two-by-two of these lines give
{Si1 ,j1 , Si1 ,j2 , Si2 ,j1 , Si2 ,j2 } as illegal signatures. That
is not true, because two of them are correct.
The maximal number of illegal signatures which can
be identiﬁed is k. This is possible if all those wrong
signatures are on a single line; they will modify k + 1
relations (2): the equation of that line and the equations of all columns. These assertions remain true if
terms “line” and “column” are switched.
• c = 3. The existence of two illegal signatures affects ﬁve (if they are in the same equation) or six relations — two for each axis of the cube. Each intersection
of three sets of signatures, each of which corresponding
to a line parallel with one of the axes, will have at most
one element.
Three errors cannot be always identiﬁed.
For
example, let us consider the illegal signatures
Si,j,k , Si+2,j,k+2 , Si+2,j+2,k situated in the cube in
points P, Q and R respectively. They will aﬀect nine relations, each group of three equations of type (2) corresponding to lines parallel with a coordinate axis Ox, Oy
and Oz respectively.
We shall denote
Px = {. . . , Si,j,k , Si+1,j,k , Si+2,j,k , . . .},
Py = {. . . , Si,j,k , Si,j+1,k , Si,j+2,k , . . .},
Pz = {. . . , Si,j,k , Si,j,k+1 , Si,j,k+2 , . . .},
Qx = {. . . , Si,j,k+2 , Si+1,j,k+2 , Si+2,j,k+2 , . . .},
Qy = {. . . , Si+2,j,k+2 , Si+2,j+1,k+2 , Si+2,j+2,k+2 , . . .},
Qz = {. . . , Si+2,j,k , Si+2,j,k+1 , Si+2,j,k+2 , . . .},
Rx = {. . . , Si,j+2,k , Si+1,j+2,k , Si+2,j+2,k , . . .},
Ry = {. . . , Si+2,j,k , Si+2,j+1,k , Si+2,j+2,k , . . .},
Rz = {. . . , Si+2,j+2,k , Si+2,j+2,k+1 , Si+2,j+2,k+2 , . . .},
the sets of signatures contained by these relations.
Then Px ∩ Py ∩ Pz = {Si,j,k }, Qx ∩ Qy ∩ Qz =
{Si+2,j,k+2 }, Rx ∩ Ry ∩ Rz = {Si+2,j+2,k }; in addition,
it appears Px ∩ Qz ∩ Ry = {Si+2,j,k } as a new possible
illegal signature.
The maximal number of illegal signatures which can
be identiﬁed is k 2 ; this is possible when all these objects are situated in the same plane. Then, all 2k relations deﬁned by this plane, and k 2 relations of lines perpendicular on it are aﬀected, while the other 2k 2 − 2k
relations corresponding to other k − 1 planes remain
satisﬁed.

Obviously, for n  t  k n−1 diﬀerent criteria of
identifying illegal signatures can be constructed, using
geometrical properties of hyper-cubes and certain arrangements of signatures.
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As a ﬁnal conclusion, the number of illegal signatures
surely identiﬁed (randomly localized in the hyper-cube)
is proportional with n, and their number is very small
in comparison with the number of signed messages from
MS.
4

New Algorithm for Batch Verification of
RSA Signatures

Let us consider the RSA signature protocol, deﬁned
(in Subsection 2.2.1) by the public veriﬁcation key (n, e)
and the private signature key (p, q, d). Let
MS = {(mi , si ) | 1  i  p}
be a set of p signed messages, ordered by a total order
relation. For example
(mi , si ) < (mj , sj ) ⇔ (si < sj )∨[(si = sj )∧(mi < mj )].
Algorithm 1 identiﬁes an illegal signature (if exist)
in the batch MS (all computations are performed mod
n).
Algorithm 1.
Input: MS, h cryptographic hash function.


1. X = pt=1 st , Y = pt=1 h(mt );
2. If X e = Y then Return “No error”
else
a) low ← 1, high ← p;
b) mid ← (low + high)/2;
c) X = slow . . . smid , Y = h(mlow ) . . . h(mmid );
d) If X e = Y then low ← mid + 1
else high ← mid;
e) If low < high then goto 2(b);
f) Return: slow “is an illegal signature for” mlow .
3. Stop.

The scheme uses Harn’s formula for detecting possible illegal signatures. If this formula fails, with a bisection algorithm, in log2 p steps an illegal signed message will be identiﬁed.
Example 2. If p = 1 000, then 1 000 exponentiations
will be necessary for checking all signatures one-by-one.
With Algorithm 1 only 10 exponentiations are enough
for identifying one illegal signature.

The number
of multiplications used is (p − 1) 1 +

1
1
2 + 22 + · · · ≈ 2(p − 1).
If the goal is to ﬁnd all illegal signatures from the
batch MS, then two possibilities can be pursued:
• MS := MS \ {(mlow , slow )} and Algorithm 1 is
running again.
• The signed message (mlow , slow ) is replaced by
(1, 1) in MS, and Algorithm 1 is running again.

4.1

Analysis of Complexity

Let us consider the ﬁrst variant of ﬁnding the illegal signatures. If there are t (0  t  p) messages with wrong signatures in the batch MS, then
they are all identiﬁed completely after approximatively
log2 p + log2 (p − 1) + log2 (p − t + 1) = log2 (t!( pt ))
exponentiations and (p − t) + · · · + (p − 1) = 2p − t − 1
multiplications.
Like before, let us denote by Ce the time complexity
of one exponentiation and Cm the time complexity of
one multiplication.
Because a signature-by-signature veriﬁcation of messages will spend p exponentiations, then t applications
of Algorithm 1 which can ﬁnd one illegal signature at
each running will be preferable if

p
Ce × log2 t!
+ Cm × (2p − t − 1) < p × Ce
t
or

Ce
2p − t − 1

.
(5)
>
p
Cm
p − log2 t!
t
Example 3. Let us consider a batch of p = 1 000
signed messages. Table 2 shows the complexity rates
when Algorithm 1 is preferable, in the case of identifying t illegal signatures.
Table 2.
t
1
5
50
75
100
105
107
Ce /Cm > 2.016 > 2.026 > 3.6 > 6.4 > 14.3 > 80.6 > 386

As a remark, if these 1 000 messages contain more
than 108 illegal signatures, then Algorithm 1 becomes
ineﬃcient (versus one-by-one checking of signatures).
Obviously, (5) is functional only when p −
log2 (t!( pt ) > 0, or
2p > t!

p
.
t

(6)

Remark 1.
• For the detection and deletion of one illegal signed
message, Algorithm 1 is optimal — versus the Harn’s
and LHC’s schemes[12,24,26] . For t > 1, the eﬃciency
of Algorithm 1 is directly proportional with the values
of p. So, for p = 10, at most two illegal signatures can
be eﬃciently identiﬁed, whilst for p = 1 000 the number
of illegal signatures identiﬁed is greater than 100.
• We point out once more that the above remark concerns the eﬃciency of Algorithm 1 versus the classical
method of separately checking the authenticity of each
signature. If we ignore the idea of complexity, any number of illegally signed messages from MS can be identiﬁed and then avoided, using this algorithm.
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4.2

Case of Illegally Compensated Messages

It is possible that the batch MS contains illegally
signed messages, despite step 2 of Algorithm 1 being
veriﬁed. This is the case when the errors which appear are compensated, the ﬁnal result obtained being
correct. When the signed messages are arbitrarily generated, this situation has a negligible probability, and it
can be ignored.
But, if h is not a cryptographic hash function, and
there is an algorithm A which ﬁnds x = A(h(x)) in
polynomial time, then it is possible for an illegal sender
to put in MS a set of illegally signed messages (ri , si )
with sei = h(ri ) (1  i  v + 1) authenticated by relation (1). The intruder will proceed as follows:

1) Computes A = vt=1 h(rt ) (mod n);
2) Finds (using the Euclid Generalized Algorithm)
B so that A × B ≡ 1 (mod n);
3) Applies the algorithm A and ﬁnds the message
rv+1 = A(B);
4) Generates randomly s1 , . . . , sv and chooses sv+1
v+1

which verify
st ≡ 1 (mod n);
t=1

5) Inserts (ri , si ) (1  i  v + 1) in the batch MS.
Such group of messages will be deﬁned as illegally
compensated messages.
Theorem 2. If in MS there is (m, s) with se =
h(m) and m is inserted between r1 and rv+1 , then Algorithm 1 will detect also illegally compensated messages.
Proof. We shall consider here the set MS to be totally ordered using an order relation <, and — without
loss of generality — that
(m1 , s1 ) < (m2 , s2 ) < · · · < (mp , sp ).
The role of one illegal message (m, s) is to fail Harn’s
test from the beginning of step 2 in Algorithm 1. This
algorithm will continue identifying the ﬁrst illegal signature (with respect to this order relation) from MS.
If in this relation the wrong message (m, s) is positioned
between (r1 , s1 ) and (rv+1 , sv+1 ), then (r1 , s1 ) will be
detected and avoided. So, the compensation formula
will be destroyed and — beginning with the second run
of Algorithm 1, all the illegal signed messages will be
detected and identiﬁed (because they are no more illegally compensated).
We point out that if (m, s) is positioned after the
message (rv+1 , sv+1 ) then it is possible that the illegally compensated messages not to be detected: the
case when all these messages are in the ﬁrst half of the
batch, whereas (m, s) is in the second half. In this case
Algorithm 1 will detect and avoid (m, s), and all the
illegal compensated messages are non-detected.
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The LHC scheme can be used for the detection of
illegally compensated messages, but — as we have seen
— it will be not able to identify them in most of the
cases.
Obviously, this type of attack is negligible if h is
a one-way hash function (therefore it resists to any
PreImage attack).
4.3

Generalization on the Space of Signatures

Algorithm 1 can be easily extended for any homomorphic signature scheme.
Namely, a signature scheme (P, A, K, S, V) is homomorphic if
• (P, ∗) and (A, ◦) are abelian monoids;
• (∀K ∈ K)[sig K : P → A is a morphism];
• (∀K ∈ K) ver K (sig K (α) ◦ sig K (β)) =
ver K (sig K (α)) ∧ ver K (sig K (β)).
In this case, Algorithm 1 can be rewritten with minor modiﬁcations. Of course, it remains to be analyzed
— for each case — the problems of complexity and efﬁciency, compared to the brute force algorithm of separately checking each signature from all messages from
the batch.
5

Batch Verifying Scheme for Detecting Illegal
Signatures in ECDSA Signature Protocol

The idea to construct batch signature schemes based
on pairings appeared in 2006[9,11]. However, a complete
scheme for signatures deﬁned on elliptic curves is not
deﬁnite yet. Taking into account a scheme proposed
by Harn for DSA[25] , we propose here a batch verifying scheme for a modiﬁed form of the Elliptic Curve
Signature Standard Algorithm (ECDSA).
A formal deﬁnition of ECDSA standard is:
• Setup.
− p be a prime or a power of 2, and E be an elliptic
curve deﬁned over Zp .
− P be a point on E having prime order q (such
that the Discrete Logarithm Problem in G = P is
infeasible).
− P = {0, 1}∗, A = Z∗q × Z∗q ,
K = {(p, q, E, P, a, Q) | a ∈ Z∗q−1 , Q = aP }.
The values (p, q, E, P, Q) form the public key, and
a is the private key.
• Signing Algorithm.
For K = (p, q, E, P, a, Q) and k ∈ Zq is random and
secret, deﬁne
sig K (m, k) = (α, β),
where
kP = (u, v),

α = u (mod q),
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β = k −1 (SHA1(m) + a × α)

(mod q).

• Veriﬁcation Algorithm.
For m ∈ {0, 1}∗, α, β ∈ Z∗q , the veriﬁcation of if
(α, β) is a signature for the message m is deﬁned by
the following computations:
− w = β −1 (mod q),
i = w × SHA1(m) (mod q),
j = w × α (mod q),
− (u, v) = iP + jQ,
− ver K (m, (α, β)) = T ⇔ u (mod q) = α.
Any algorithm for signature checking of a batch
MS signed messages cannot ignore the computation of
points iP + jQ, hence its complexity will not be lower
than the one-by-one veriﬁcation of signatures. The basic problem arises from the type of group deﬁned on the
elliptic curve E.
In order to build a batch verifying scheme for detecting illegal signatures, we will perform a small change in
the deﬁnition of ECDSA standard, by introducing a bilinear pairing which will transfer the additive operation
from the group of elliptic points into a multiplicative
group.
The modiﬁcations of the ECDSA standard are:
• Setup. A bilinear pair e : G × G → Z∗q is added.
• Signature. The computation of kP is avoided and
we deﬁne α as α = [e(P, Q)]k .
• Veriﬁcation.
− Compute iP + jQ = (u, v);
− ver K (m, (α, β)) = T ⇔ e((u, v), Q) = α.
Obviously
α = e((u, v), Q) = e(kP , Q) = [e(P, Q)]k .
Algorithm 2.
Input: MS = {(mi , (αi , βi )) | 1  i  p}, e : G × G → Z∗q
a bilinear pairing.

1. X = pt=1 αt , Y = pt=1 Pt
where Pt = it P + jt Q;
2. If X = e(Y, Q) then Return “No error”
else
a) low ← 1, high ← p;
b) mid ← (low + high)/2;

mid
c) X = mid
t=low αt , Y =
t=low (it P + jt Q);
d) If X = e(Y, Q) then low ← mid + 1
else high ← mid;
e) If low < high then goto 2(b);
f) Return (αlow , βlow ) “is an illegal signature for”
mlow .
3. Stop.

Justiﬁcation. If kt is the random parameter generated in the signature phase, and (αt , βt ) is the signature
of message mt (1  t  p), then

p

p

(it P + jt Q) =
t=1

t=1
p

=

(βt−1 mt + βt−1 αt a)P
kt (mt + a × αt )−1 (mt + a × αt )P

t=1
p

p

kt P =

=
t=1

Pt ,
t=1

and
p

e

Pt , Q =
t=1

p


e(Pt , Q) =

t=1

p


[e(P, Q)]kt .

t=1

Example 4.
Let us consider three messages
m1 , m2 , m3 with signatures αs = [e(P, Q)]ks ,
βs = ks−1 [SHA1(ms ) + aαs ],

s = 1, 2, 3.

We suppose that an intruder replaces the signature of
m3 with (α3 , β3 ). The receiver will verify all signatures
using Algorithm 2, as follows:
1) Computes P1 = i1 P + j1 Q, P2 = i2 P + j2 Q,
P3 = i3 P + j3 Q;
2) Veriﬁes if α1 × α2 × α3 = e(P1 , Q) × e(P2 , Q) ×
e(P3 , Q) holds. The test fails because α3 = e(P3 , Q).
3) Begins step 2 of Algorithm 2:
a) low ← 1, high ← 3, mid ← 2;
b) Veriﬁes if α1 × α2 = e(P1 , Q) × e(P2 , Q) holds.
c) The answer is “True”; therefore low ← 3 and Algorithm 2 returns “(α3 , β3 ) is an illegal signature for
m3 ”.
5.1

Complexity of Algorithm 2

A comparison between the complexity of ECDSA
standard and Algorithm 2 is diﬃcult to be established.
• In general the bisection algorithm doubles — for
large values of p — the number of computations.
• The modiﬁed version of ECDSA replaces the computing of the point kP on the elliptic curve with the
computing of a value e(P, Q) (the same for all signatures) and one exponentiation in Zq . In [29] there are
at least 20 schemes for computing multiples of points
on elliptic curves, with diﬀerent complexities, which depend on the type of curve and its parameters.
But generally speaking, our opinion is that Algorithm 2 has the same order of complexity as the application of ECDSA scheme for p times. So, the ﬁnal decision of which scheme to be chosen for authentication
and ﬁnd illegal signatures will be taken by the users.
6

Conclusions

In this article, the complexity of LHC batch verifying schemes was analysed, and a new batch verifying
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scheme for identifying illegal signatures was proposed,
in two variants: for RSA signature algorithm — by
completing Harn’s and LHC’s schemes with a bisection algorithm, and for a modiﬁed ECDSA standard.
Because the idea of verifying in one step the authenticity of several signatures is very appealing, it can be
furthermore exploited in diﬀerent areas of security, for
example, for signcryption schemes or for homomorphic
vote protocols (if we consider only two directions). It
remains for the future to decide the applicability advantages of this modality to reduce the complexity of
some verifying authenticity schemes.
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