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Abstract Physical unclonable function (PUF) makes use of the uncontr ollable process variations during the production
of IC to generate a unique signature for each IC. It has a wide application in security such as FPGA intellectual property
(IP) protection, key generation and digital rights managem ent. Ring oscillator (RO) PUF and Arbiter PUF are the most
popular PUFs, but they are not specially designed for FPGA. R O PUF incurs high resource overhead while obtaining
less challenge-response pairs, and requires \hard macros"to implement on FPGAs. The arbiter PUF brings low resource
overhead, but its structure has big bias when it is mapped on F PGAs. Anderson PUF can address these weaknesses of
current Arbiter and RO PUFs implemented on FPGAs. However, i t cannot be directly implemented on the new generation
28 nm FPGAs. In order to address these problems, this paper designs and implements a delay-based PUF that uses two
LUTs in an SLICEM to implement two 16-bit shift registers of t he PUF, 2-to-1 multiplexers in the carry chain to implement
the multiplexers of the PUF, and any one of the 8 ip-ops to la tch 1-bit PUF signatures. The proposed delay-based PUF
is completely realized on 28 nm commercial FPGAs, and the experimental results show its high uniqueness, reliability an d
recon�gurability. Moreover, we test the impact of aging on i t, and the results show that the e�ect of aging on the proposed
PUF is insigni�cant, with only 6% bit-ips. Finally, the pro spects of the proposed PUF in the FPGA binding and volatile
key generation are discussed.

Keywords physical unclonable function (PUF), FPGA, intellectual pr operty protection, fabrication variation, hardware
security

1 Introduction

1.1 Motivations

With the increasing demands of security and privacy
protection, cryptographic key storage becomes one of
the most challenging design concerns, particularly for
systems such as cloud data and storage[1-2] , sensors and

so on. Silicon physical unclonable function (PUF) is
a promising solution for generating keys. Due to the
randomness of manufacturing process, many aspects of
chip production fail to be fully controlled. For each
logical gate, threshold voltage and gate oxide thickness
will not be the same, which brings about fabrication
variation that means chips built under the same con-
ditions will be di�erent [3] . Although such di�erences
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are not signi�cant enough to a�ect the function and
performance of circuits, they can be used to distin-
guish between two chips. We can take advantage of
these di�erences in manufacturing to help security de-
sign. PUF is such a physical system that makes good
use of these di�erences. When a PUF is given a chal-
lenge, it produces a response. However, it is very di�-
cult to predict the response (output) without access-
ing the system physically. Even with very complex
manufacturing equipments, it is impossible to build a
challenge-response system that is completely the same
with another one. Due to this unique property of PUFs,
there is a prospect that it can be applied widely in
areas such as device authentication[4] , pay-per-device
licensing[5-6] , key generation[7] , vehicle security[8] and
IC metering[9-10] .

Field-programmable gate arrays (FPGAs) are a
kind of programmable chips that can be con�gured by
users to implement digital circuits of any functional-
ity. With its re-con�gurability [11] , continuous improve-
ment in qualities (such as performance, area and power)
and the decrease of production cost, FPGAs have been
widely used in the computing acceleration, communi-
cation and other areas. Hence, the low cost, high re-
liability and high security implementation of PUFs on
FPGA will enable many FPGA applications in security-
related areas. For example, recent researches indi-
cate that unclonable �ngerprints generated by PUFs
in chips combined with �nite state machines of sequen-
tial circuits are able to e�ectively solve the problem
that FPGA IP cores are vulnerable to illegal duplica-
tion and distribution [5] and also provide the commercial
pay-per-device licensing[6] . Moreover, PUFs have be-
come a popular hardware cryptographic primitive that
can produce a secure volatile key which exhibits more
secure property than traditional static stored digital
key[4;7].

1.2 Our Contributions

Our contributions are as follows.
� We comprehensively analyze the Anderson

PUF [12] , and experimental analysis demonstrates that
it cannot be implemented on the new generation FP-
GAs. In order to address this extensibility issue, we
propose to use two LUTs in an SLICEM to implement
two 16-bit shift registers of the PUF, 2-to-1 multiplex-
ers in the carry chain to implement the multiplexers of
the PUF, and any one of the 8 ip-ops to latch 1-bit
PUF signatures.

� We test the impact of aging on the proposed PUF,
and the results show that the e�ect of aging on the pro-
posed PUF is insigni�cant, with only 6% bit-ips.

� We test the recon�gurability of the proposed PUF,
and the results show it has high recon�gurability, which
would bring many potential applications such as updat-
ing the secret key generated by the PUF.

� The prospect of the proposed PUF in a new appli-
cation �led, FPGA binding, is discussed. This FPGA-
speci�c PUF is more suitable to bind FPGA-based sys-
tem to speci�c FPGA devices than previous PUFs be-
cause it can be described in HDL and can be integrated
with FPGA-based system friendly without manual in-
tervention.

1.3 Outline of the Paper

This work begins with a detailed introduction into
related work on PUFs. Then, we will describe our
design and implementation of the delay-based FPGA
PUF on 28 nm FPGA devices in detail, followed by the
experimental analysis and results. Finally, we will dis-
cuss the prospect of the proposed PUF in the FPGA
binding and volatile key generation.

2 Related Work

The concept of PUF was �rst proposed by
Pappu[13] . It was followed by other kinds of PUF which
fall into four categories[3;14]: non-electronic PUF, ana-
log electronic PUF, memory-based intrinsic PUF and
delay-based intrinsic PUF. The delay-based intrinsic
PUF is currently the hottest research topic and mainly
includes Ring Oscillator (RO) PUF [4;15-16] and Arbiter
PUF [7] .

Lim et al. proposed the Arbiter PUF in [7]. Its basic
structure is shown in Fig.1. Two parallel n-order multi-
plexer chains in the structure share the input port, and
the output ports are connected to the input port D of a
ip-op and the clock input port respectively. The in-
put port uses step input signals, and the select ports of
the multiplexer chains form challenge input bits: b0� bn .
Signal bi determines whether the step signals inputted
in the i -th stage go straight along or cross the origi-
nal multiplexer chains. Di�erent challenge input sig-
nals and the delay di�erence between the two parallel
multiplexer chains determine whether the step signal
will reach the ip-op input port D , where logic-1 will
be latched, or the clock input port, where logic-0 will
be latched. The latched value can serve as a 1-bit PUF
signature. The Arbiter PUF requires the symmetry of
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the layout and hence is di�cult to be implemented on
FPGAs[17] .
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Fig.1. Structure of Arbiter PUF.

Suh and Devadas proposed an RO PUF[4] which is
based on the frequency comparison of ring oscillators
to generate random hardware �ngerprints. An RO is
a simple circuit that oscillates with a particular fre-
quency, which cannot be predicted due to manufac-
turing process and other uncertain factors. RO PUF
generates the output logic-0 or logic-1 by comparing
the frequencies of two circuits selected.N oscillators
can producen � log(n)-bit information entropy. Fig.2
illustrates a simple RO PUF with n 5-stage ring oscil-
lators. The ROs within the dashed box in Fig.2 must
be identical, so as to ensure that the frequency di�er-
ences between them are caused by the random variation
in manufacturing processes. Recently, researchers have
proposed a lot of methods to enhance the security of
Arbiter PUF and RO PUF [15;18] .
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Fig.2. Structure of RO PUF.

The uniqueness of the Arbiter PUF that has been
implemented on an FPGA is only 1.05% because the
Arbiter PUF stresses the symmetry of the layout and
hence is di�cult to be implemented on FPGAs [17] . In
contrast, an RO PUF does not require high symme-
try and thereby is easy to be implemented on FPGAs.
However, an RO-based PUF consumes more resources
than an Arbiter PUF, only produces a limited num-
ber of challenge-response pairs (CRPs), and needs hard

macros to �x the routing [16] . Anderson PUF[12] can
address these weaknesses of current Arbiter and RO
PUFs. However, it cannot be directly implemented on
the new generation FPGAs. To overcome these weak-
nesses of mainstream PUFs, this paper designed and
implemented an FPGA-speci�c PUF based on Ander-
son PUF on 28 nm FPGAs. Compared with the pre-
viously proposed delay-based PUFs, this PUF has the
following merits: 1) good extensibility; 2) low hardware
consumption; 3) good portability without the need of
hard macros to �x routing so that the PUF can be eas-
ily embedded into other designs; 4) high reliability.

3 Preliminaries

The FPGA structure is the basis of designing an
FPGA-speci�c PUF in this paper. In this section, we
introduce the FPGA structure in detail.

FPGAs are developed from programmable array
logic (PAL), generic array logic (GAL) and complex
programmable logic device (CPLD). FPGAs typically
contain logic cell arrays (LCAs) which are comprised
of interconnects, input output blocks (IOBs) and con-
�gurable logic blocks (CLBs, the basic logic unit of
FPGA). For Xilinx FPGA devices, a CLB is composed
of multiple SLICEs and additional logic. CLBs not
only can be used to implement combinational logic and
sequential logic but also can be con�gured into dis-
tributed RAMs and ROMs.

CLBs are arranged on the FPGA in a two-
dimensional array. They can be connected by the pro-
grammable interconnection matrix. For 28 nm Xilinx
Zynq-7000 FPGAs used in this paper, a CLB consists
of 2 SLICEs, as shown in Fig.3(a). There are two types
of SLICEs: SLICEM and SLICEL. An LUT in SLI-
CEL can only be used to implement combinational logic
function; an LUT in SLICEM can be con�gured into a
memory or shift register. As shown in Fig.3(b), the
structure of each SLICE consists of four 6-input LUTs,
eight ip-ops (FFs) and a carry chain that is composed
of four 2-to-1 multiplexers. In addition, there are some
other arithmetic logic circuits not drawn in Fig.3(b).

The multiplexer chain in the rectangular frame in
Fig.3(b) is called carry chain. It consists of four 2-to-1
multiplexers, with the output port of each multiplexer
connected to data input 1 of its adjacent top multi-
plexer. The carry chain is designed to realize fast arith-
metic calculation. Note that carry chains do not only
exist in Xilinx Zynq-7000 FPGAs. There are similar
structures in the other Xilinx FPGA series and FPGAs
provided by other manufacturers.
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Fig.3. Logic block architecture of Xilinx Zynq-7000 FPGAs.
(a) CLB. (b) Slice.

LUTs are mainly used to implement the combina-
tional logic function. Contents in SRAM units of the
lookup table are written during the process of FPGA
con�guration and remain unchanged. In addition to
combinational logic function, LUTs can also be used as
RAMs. The 6-input LUT contains 64 SRAM units, and
thus it can be con�gured into a 64� 1 RAM. Connect-
ing internal SRAM units of an LUT linearly can turn
it to a shift register. There are 53 200 LUTs in a Xil-
inx Zynq-7000 XC7Z020 FPGA, 17 400 LUTs (32.7%)
of which can be used as memories or shift registers.

4 Design and Implementation of the FPGA-

Speci�c PUF

4.1 Comprehensive Analysis of Anderson PUF

The design of PUF is based on the principle that
unclonable chip signatures can be generated accord-
ing to fabrication variations. Same with other silicon
PUFs[4;7], the PUF circuit generates logic-0 or logic-1
according to fabrication variations and then obtains n-
bit binary chip signatures by implementing the circuit
n times.

The circuit structure of the core part of PUF design
is shown in Fig.4. The value of the 16-bit shift register
(LUT) A is initialized to 0101010101010101 (0x5555),
and the value of 16-bit shift register B is initialized to
the binary complement of the initial value of A, i.e.,
1010101010101010 (0xAAAA). In this way, the output
ports (OUT) of shift registers A and B, both of which
use the same clock signal CLK, will output sequences
0101010101010101 and 1010101010101010 in sync re-
spectively. Then the input ports (INs) of the two shift
registers will be assigned values continuously, making
the outputs of shift registers A and B continue with
the same sequence after the initial 16 rounds of output.

The output ports OUT of the two shift registers are
connected to the 2-to-1 multiplexers respectively. Both
of the input ports (0) of the two 2-to-1 multiplexers are
connected to logic-0, the input port (1) of the bottom
multiplexer is connected to logic-1, and its output port
logic-1 is connected to the input port (1) of the top
multiplexer.
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Fig.4. Overview of the PUF design.

An analysis of timing behavior of the circuit shown
in Fig.4 is as follows. In the beginning, the output
port of shift register A is logic-0; therefore, signalN2

is logic-0. Next, in the rising edge of the clock, the
output port of shift register A (OUT A ) will shift from
logic-0 to logic-1. Meanwhile, the output port of shift
register B (OUT B ) will shift from logic-1 to logic-0. In
fact, although shift register A and the multiplexer it
drives should be identical in structure design and cir-
cuit connection to shift register B and the multiplexer
it drives, the delays of these two parts of the circuit will
be di�erent due to inevitable fabrication variations. In
this paper, we employ this property of PUF to generate
chip signatures.

In Fig.4, signal N2 stays to be logic-0. When shift
register A outputs logic-0 and shift register B outputs
logic-1, N2 outputs logic-0; when shift register A out-
puts logic-1 and shift register B outputs logic-0, the
output of N2 remains to be logic-0. There are two
cases in whichN2 outputs logic-1 worth highlighting.
In one case, when the output of shift registerA shifts
from logic-0 to logic-1 and the output of shift register B
shifts from logic-1 to logic-0, the delay of shift register
A and the multiplexer it drives is shorter than the de-
lay of shift register B and the multiplexer it drives. In
this case, when shift registerA has shifted from logic-0
to logic-1, namely, the select pin of the top multiplexer
becomes logic-1, signalsN1 and N2 are logic-1. N1 will
not turn to be logic-0 until shift register B does a shift.
In the other case, when the output of shift registerA
shifts from logic-0 to logic-1 and the output of shift
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register B shifts from logic-1 to logic-0, the delay of
shift register A and the multiplexer it drives is shorter
than the delay of shift register B and the multiplexer
it drives. If this case occurs, when shift registerB has
shifted, i.e., signalN1 has already changed from logic-0
to logic-1, the select pin of the top multiplexer is still
logic-1 since shift registerA has not made the shift yet.
Therefore, signalN2 will shift to be logic-1, as N1 does.
But, as shift register A does the shift, the select input
of the multiplexer on the top becomes logic-0.

According to the analysis above, the delay of shift
register A and the multiplexer it drives is di�erent
from the delay of shift register B and the multiplexer
it drives. The di�erence in delay determines whether
there will be a glitch (a short positive spike) in N2 or
not and how wide the spike is. If the delay di�erence
between circuits is trivial, no positive spike will appear
in N2; if the delay di�erence between circuits is large,
a positive spike will appear inN2. The larger the delay
di�erence is, the wider the spike is.

The value of an individual bit of PUF signature is
determined by whether there will be a spike in signal
N2. As shown in Fig.4, we connectN2 to port 1 of a
ip-op which is initialized to 0 and the feedback from
output port Q of the ip-op is connected to input port
D . As long asN2 has a positive spike pulse that reaches
the PRE port of the ip-op, the output of the ip-op
is logic-1, which is a 1-bit PUF signature. Conversely,
if there is no glitch reaching the PRE port, it outputs
logic-0. Then the value of 1-bit PUF signature is logic-0
as well.

Note that if the positive spike generated by signal
N2 in Fig.4 is too narrow, the positive spike will be
\�ltered" out before reaching the PRE port of the ip-
op. The reason why there appears such mechanism
called \�ltering" is that the resistance and capacitance
along the path can be regarded as a �lter which can
weaken the positive spike. In order to prevent a posi-
tive spike from being \�ltered" out and a vast majority
of ip-ops from being set to 1 when the positive spike
is too wide, we should adjust the width of the positive
spike to a reasonable range. In experiments, the delay
of signal N1 can be adjusted by changing the relative
distance between two multiplexers selected in a carry
chain. If the distance between two multiplexers that
are connected to the shift registers has increased, i.e,
the length of multiplexer chain between them has in-
creased, the delay ofN1 will be longer as well. We can
obtain a longer multiplexer chain (a multiplexer chain
longer than 4) by connecting the output port of the mul-

tiplexer at the top of a carry chain to the input port 1
at the bottom of another carry chain. Experiments dis-
cover that a PUF achieves the best performance when
�ve multiplexers are arranged between the multiplexers
that shift registers drive (make the length of the whole
multiplexer chain 7). At this time, on average, 28.75
bits of the 64-bit signature are numbered 1, i.e., 44.9%
of the 64 bits are with value 1, close to the ideal value
50%. If the multiplexer chain length is reduced by 1,
the percentage will be less than 10%; if the multiplexer
chain is lengthened by 1, the percentage will be around
65%.

4.2 Solution to Implement the PUF on New
FPGA Architectures

Once an LUT of an SLICEM on a Virtex-5 FPGA
is con�gured into the shift register, an input port (0)
of the carry chain connected to the shift registers can
be connected via DX to an independent logic-0 to meet
the design requirements, as shown in Fig.5. Hence, the
shift register and the multiplexer chain can be laid out
on the same SLICE. However, the SLICE structure of
the new generation Xilinx FPGAs (including Virtex-7
series, Kintex-7 series, Artix-7 series and Zynq-7000 Se-
ries which are used in this paper) is di�erent from that
of Virtex-5 and other previous FPGAs. For example,
for an SLICEM on a Zynq-7000 FPGA, path O5 and
path DX (see Fig.6) that can be selected by input port
(0) of a multiplexer in the carry chain, when an LUT
in the corresponding position is used as a shift register,
serve as the input and the output port of the shift reg-
ister. Henceforth, the design requirement that the data
input port (0) of a multiplexer should be connected
to a signal that is always logic-0 will not be satis�ed.
Therefore, the Anderson PUF cannot be directly im-
plemented on the new generation FPGAs.

In order to solve this problem, this paper uses two
LUTs in an SLICEM to implement two 16-bit shift
registers of the PUF, 2-to-1 multiplexers in the carry
chain to implement the multiplexers of the PUF, and
any one of the 8 ip-ops to latch 1-bit PUF signa-
tures. Fig.7 shows how to implement a PUF with a
1-bit signature on a 28 nm Xilinx Zynq-7000 XC7Z020
FPGA. The dotted line represents the direction of data
ow. In the structure of Xilinx Zynq-7000 XC7Z020
FPGA, x coordinates of all SLICEs are even numbers.
Every SLICE with the x-coordinate greater than an
SLICEM's x-coordinate by 1 and they-coordinate equal
to an SLICEM's y-coordinate is an SLICEL. We use
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SLICEMs to implement shift registers and SLICELs to
implement multiplexer chains. Two CLBs adjacent in
the vertical direction generate 1 bit of a PUF signa-
ture. In this way, four SLICEs can generate 1 bit of a
PUF signature, and a ip-op required for latching the
PUF signature can be selected from eight ip-ops of
an SLICEL randomly.

Fig.5. Architecture of SLICEM in a Virtex-5 FPGA.

Fig.6. Architecture of SLICEM in a Zynq-7000 FPGA.

Fig.7. Generating 1-bit PUF signatures on a 28 nm Xilinx
FPGA.

Small architectural change makes Anderson PUF in-
applicable to the new generation FPGAs. From the per-
spective of FPGA development, there is no big change
for the architecture of the slices. As long as the slice
used in the next product generation contains the LUTs
and multiplexers, our PUF can work e�ciently because
the shift registers and multiplexers in the PUF are de-
signed to implement in separate slices.

5 Experimental Results and Analysis

5.1 Experimental Setup

In this paper, we design and implement 64-bit PUF
on three Zynq-7000 XC7Z020 FPGAs (ZedBoard devel-
opment boards) which are totally divided into 64 areas
to simulate 64 FPGAs, and each of areas implements
a 64-bit PUF. The range constraint (ROLC RANGE
statements) supported by Xilinx Integration Develop-
ment Kit is used to lay out a design to a designated
region. Note that since the fabrication variation be-
tween any two di�erent FPGAs is generally greater
than the fabrication variation between two areas of the
same piece of FPGA, if the PUF signatures obtained
in regions in the same FPGA are unique enough, then
the PUF signatures implemented on di�erent FPGAs
will have good uniqueness as well. Therefore, we test
the uniqueness and reliability of 64 PUFs through im-
plementing them on the three FPGAs.

Eight LED lights on a ZedBoard can be used to dis-
play 8 bits of a PUF signature. When an LED light is
on, it means logic-1; otherwise, it means logic-0. Ad-
ditionally, eight switches on a ZedBoard are used to
determine which 8 bits of a 64-bit PUF signature are
to be displayed by the eight LED lights. For each PUF,
the LED lights display 8 bits eight times, from the high-
est 8 bits to the lowest 8 bits. Each time of display will
be recorded in order to get a complete record of a 64-
bit PUF signature. The program processing the raw
experimental data was implemented in C.

5.2 Overhead of PUF

A 64-bit PUF uses 551 LUTs used as logic, and 129
LUTs used as memory (shift registers). Experimental
results show that the implementation of PUFs in this
paper incurs low overheads.



130 J. Comput. Sci. & Technol., Jan. 2016, Vol.31, No.1

5.3 Performance Analysis

5.3.1 Uniqueness

The paper evaluates PUF uniqueness with Ham-
ming distances. For k n-bit PUF responses:
P1; P2; � � � ; Pk , the average Hamming distance between
pairwise PUFs implemented in di�erent areas on FP-
GAs is calculated as follows.

u =
2

k(k � 1)

k � 1X

i =1

kX

j = i +1

HD (Pi ; Pj )
n

� 100%;

where HD (Pi ; Pj ) denotes the Hamming distance be-
tween Pi and Pj . In this way, we get a total of
(64 � 63)=2 = 2 016 statistical data. Fig.8 is the
histogram demonstrating frequency distribution of the
Hamming distances.
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Fig.8. Frequency distribution of the Hamming distances be-
tween any two of 64 PUF signatures.

If each of the 64 signatures is unique and in each sig-
nature, logic-0s or logic-1s are distributed evenly, then
the theoretical expectation of the Hamming distance
between any two of them should be 50% of 64 bits,
namely, 32. In the experiment, the maximum Ham-
ming distance between any two of 64 PUF signatures
is 47; the minimum is 16. The average of all 2016 HDs
is 31.8 (49.7% of PUF signature bits), pretty close to
the ideal expected 32. As shown in Fig.8, these HDs
are concentrated around the ideal expected 32. This
experiment proves the sound uniqueness of signatures
generated by the PUF proposed in the paper.

5.3.2 Uniformity

Uniformity discussed here is about the distribution
of \0" and \1" in a PUF signature. The uniformity of
signatures generated by a PUF is associated with the

performance of the PUF. In extreme cases, if all bits of
a signature generated by a PUF are \0" or \1", then
signatures generated by the PUF are identical, but by
no means unique. As long as the distribution of \0"
and \1" in a PUF signature is uneven, the performance
of the PUF will be a�ected to some extent. The ideal
uniformity of the PUF is 50%, namely, \0" and \1"
emerge with equal probability for each bit in a PUF
signature.

We can modulate signal delay by changing multi-
plexer chain length, which adjusts the probability of
\0" and \1" of each PUF bit, and then we achieve the
purpose of adjusting uniformity. This is the major ad-
vantage of the PUF presented in this paper. Through
these adjustments, we can obtain uniformity close to
the ideal value. The experiment shows that 64 64-bit
PUF signatures have up to 52 bits numbered \1" and
at least 20 bits numbered \1", average 54.6% of the bits
are \1", being close to the ideal uniformity 50%.

5.3.3 Reliability

Reliability is used to evaluate the stability of PUF
signatures generated by the same challenge in repeated
experiments. Ideally, PUF signatures should remain
the same under same challenges over multiple observa-
tions. Actually, a variety of environmental conditions,
such as temperature, voltage, and aging of the devices,
may lead to di�erences in the circuit delay and cause
PUF signatures to vary. The di�erence between any
two signatures generated under the same challenge in
repeated experiments by a PUF with high reliability
should be slight. The paper uses the following formula
to evaluate the reliability of PUFs:

u =
1
x

xX

y=1

HD (Ri ; Ri;y )
n

� 100%;

wherex stands for the times of sampling;n is the num-
ber of bits of a signature generated by a PUF;Ri;y is
the y-th sampling of Ri .

We recorded CRPs of 64 PUFs after they were im-
plemented on FPGA. A week later, we recorded CRPs
of the 64 PUFs again. Through calculating the Ham-
ming distance between signatures generated by each
PUF in the two experiments, we can obtain the dif-
ferences between these signatures and analyze the re-
liability of the relevant PUF. The frequency distribu-
tion histogram of these Hamming distances is shown in
Fig.9.
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Fig.9. Frequency distribution histogram of Hamming distan ces
between PUF signatures of the same PUF generated in the two
experiments.

Two experiments indicate that the Hamming dis-
tances range from the minimum 0 to the maximum 6.
The average is 2.03 (only 3.2% of 64 bits). In partic-
ular, Hamming distances between signatures generated
by 68.75% of the PUFs in two experiments are less than
or equal to 2. Meanwhile, comparing Fig.8 and Fig.9,
between Hamming distances of the signatures gener-
ated by di�erent PUFs and Hamming distances of the
signatures generated by the same PUF through many
experiments, readers can see a \Gap" between 9 and
17. The \Gap" implies that the signatures generated
by the PUF can identify a particular PUF. Therefore,
this experimental results show that the PUF has high
reliability.

5.3.4 Impact of High Temperature on Reliability

The circuit delay will be a�ected by temperature,
and a PUF designed by this paper generates signatures
with delay di�erences caused by random manufactur-
ing variation. Therefore, the PUF signatures are very
likely to change with temperature. We expect the PUF
design to have a good uniqueness and high reliability
at high temperatures.

We read and monitor the temperature of FPGA
chips with Xilinx Chip-Scope tool. Experiments men-
tioned in Subsection 5.3.3 were conducted at a room
temperature about 15 � C, with good heat dissipation
and only PUFs running on the FPGA experimental
board. By Xilinx ChipScope, we acquire the FPGA
chip temperature as shown in Fig.10, which is about
41 � C. We raise the temperature of the FPGA chip
with an electric hair dryer blowing against the chip on
the experimental board in order to simulate a high-
temperature state that may be caused by heavy work-
load or environmental factors. We control the temper-
ature of the FPGA chip around 70 � C as measured by
Xilinx ChipScope, shown in Fig.11.

The signatures generated by a PUF are recorded
when the chip temperature is maintained at about 70
� C. By calculating the Hamming distance between
a PUF signature generated at high temperatures and
those generated at normal temperatures, we can ana-
lyze the degree of temperature inuence and assess the
performance of this PUF. Fig.12 is the frequency dis-
tribution histogram of 64 Hamming distances between

Fig.10. Temperatures of the FPGA chip in experiments under n ormal conditions.

Fig.11. Temperatures of the FPGA chip after being heated by a n electric hair dryer.



132 J. Comput. Sci. & Technol., Jan. 2016, Vol.31, No.1

PUF signatures generated at high and normal temper-
atures.
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Fig.12. Frequency distribution histogram of Hamming dista nces
between PUF signatures generated at high and normal temper-
atures.

The maximum Hamming distance between a signa-
ture generated by a PUF at a high temperature and a
signature by the same PUF at a normal temperature
is 12; the minimum is 2; the average is 5.92 (9.25% of
the total number of bit positions 64). For 76.5% of the
PUFs, the Hamming distance between signatures gen-
erated by a PUF at high temperatures and normal tem-
peratures gathered within the range 3 to 8. Comparing
Fig.12 and Fig.9, we can observe that a temperature
di�erence (between 41 � C and 70 � C) a�ects the relia-
bility of PUF to certain extent. The average Hamming
distance increases from 2.03 to 5.92, and the maximum
Hamming distance from 6 to 12. However, comparing
Fig.12 and Fig.8, we can still see a \Gap" (Hamming
distances 12 to 17) between Hamming distances of the
signatures generated by di�erent PUFs and Hamming
distances of the signatures generated by the same PUF
in di�erent temperatures. Thus, although the temper-
ature change will a�ect reliability, PUFs have good
uniqueness at temperatures from 41� C to 70 � C. In
conclusion, PUFs presented in the paper can still work
e�ectively at high temperatures.

In addition, we also keep statistics on Hamming
distances between any two signatures generated by 64
PUFs at high temperatures and then draw a frequency
distribution histogram of 2016 data points of Hamming
distances, as shown in Fig.13.

The maximum of the 2016 Hamming distances is
47; the minimum is 14; the average is 31.74 (49.59%
of the total number of bit positions 64). At high tem-
peratures, the maximum number of bits with value 1
in a PUF signature is 50; the minimum is 14; the aver-
age is 29.23, i.e., 45.67% of the bits of a PUF signature

are numbered \1", very close to the ideal 50%. Ad-
ditionally, we can adjust the length of the multiplexer
chain to adjust the uniformity of PUF signatures and
enhance the uniqueness of PUF design. Moreover, the
PUF signature di�erences due to environmental causes
can be corrected by ECC[19] .
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Fig.13. Frequency distribution histogram of Hamming dista nces
between any two signatures generated by 64 PUFs at high tem-
peratures.

5.3.5 Recon�gurability

Traditional PUFs exhibit a static chal-
lenge/response (CR) behavior. However, we expect the
PUF exhibits the recon�gurable (dynamic) CR behav-
ior in many practical applications. Logically or phys-
ically recon�guring the PUF makes it able to revoke
or update previous secrets derived from the PUF in
PUF-based key storage and PUF-based cryptographic
primitives. Majzoobi et al.[20] �rst proposed to con-
�gure PUF to di�erent areas of FPGA to change the
behavior of PUF, but they did not conduct experiments
to evaluate its recon�gurability. The recon�gurability
can be evaluated using Hamming distances of signa-
tures when the PUF is con�gured into di�erent areas.
The uniqueness requires that di�erent PUFs generate
di�erent responses for the same challenge. The PUF
con�gured to di�erent areas can be viewed as di�erent
PUFs. Therefore, for the PUFs con�gured to di�erent
areas of FPGA, the recon�gurability is the same with
the uniqueness. In this paper, we con�gure a 64-bit
PUF to 64 areas of FPGA. Hence, we get a total of
(64 � 63)=2 = 2 016 recon�guration data. Since the
PUFs con�gured to di�erent areas are viewed as dif-
ferent PUFs, the reliability between them should be
di�erent. Experimental results show that the average
recon�gurability is 49.7%. High recon�gurability makes
the PUF able to be used to resist modeling attacks[20] ,
generate authentication tokens[21] and so on.
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5.3.6 Aging E�ect

Hot carrier injection, electro-migration, nega-
tive bias temperature instability and temperature-
dependent dielectric breakdown cause the device aging
which is another cause of the reliability problem for
PUFs[7;22] . To consider the aging e�ect, Fig.14 gives
the result of a one-month aging test under normal op-
erating conditions. The FPGA was on for the entire
time for these 30 days under room temperature, and
we recorded the percentage of response bit di�erences
from PUF generated at the start of one-month period
(we recoded the PUF response once a day). As can
be seen from Fig.14, the noise percentage rises up and
remains stable at about 6% after 30 days test, which
shows that the aging makes the PUF unreliable. How-
ever, the proposed PUF is still usable since the impact
is not signi�cant where most bits maintain their val-
ues during the test. Besides, a longer term aging in a
more severe environment needs to be tested in order to
ensure the reliability of PUF.
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Fig.14. Aging e�ect on the PUF for 30 days.

5.4 Performance Comparisons with Previous
PUFs

Table 1 shows performance comparisons of the PUF
designed and implemented by this paper with other
kinds of PUFs. Uniqueness and reliability are used to
evaluate the performance of PUFs. Uniformity is not
chosen to make a comparison between PUFs in this
paper because other papers seldom evaluate the unifor-
mity of their proposed PUFs. However, we believe the
uniformity is a very important metric especially when
the PUF response is used to generate the volatile key.
The ideal value of uniqueness is 50%, namely, the closer
to 50% the value of uniqueness is, the better the unique-
ness of the corresponding PUF is. The ideal value of
reliability is 0; thus the closer to 0 the value of reliability

is, the more reliable the corresponding PUF is. The ex-
perimental data of compared PUFs in Table 1 are from
reference [14]. Table 1 shows that uniqueness of our
proposed PUF reaches 49.7%, pretty close to the ideal
value of 50% and better than most of the other kinds of
PUFs. As for reliability, the PUF designed by the paper
achieves 3.7%, also better than most of the other kinds
of PUFs. The proposed PUF has four advantages: 1)
good extensibility, 2) less FPGA resource overhead, 3)
unnecessary hard macros and 4) high transplantability.

Table 1. Performance Comparisons with Previous PUFs

PUF Uniqueness (%) Reliability (%)

Optics PUF [13] 49.79 25.25

CD PUF [23] 54.00 08.00

Arbiter PUF [7] 01.05 00.30

RO PUF [4] 46.15 00.48

SRAM PUF [24] 43.16 03.80

Anderson PUF [12] 48.00 03.60

Mills PUF [25] 47.80 06.80

Our PUF 49.70 03.20

6 PUFs Applications

6.1 FPGA Binding

Nowadays, FPGA IP piracy has become a serious
problem in the FPGA industry [26] , and current pricing
model is fundamentally unsuited to the FPGA market
since the basic motivation for using an FPGA rather
than an ASIC is to trade o� a higher per-unit cost to
avoid a large upfront NRE payment[27] . Hence, anti-
piracy techniques and a more suitable licensing model
are urgently needed.

The FPGA binding scheme[6] is to combine the
PUF-generated unclonable signatures with the �nite
state machines of sequential circuits to \actively" re-
strict hardware IP cores or FPGA-based systems to
run on particular hardware platforms, while providing
commercial popular \pay-per-device" licensing model.
The scheme is currently the �rst non-encrypted FPGA
hardware IP binding scheme. The implemented PUF
in this paper is very suitable to bind the FPGA-based
system to speci�c FPGA devices because it can be de-
signed in HDL and can be integrated into the system
friendly without manual intervention. Recently, FPGA
replay attack, where an attacker downgrades an FPGA-
based system to the previous version with known vul-
nerabilities, has become a serious security and privacy
concern for FPGA design[22] . Although a number of
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researchers have proposed several kinds of techniques
such as watermarking/�ngerprinting [26;28], bitstream
encryption[25;27] for FPGA IP protection, they are all
vulnerable to the replay attack. Recon�guring both
the PUF and the FSM-based lock in binding scheme
was proposed to defeat the replay attack[22] .

6.2 Volatile Key Generation

With the increasing demands of security, in various
areas[30-34] , cryptographic key storage becomes one of
the most challenging design concerns. Silicon physical
unclonable function (PUF) is a promising solution for
these challenges. However, PUF response cannot be
directly used as cryptographic keys since the responses
are likely to be slightly di�erent even on the same IC for
the same challenge, as elaborated in Section 3. There-
fore, we need reliability-enhancing techniques such as
error correcting[19] and pattern matching[35] to correct
bit ips in PUF responses to generate stable PUF out-
put. Take error correcting for example, as shown in
Fig.15, assume the PUF generatesn bits response, we
can obtain m secret bits after the error correction, and
then the output of the error correcting code (ECC) can
be simply hashed to a desired lengthk and used as a
volatile cryptographic key.

PUF

n

n-m

k Key

PUF

ECC
Encoding

ECC
Decoding

Cryptographic
Hash

Fig.15. Simple PUF-based cryptographic volatile key gener ator
structure.

PUFs have an attractive application prospect not
only in the �eld of hardware security such as IC meter-
ing, cryptographic volatile key generation and FPGA
binding but also in the software security area. There-
fore, PUF design and implementation with low-cost,
high stability and high security will lead the develop-
ment of related �elds.

7 Conclusions

The PUF in the paper takes full advantage of the
logic unit structure, placement and routing structure
of FPGAs, and hence is suitable for implementation on
FPGAs. We implemented the PUF on 28 nm FPGA
with good performance. Experimental results showed
that the PUF design has satisfactory uniqueness, uni-
formity and reliability.

In future, we intend to explore methods to the fur-
ther optimization of the hardware, and the improve-
ment of PUF reliability. Besides, recon�gurable PUF
is an important research direction in the hardware se-
curity. We note that there is no related open literature
reporting recon�gurable memristor PUFs. Hence, we
will propose the current �rst recon�gurable memristor
PUF in our future work.
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