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Abstract The Internet of Things (IoT) is aimed at enabling the interconnection and integration of the physical world
and the cyber space. It represents the trend of future networking, and leads the third wave of the IT industry revolution. In
this article, we first introduce some background and related technologies of IoT and discuss the concepts and objectives of
IoT. Then, we present the challenges and key scientific problems involved in IoT development. Moreover, we introduce the
current research project supported by the National Basic Research Program of China (973 Program). Finally, we outline
future research directions.
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1 Background

Information networks have been used in every aspect
of daily life to provide interconnection among many de-
vices, such as entertainment devices, transportation
vehicles, communication equipments, household appli-
ances, aircrafts, personal computers and all kinds of
sensors. Information networks have become an integral
part of people’s daily lives. The design and implemen-
tation of new types of networks have been the core
research topics since the beginning of this century. For
instance, the National Science Foundation (NSF) of
the USA had started two research projects concerning
the Internet since 2005: one is Global Environment for
Network Innovations (GENI)[1] and the other is Fu-
ture INternet Design (FIND)[2]. Being a networking
experimental environment, the motivation of GENI is
to improve the architecture and services of the future
Internet, to encourage researchers to propose revolu-
tionary concepts and techniques for the future Inter-
net. FIND is a long-term project under the Networking
Technology and Systems (NeTS) research program of
NSF. The motivation of FIND is to build a brand new
network starting with the design of drafts in order to sa-
tisfy the requirements for the coming 15 years. Another
project is Future Internet Research and Experimenta-
tion (FIRE)[3] under the European Seventh Framework
Programme (FP7). The FIRE is proposed by European
Union at the beginning of 2007, and its motivation is to

create a multidisciplinary research environment for in-
vestigating and experimentally validating highly inno-
vative and revolutionary ideas for new networking and
service paradigms, thus further improve the research of
architectures, protocols, management mechanisms, and
service prototypes of the future Internet. At the same
time, other countries, such as Korea and Japan, have
started research programs about the future Internet as
well. For instance, Korea started the Future Internet
Forum (FIF)[4] in 2006, which aims to provide an op-
portunity to review the forefront information and know-
ledge on the timely subject of new Internet architecture
and related issues. In order to discuss the concepts for
new generation network, technical issues and measures
to promote its realization, Japan established the New
Generation Network Promotion Forum (NWGN)[5] in
2007.

At present, the construction of physical infrastruc-
ture is separated from that of information infrastructure
such that the computing pattern represented by the In-
ternet has attracted the usage of people into the cyber
space. However, current social development requires us
to extend computing techniques to the physical space
for human survival and development. The Internet of
Things (IoT) can enable the interconnection and in-
tegration of the physical world and the cyber space; it
represents the trend of future networking, and leads the
third wave of the IT industry revolution. Currently,
the related technologies about IoT have become the
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international focus, and they are widely considered as
one of the most important infrastructures for promoting
economy development and technology innovation. The
developed nations have considered the development of
IoT as one of the future development strategies and
put huge investment into it in order to cultivate new
economic growth points. For example, IBM proposed
the Smarter Planet strategy[6] in Jan., 2009, which ob-
tained positively response from the government of the
United States. The European Union published 14 ac-
tion plans[7] about IoT in June, 2009 to ensure that
the European Union will lead the future construction
of IoT. In China, Premier Jia-Bao Wen put forward
the strategic concept of Sensing China in Aug., 2009,
and proposed that China should seize the opportunity
to develop the key techniques of IoT. China’s IoT-
related research and development are mainly supported
by the National Basic Research Program of China (973
program) for grand strategic basic research projects,
the National High Technology Research and Develop-
ment Program of China (863 program) for technical re-
search and development projects, and National Natural
Science Foundation of China for explorative researches.

In this article, after providing some background
knowledge of IoT, we discuss the concept and objec-
tives of IoT. Then, we present challenges and key scien-
tific problems involved in IoT development. Moreover,
we introduce our research project “Basic Research on
the Architecture of Internet of Things”, supported by
the National 973 Program. Finally, we outline future
research directions.

2 Concepts and Objectives of IoT

2.1 What is IoT

The initial idea of IoT was proposed by MIT Auto-ID
Labs at the end of 1990’s[8], which originated from the
requirement of logistics. ITU Internet Reports 2005[9]

indicated that we are heading towards a “ubiquitous
network society”, one in which networks and networked
devices are omnipresent. In the future, everything from
tires to toothbrushes will be in communication range,
heralding the dawn of a new era, one in which today’s
Internet (of data and people) gives way to tomorrow’s
Internet of Things. The concept of “Things” in IoT has
been generalized to ordinary objects at present, and
the interconnection technology is also extended to all
networking technologies, including RFID (Radio Fre-
quency Identification).

IoT is closely-related to the Internet, mobile commu-
nication networks and wireless sensor networks. Com-
paring IoT with WSNs, Internet, ubiquitous networks
and further analysis, we define IoT as follows.

Based on the traditional information carriers

including the Internet, telecommunication network and
so on, Internet of Things (IoT) is a network that inter-
connects ordinary physical objects with the identifiable
addresses so that provides intelligent services.

IoT has three important characteristics.
1) Ordinary objects are instrumented. It means that

ordinary objects such as cups, tables, screws, foods
and automobile tires can be individually addressed by
means of being embedded with chip, RFID, bar code
and so on.

2) Autonomic terminals are interconnected. It means
that the instrumented physical objects are connected as
autonomic network terminals.

3) Pervasive services are intelligent. In such an
extensively-interconnected network, letting every ob-
ject participate in the service flow to make the per-
vasive service intelligent. For example, the sensor
nodes of vehicle-carrying network or human-carrying
network can monitor the status of road or the body of
driver to obtain real-time information for guiding driv-
ing behaviors.

Therefore, IoT is a sophisticated comprehensive
inter-disciplinary technology, e.g., encompassing mul-
tiple areas such as computer science, communications,
microelectronics and sensor technology.

For clarity of discussion, we divide the architecture
of IoT system into four layers: object sensing layer,
data exchange layer, information integration layer, and
application service layer. The four-layer architecture
is shown in Fig.1. The object sensing layer handles
sensing the physical objects and obtaining data; the
data exchange layer handles transparent transmission of
data; the information integration layer handles recom-
bination, cleaning and fusion of uncertain information
acquired from the networks, and integrates the uncer-
tain information into usable knowledge; the application
service layer provides content services for various users.

Application Service Layer

Information Integration Layer

Data Exchange Layer

Object Sensing Layer

Fig.1. Four-layer architecture of IoT.

The traditional Internet generally does not have
sensing ability, and only interconnects the intelligent
devices. In contrast, the IoT has the additional sen-
sing layer, which reduces the requirements on the ca-
pability of devices, and enables the interconnection
among the non-intelligent or weakly-intelligent devices.
Meanwhile, it brings about many new requirements and
challenges to data exchange, information integration
and services, as well as the complexity of the network
architecture.
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Based on this architecture, we need to further study
methods and mechanisms for interconnecting a wide
variety of heterogeneous networks. The architecture
of IoT should be studied from the viewpoint of users,
network providers, application developers and service
providers, providing the basis for defining a wide varie-
ty of interfaces, protocols and standards.

Another concept that is closely related to IoT is
Cyber-Physical System (CPS)[10], defined as a system
that integrates the 3C: Computation, Communication
and Control, and realizes the interaction between the
physical world and the cyber world. CPS can provide
real-time sensing, dynamic control, information feed-
back, and other services.

Although both IoT and CPS are aimed at increasing
the connection between the cyber space and the physi-
cal world by using the information sensing and interac-
tive technology, they have obvious differences: the IoT
emphasizes the networking, and is aimed at intercon-
necting all the things in the physical world, thus it is an
open network platform and infrastructure; the CPS em-
phasizes the information exchange and feedback, where
the system should give feedback and control the physi-
cal world in addition to sensing the physical world,
forming a closed-loop system.

2.2 Objectives of IoT

Compared with the traditional information net-
works, IoT has three new goals, i.e., more extensive
interconnection, more intensive information perception,
and more comprehensive intelligent service. They are
elaborated as follows.

2.2.1 More Extensive Interconnection

IoT extends the interconnection among the informa-
tion equipments, such as computer and mobile phone,
to the interconnection of all intelligent or non-intelligent
physical objects. It has the following outstanding
characteristics:

1) Extensiveness in the quantity of devices. The
amount of the connected devices will sharply rise from
several billions to over hundreds of billions, including
a multitude of equipments, sensors, actuators, vehicles,
and devices attached with RFID.

2) Extensiveness in the type of devices. Network-
ing devices (networking elements) may be powered by
the electronic power directly or by batteries; the com-
putation and communication capacity may be greatly
different, e.g., some devices even may not have any
computational ability.

3) Extensiveness in the connection mode. The de-
vices may be connected in a wired or wireless mode;
the communication could be a single hop or multiple

hops; the connection can be strong state routing or sta-
tistical weak state routing.

Thus, in such a large-scale heterogeneous network,
we must meet the challenge of highly-efficient intercon-
nection of network elements.

The Internet Protocol (IP) is suited for networking
devices with stringent requirements[11-12]. For example,
the devices should have strong computation and com-
munication capabilities; their runtime operation relies
on relatively stable environment, and the route is of-
ten based on fixed connections or strong state. On the
contrary, IoT needs to connect many devices with weak
capabilities (e.g., wireless sensor nodes, RFID) besides
the traditional devices; the network may be multi-hop,
self-organizing, intermittent and susceptible to influ-
ence by harsh environment. Hence it is often a statisti-
cal weak-state connection. In such cases, IP cannot be
used as the data exchange protocol directly. Recently,
novel data transmission and routing techniques have
been explored, which are called non-IP protocols, such
as Delay-Tolerant Networking (DTN)[13], weak state
routing[14], opportunistic routing, location-based rout-
ing, and event-based routing. The future IoT must han-
dle the convergence of IP and non-IP protocols. Due to
the heterogeneity of network elements and the dynamic
application environments, we need to study a variety of
networking requirements and the corresponding inter-
connection models and mechanisms in IoT. New types
of dynamic network element addressing models should
be studied to ensure the compatibility between net-
work elements with different capabilities, forming the
basis for supporting the global network convergence re-
quired by large-scale heterogeneous networks and effec-
tive data exchange required by local dynamic autonomy.

2.2.2 More Intensive Information Perception

IoT extends the paradigm of traditional single sen-
sors that sense the local environment independently to
the new paradigm of collaboration of multi-sensors to
achieve the global environment awareness. Sensing in-
formation from each single sensor may contain uncer-
tainties in the following aspects:

1) Non-uniformity. Data formats for temperature,
humidity, audio, video, and other information are dif-
ferent from each other.

2) Inconsistency. There is inconsistent information
due to the distortion of space-time mapping.

3) Inaccuracy. A range of information inaccuracies
are often caused by the variety of sampling methods
and different capabilities of the sensors.

4) Discontinuities. Intermittent information avai-
lability is often caused by the dynamic network trans-
mission capacity.
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5) Incomprehensiveness. Incomplete sensing of in-
formation is caused by the limitations of sensors. For
example, measuring the forest pollution relying on Car-
bon Dioxide information only is clearly inadequate.

6) Incompleteness. Partial loss of information is
caused by dynamic network environment.

Therefore, it is difficult to use the sensor information
directly, and the challenge of effective utilization of the
uncertain sensory data in IoT must be met.

This kind of uncertain information needs certain rep-
resentation and further to be integrated in order to fuse
them into relatively accurate knowledge. Then, we can
understand and control the physical environments in
a timely manner. For example, in the coalmine gas-
monitoring scenario, it is less enough to judge if there
is an explosion based on local information only. The
decision should be made based on the distribution of
gas density and the situation of gas flow after real-
time fusion of multi-point information. Sensing the
physical world by using the collaboration of multiple
interconnected devices necessitates solving the problem
of information exchange among different types of net-
work equipments. Therefore, we must address the diffi-
culties in information representation, performance-cost
balance and authorization protection during the inte-
raction process among different networking devices.

2.2.3 More Comprehensive Intelligent Service

Based on the extensive interconnection of ordinary
physical objects and the intensive perception of the
physical world, IoT can provide comprehensive intel-
ligent services, where physical objects are actively in-
volved in the service process. For example, some net-
works, like vehicle-carrying networks, human-carrying
networks, intelligent transportation networks and en-
vironment monitoring networks, can be integrated to
provide intelligent services, such as dynamic congestion
state, weather condition, environment information, and
health condition, thus achieve the harmony of people,
vehicles, roads and environment. They also can dyna-
mically change the travel suggestions, and instruct users
to travel reasonably and efficiently. However, the en-
vironment of IoT is dynamic and the question is how
software design can adapt to it in order to provide in-
telligent services.

These intelligent services call for new software mo-
deling theories, service delivery mechanisms and me-
thods that can adapt to the dynamic environment of
IoT. The conventional software development method is
suitable to the two-tuple problem domain consisting of
user requirements and cyber space, but is less suitable
for the system environment with three-tuple problem
domain consisting of user requirement, cyber space and

physical space, and it is also hard to provide flexible,
suitable and more comprehensive intelligent service.

As a new type of network, IoT is characterized by
the large-scale heterogeneous network elements, the un-
certain sensing information, and the dynamic system
environment. These features raise the challenges such
as highly-efficient interconnection of large-scale hetero-
geneous network elements, effective utilization of un-
certain sensing information and service delivery in the
dynamic system environment. At present, there is still
no complete theory guiding us to deal with the above
challenges, which seriously constrains the development
and application of IoT.

3 Key Scientific Problems in IoT

In order to handle the IoT’s challenges in extensive
interconnection, information perception and intelligent
service, we focus on three key scientific problems as
follows.

Problem 1. Data exchange among large-scale hete-
rogeneous network elements.

Access to large-scale heterogeneous network ele-
ments and massive data exchange among them are the
important novel features associated with the wide ap-
plication of IoT. On the one hand, IoT realizes the in-
terconnection and network convergence by using Inter-
net, telecommunication networks and other network-
ing platforms, and provides information sharing and
collaborative service. On the other hand, IoT has a
strong requirement of dynamic autonomy in each lo-
cal tight-coupled region. In order to execute a specific
network task, various network elements in each local re-
gion self-organize dynamically, realize the interconnec-
tion and interoperability, thus to improve the network
service efficiency by using the information in the lo-
cal autonomy region. Therefore, here is a key problem
that IoT has to face: how to resolve apparent contra-
diction between the extra large-scale, heterogeneity and
dynamics of IoT system, and the requirement of highly-
efficient data exchange. For this reason, the challenge of
highly efficient interconnection among large-scale hete-
rogeneous network elements is raised as the first key
scientific problem of IoT, that is, data exchange of large-
scale heterogeneous network elements in local dynamic
autonomy and highly efficient network convergence.

Problem 2. Effective integration and interaction
adaptation of uncertain information.

IoT intensively senses the physical world through
various smart devices, and the sensed information is
obviously characterized by a lot of uncertainty. The
uncertainty needs certain representation after some in-
network processing procedures, such as reorganization,
purification and fusion, and the result will be further
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provided to services. Information fusion among network
elements needs to exchange information among network
elements according to the “anytime and anywhere” re-
quirement, in order to realize highly efficient informa-
tion sharing. This leads to another key research prob-
lem: how to represent, reorganize and use the sensed
information, and resolve the problems of interaction
adaptation such as information representation, balance
between efficiency and energy, and security protection,
in order to provide effective support for the application
services. Therefore, the challenge of using the uncertain
sensing information effectively is raised as the second
key scientific problem, that is, effective integration and
interaction adaptation of uncertain information.

Problem 3. Service adaptation in the dynamic sys-
tem environment.

In the dynamic IoT system environment, we need
to deal with uncertainties of interactive entity objects,
randomness of interactions with environment, and con-
straints of runtime platform that meets changing re-
quirements. We also need to study novel software de-
veloping theories and supporting technologies, give the
IoT software system context-awareness and dynamic
deployment capability in order to realize the environ-
mental adaptability of IoT services. We further need
to build the software architecture, give the IoT soft-
ware the ability of autonomy and evolution, realize the
collaborative among the three tuples of user require-
ment, information domain and physical domain, and
enable the IoT software to adapt to the dynamic envi-
ronment flexibly to provide intelligent services. There-
fore, we need to address new software modeling theories,
mechanisms and methods suitable for the IoT environ-
ment. Consequently, the challenge of resolving the self-
adaptation of the IoT service delivery is raised as the
third key scientific problem, that is, service adaptation
in the dynamic system environment.

4 Current Research Work

With the support of China’s National 973 Program,
the project “Basic Research on the Architecture of In-
ternet of Things” is carried out to solve the common
basic problems in the research and application of IoT.
We will address the essential scientific problems of IoT
as follows:

1) Data exchange among large-scale heterogeneous
network elements. Through modeling the architecture
of IoT and the interconnection models of sub-networks,
we develop the mechanisms of network convergence and
autonomy, present the methods of measuring and eva-
luating the network, and solve the problem of inter-
connecting large-scale heterogeneous network elements
within the context of local dynamic autonomy and

highly-efficient network convergence.
2) Effective integration and interaction adaptation of

uncertain information. Through building the models of
the integration of sensing information, we propose the
mechanisms and methods of information presentation,
performance-cost balance and security protection dur-
ing the interaction process among the network elements,
and solve the problem of the integration and interaction
adaptation of uncertain information.

3) Service adaptation in the dynamic system envi-
ronment. Through building the models and the service
platforms of the dynamic system environment, we pro-
pose the methods of automatically acquiring and under-
standing environment information and adaptive prob-
lem solving, present the mechanisms of the IoT service
delivery, and solve the service adaptation problem in
the dynamic system environment.

Based on the above study of scientific problems,
we design a platform for verifying our theoretic re-
sults, and develop a demonstration application of car-
bon balance surveillance. The basic idea is to ex-
tend our ongoing research project called GreenOrbs
(http://www.greenorbs.org/)[15-16] for monitoring the
forest environment with wireless sensor networks, and
integrate it with vehicle carrying networks, intelligent
power-usage networks, 3G mobile networks and the In-
ternet, in order to establish a multi-application verifi-
cation platform of IoT. One typical application is the
detection of carbon balance index. First, the carbon
sink data of forest are collected using wireless sensor
networks. Second, carbon emission data of vehicles,
buildings and factories are obtained in real-time by us-
ing vehicle carrying network and intelligent power-usage
network, etc. Third, both the carbon sink data and the
carbon emission data are sent to the data center where
the carbon balance index of a region is computed after
intelligent data-processing. Finally, relevant people, en-
terprises and government agencies receive the resulting
index. The research results are expected to be helpful
to establish a low-carbon society and achieving decision
support for decreasing carbon emission according to the
above index.

The research is conducted on the following five
topics (see Fig.2): 1) theoretical model of the IoT ar-
chitecture; 2) mechanism and method of the conver-
gence and autonomy of IoT; 3) theory and method
of the information integration and interaction of IoT;
4) mechanism and method of service delivery of IoT;
5) verification platform of IoT and the typical ap-
plication of carbon balance monitoring. There are
nine institutions involved in the project, including Bei-
jing University of Posts and Telecommunications, In-
stitute of Computing Technology of Chinese Academy
of Sciences, Tsinghua University, Peking University,
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Shanghai Jiaotong University, Xi’an Jiaotong Univer-
sity, Beijing University of Technology, Zhejiang Agri-
culture and Forestry University and The Hong Kong
University of Science and Technology.

Fig.2. Research framework.

Expected results of this project are as follows: 1)
basic theoretical model of IoT architecture for intercon-
necting heterogeneous network elements, and a frame-
work for the IoT theories and technologies; 2) signifi-
cant progress in three aspects: network convergence and
autonomy, information integration and interaction, as
well as service delivery in order to provide basic theo-
ries and key technologies for the construction of IoT; 3)
an integrated verification platform of IoT for environ-
mental ecology protection, and a typical application of
the carbon balance monitoring.

5 Conclusions

The applications of IoT have been further extended
to various areas in order to manage people’s produc-
tion and living more accurately and dynamically and
improve the relationship between human and environ-
ment. This article provided a brief introduction to the
main concepts and features of IoT, as well as analyzed
the objectives and scientific challenges of IoT tech-
nology. It briefly presented the main scientific problems
and research contents of the project “Basic Research on
the Architecture of Internet of Things”, supported by
the National 973 Program. In the future, we will try
to reveal the basic law of IoT, create the basic model
and mechanism of IoT, provide breakthroughs in the
key IoT technologies on data exchange, information in-
tegration and service delivery, and build the integrated
verification platform of IoT and a typical demonstration
application. Our work will help form the theoretical
framework of IoT, and provide the theoretical founda-
tion for developing large-scale practical IoT systems.
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