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Abstract Because trust is regarded as an essential secured relationship within a distributed network environment, se-

lecting services over the Internet from the viewpoint of trust has been a major trend. Current research about trust model
and evaluation in the context of Web services does not rationally and accurately reflect some essential characteristics of
trust such as subjective uncertainty and dynamism. In this paper, we analyze some important characteristics of trust, and
some key factors that affect the trust relation in the Web service environment. Accordingly, we propose a trust model based
on Cloud Model theory to describe the subjective uncertainty of trust factors. A time-related backward cloud generation
algorithm is given to express the dynamism of trust. Furthermore, according to the trust model and algorithm, a formalized
calculation approach is provided to evaluate the trust degree of services requestors in providers. Our experiment shows that

the evaluation of trust degree can effectively support trust-decisions and provide a helpful exploitation for selecting services
based on the viewpoint of trust.
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1 Introduction

Web services are emerging to provide a systematic
and extensible framework for application-to-application
interaction, built on top of existing Web protocols and
based on open XML (extended mark-up language)[1-2].
Quality of service (QoS) may serve as a key bench-
mark to discern differences among alternatives. Tra-
ditional QoS covers a whole range of definitions such
as response time, accessibility, availability, reliabil-
ity. However, in an open Internet environment, it is
necessary to objectively relate service quality to the
users’ subjective perceptions[2-3]. Therefore, from the
service consumer perspective, some researchers have
recognized that the trust relation between service con-
sumers and providers may be an important and nec-
essary quality[4-7]. According to the trust relation,
service consumers can identify trustworthy providers
with whom they should interact and untrustworthy
ones with whom they should avoid interaction.

Trust has been regarded as an essential securited re-
lationship within a distributed network environment[8].
In general, trust can be viewed as the outcome of obser-
vations leading to the subjective belief that the actions
of another may be relied upon to achieve a goal in a

risky situation[9]. Trust is updated over time through
direct interactions or information provided by others
about experiences they have had[10].

In the context of Web services, trust also has a
vital influence on services requestor activities and on
interaction success. According to the trust relation,
a services consumer can identify trustworthy service
providers with whom they should interact and avoid
risk caused by interaction with untrustworthy ones.
Many researchers have investigated the issue of trust in
the area of Web services. But most of them do not rep-
resent and reflect some essential characteristic of trust
such as subjective uncertainty, time decay.

In this paper, we will firstly introduce some previ-
ous related research in Section 2. Then we will analyze
the characteristics of trust in Section 3. Furthermore, a
trust model is introduced according to some key factors
that affect the trust relation in the context of Web Ser-
vices. In Section 4, we make use of Cloud Model to rep-
resent the subjective uncertainty of computable factors
including a new time-related backward cloud genera-
tion algorithm which generates the numerical charac-
teristics of the Cloud Model to reflect the dynamism of
subjective belief. Section 5 provides a quantitative ap-
proach to evaluate the trust degree of service consumers
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to providers. Section 6 provides the experiment apply-
ing this approach. Finally we summarize this paper
and point out possible research directions for our fu-
ture work.

2 Related Work

Maximillen et al. designed a conceptual model of
Web service reputation in order to improve automatic
selection for Web services[11-12]. Liangzhou Zeng et
al.[7] also used reputation as one of the attributes of
QoS for Web services composition. In these approaches,
service reputation can be evaluated by the average rat-
ing given by end-users. Sravanthi Kalepu et al.[13] think
that the reputation measurement using the average rat-
ing cannot capture the degree of variance in the service
providers’ compliance levels. They introduced a novel
metric named Verity to quantify the consistency in com-
pliance levels of a service contract. Verity refers to the
degree of variance in the compliance levels of a service
provider and provides a mechanism for assessing the
service provider’s reputation[13]. Unfortunately, verity
is also computed by means of averaging compliance of
quality attributes of Web services.

The evaluation methods for trust mentioned above
are in terms of probabilistic models. In these ap-
proaches, trust degree depends on an average of sam-
ple data. However, trust is not an objective property
of trustees but a subjective degree of belief of trusters
about trustees[14]. Producing belief is a cognitive pro-
cess during which the objective property of trustees
would be mapped into a person’s brain and some know-
ledge or concepts about trust would be formed such
as great trust or high trust. This process has ob-
vious subjective uncertainties including fuzziness and
randomness[15-16]. The uncertainty of trust comes from
both the objective property of trustees such as reputa-
tion and subjective cognition of trusters. For exam-
ple, given a certain Web service, the reputation of it
would change randomly over time, for instance 0.65,
0.66, 0.69. According to these reputations, trust degree
of truster also would randomly change. This reflects one
aspect of the randomness of trust. Fuzziness indicates
that trust is not an absolute thought model. In other
words, trust is not “either this or that” but “both this
and that”. For example, given a Web service, the value
of its reputation is 0.65. A trustee usually does not
claim simply that he trusts the service greatly. Rather,
the trustee tends to place great trust in the service to
some degree. Sometimes a trustee may both greatly
and highly trust the service whose reputation is 0.65.
Even though the trustee trusts the service greatly, he
still may trust it a little more this time than that time.
This situation embodies the randomness of subjective

cognition of the truster.
Probabilistic models regard uncertainty of trust as

randomness, and ignore the fuzziness of subjective be-
lief. Additionally, the average of sample data cannot
reflect the characteristic of subjective cognition about
trust. Therefore, mathematical probability is unsuit-
able as a trust metric in dealing with uncertainty[17].

Moreover, the above approaches did not take into
account the dynamic nature of trust. The dynamic na-
ture of trust refers to the changes of trust levels. His-
torical trust values usually decay with time and have a
relatively lesser affect on current trust-decision making.
Therefore time-decay of trust may be an important fac-
tor which must be considered for trust representation
and evaluation approaches.

Similar with human society, multi-agent environ-
ment is full of uncertainty. Therefore, trust research is
of great significance for the solution to the interaction
problem of agent entities. In multi-agent environment,
trust is derived from direct trust and reputation. Re-
putation system is a mechanism to support trust eval-
uation.

Direct trust is the subjective cognition which comes
from the agent’s own knowledge and its direct interac-
tion experience; the reputation system collects opinions
of other agents about target agent and gets trust eval-
uation by reasoning process. However, the information
of the target agent is incomplete or inaccurate, which
results in negative effect for trust rating. So two trust
factors, trustworthiness and risk, are proposed based on
the objective features of Web service in this research.

In multi-agent environment, the subjectivity of trust
comes from the target agent’s subjective measurement,
relying on the subjective cognitive of evaluating agent.
The typical measure theories such as Jurca model[38],
altruism of Schillo[39] and FIRE model[40], share the
common feature that stiff associate evaluation concept
with the discrete score, for example general trust cor-
responds to 3. But how to discriminate 2.5 or 3.5?
This research will construct the map between qualita-
tive concept and quantitative description using Cloud
Model and analyze the fuzziness in trust by dynamic
degree of membership.

In multi-agent environment, the evaluation is ahead
of the interaction so the benefit risk is unavoidable. But
few effective methods of recent researches are applying
for the assessment and quantification of risk. This re-
search will define the risk formally and measure it by
the change tendency of reputation and trustworthiness.

Furthermore, Lea[41] proposed a comprehensive, dy-
namic trust ontology for trust description. Our research
also proposed some characteristics for trust in Web se-
rvice area. These characteristics come from the
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objective features of Web service such as reputation
score, SLA protocol, quality attributes. They are less
complete than trust ontology but more concrete.

3 Definitions and Characteristics of Trust

Trust is a multidimensional concept that can be
studied from the viewpoint of many disciplines, in-
cluding social psychology, sociology, economics, and
marketing[18]. Some researchers tend to examine trust
as subjective cognizance. As Josang[19] states, trust is
the belief that an entity has about others from their
past experiences and knowledge about the entity’s na-
ture. This belief expresses an expectation on the en-
tity’s behavior, which implies risk. Elosfson defines
trust as the outcome of observations leading to the
belief that the actions of another may be relied upon
to achieve a goal in a risky situation[20]. Additionally,
Montaner et al. argue that trust will be updated over
time through direct interaction or information provided
by others about experiences they have had[21].

It is easy to see that definitions in [19-20] attempt to
express trust based on its real social nature. From so-
ciety’s viewpoint, people use trust in a subjective man-
ner for almost everything. Trust is not an objective
property of trustees but a subjective degree of belief
of trusters about trustees. Therefore, most researchers
recognize that it is apparent that the belief has sub-
jective uncertainty factors such as fuzziness and ran-
domness. Another element that the definitions have in
common is a goal perspective of trust. While trusters
decide to trust others, it means that some of their goals
depend on the actions of the trustees. Furthermore,
trusters may be in a risky situation while a trust rela-
tion is built, and they will obtain potential benefit as
well as potential loss.

Dynamism is another important characteristic of
trust. Dynamism means that a trust relation is not
stable and is changing over time. The trust degree of
trusters to trustees will increase and decrease with the
positive and negative experience of trusters during in-
teraction with trustees.

According to the above definitions of trust, it may
be concluded that the four important characteristics
of trust are subjectivity, goal-driven, risk, and dy-
namism. We consider these four important character-
istics of trust to form the basic principles for modeling
and evaluating the trust relation.

4 Modeling Trust in Web Services

In this section, we analyze what factors influence the
degree of trust between consumers and providers of Web
services, and make use of the Cloud Model to represent
computable factors in order to express the subjective

uncertainty and dynamism of trust.

4.1 Trust Model in Web Service

Modeling trust attempts to evaluate trust relations
among parties over the Internet from subjective trust
relations in real society[22]. However its complexity
relates to multiple measurement methods and various
views on trust[11]. Considering all factors in one trust
model is a difficult and impossible task. The trust
model of this paper is not intended to define a per-
fect view of trust. Rather, we intend to provide some
important and useful notations which can help to un-
derstand the trust relation in Web services and provide
a basis for trust representation and evaluation in this
context.

4.1.1 Context of Trust

Different trust models have different perceptions for
context. Most trust models have an action component
to trust, and note that there must be some purpose
of trusters. The context of trust may be expressed as
CM = 〈R, G, P, A〉.

In the context of trust denoted as CM, R and P
express two sets of service requestors and providers re-
spectively. We represent any particular requestor and
provider by lower-case letters r and p, which belong to
sets R and P . G is the goal set of requestors. If one
requestor has to trust some service providers, he must
have some goals to achieve which depend on some ac-
tions implemented by services. For example, someone
may want to get today’s weather report, or validate a
credit card number before a transaction. In these cases,
both weather report and validating credit card number
are all regarded as goals of requestors and can be no-
tated as g1 and g2 which belong to set G. At the same
time, satisfaction of these goals requires suitable actions
from a Web service. We represent required actions as
lower-case letter a, where a is one element of set A in
CM.

Given context of trust with CM, assume requestor
r1 whose goals are Gr1 = {g1, g2, . . . , gn}. For each
gi ∈ Gr1, gi can be achieved by certain action ai of
Web service provided by provider pi. Notice that it
is possible that there are different services provided by
the same provider. That means the notation pi = pj

(i �= j) is allowed. According to these notations, we in-
troduce trust-decision making point (hereafter TDMP)
notated as TDMP i(ri(gi), pi(ai)). TDMP is a situation
in which gi of ri depends on the ai of pi, and the trust
value of ri in pi should be computed.

TDMP provides one means to understand the trust
relation in the context of Web services. The trust value
of the relation needs some computable factors. In the
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following subsections, we explain some terms which are
essential components of our trust model for computing
the trust degree.

4.1.2 Reputation

Chang[23] defines reputation as recommendation
opinions of a third party in response to the reputa-
tion query for the trustworthiness of the trusted en-
tity. In other literature, reputation is regarded as be-
lief based on indirect experience, while trust is belief
derived from direct experiences[24]. In accordance with
real situations of service-oriented computing, we think
that reputation can come from both direct and indirect
experiences. For example, in the Web site of Web Ser-
vice List (www.webservicelist.com), all requestors can
rate the reputation of services from one star to ten stars
based on their subjective experience. Therefore the de-
finition of reputation used in this paper is as follows.

Definition 1 (Reputation). Reputation reflects the
opinions given by users about Web services, comes from
the direct experience of people, but can serve as a re-
commendation for others.

It is important to note that it is unreasonable to re-
gard reputation as one kind of belief. For example, be-
cause requestors will face less future risk in interaction,
they will likely trust providers despite their bad repu-
tation. Therefore, reputation is one influencing factor
to affect the belief of requestors, and used to evaluate
the trust degree of requestors in providers. For a cer-
tain TDMP i(ri(gi), pi(ai)), the reputation of action of
service can be notated as Rep(ai).

4.1.3 Trustworthiness

In this paper, trustworthiness is defined as follows.
Definition 2 (Trustworthiness). Given a trust con-

text, trustworthiness can be used to measure the ability
of Web services to abide by the agreement of service
quality.

One criterion to estimate trustworthiness is the mu-
tual agreement between requestors and providers, such
as Service Level Agreement (SLA). SLA is a contract
agreed upon before real invocation of services and ex-
presses the expectation of requestors and promises of
providers. SLA consists of a set of parameters, such as
response time, accessibility, availability. We call each
SLA parameter as one kind of capability of a Web ser-
vice to satisfy the agreement, where all capabilities can
express the trustworthiness. The difference in the ac-
tual and projected values of SLA parameters can serve
as an indicator for measuring one kind of capability.
Some SLA parameters could be negative, i.e., the higher
the value, the lower the quality. This includes some pa-
rameters such as response time. Others are positive,

i.e., the higher the value, the higher the quality. This
includes accessibility, availability and so on. In order
to handle the two cases uniformly, we design negative
and positive parameters respectively:

Capn
kj = ve

j − va
j (1)

Capp
kj = va

j − ve
j . (2)

Capn
kj and Capp

kj denote the k-th negative
and positive capability of action ai in given
TDMP i(ri(gi), pi(ai)) during the j-th invocation of ser-
vice. ve

j and va
j are the expected and actual values of

the j-th invocation of an SLA parameter. Through (1)
and (2), different classes of SLA parameters hold the
same monotony that is the higher value and the higher
capability of services. The values of capability could be
scaled according to (3) into the range [0, 1]. Capkj in
(3) is the result of scaling. ckj is the value of Capn

kj or
Capp

kj , cmin and cmax are their maximum and minimal
values.

Capkj =
ckj − cmin

cmax − cmin
. (3)

The overall trustworthiness of action ai, notated as
TW (ai), can be calculated relying on Multiple Criteria
Decision Making theory. That means the TW (ai) can
be expressed as the weighted arithmetic average of all
capabilities.

4.1.4 Risk

Risk is one important nature of trust and taken into
account in many trust models. Daniel[25] regards risk
as a function of trust variables, and does not explicitly
distinguish risk from trust. In our opinion, trust and
risk are different concepts. The former tends to help
build confidence for service requestors based on previ-
ous interactions and behavior of services. The latter
is usually used to represent potential loss during fu-
ture interactions, and can be viewed as one factor of
trust-decision making. But surprisingly, some research
for trust in the environment of Web services does not
consider risk as an independent factor.

Risk in the work of Marsh[26] involves a weighing of
the costs and benefits to determine whether it is worth
risking the costs in order to obtain the benefits. How-
ever, it is difficult to measure the costs and benefits of
service requestors. For example, costs of interactions
are not only related to the price of service. Sometimes
immaterial elements such as psychological and emo-
tional sense will affect people’s perception about risk.
Therefore, we borrow an explanation of risk from the
field of economics. A. H. Mowbray[27] regarded risk as
uncertainty, and C. A. Williams[28] defined it as change
of future results under given conditions.
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We define risk in trust-decision making as follows:
Definition 3 (Risk). Risk represents the potential

and possible change of reputation and trustworthiness
in future interactions between consumers and Web ser-
vices.

Because many fuzzy and random factors will af-
fect future risk, we cannot give explicit metrics of
risk. Rather, we give an estimate or approximate value
through the historical change of reputation and trust-
worthiness in order to predict future risk. Therefore,
we notate risk with two components: Risk(Repai

) and
Risk(TW ai).

4.2 Trust Representation

Trust can be represented as qualitative labels (dis-
crete numbers), or as a quantitative continuous variable
over a certain numerical range. In some work[4,7,15],
both discrete and continuous numbers are regarded as
statistical samples, and trust level is represented by
probability metrics. However, trust is not an objective
property of certain trustees, but a subjective perceptive
behavior of trusters to judge the reputation, trustwor-
thiness, and risk. This perception has obvious subjec-
tive uncertainty including randomness and fuzziness.
Probability does not take the observers into account,
merely their observations[17]. Thus, probability metrics
may capture the randomness of trust factor, but not be
suitable to express fuzziness of subjective cognition.

Human thought is usually not expressed in terms of
mathematics. Rather, natural languages are the car-
rier of human thought for concepts and linguistic val-
ues. People are often able to rate trust better in the
form of discrete verbal statements, rather than conti-
nuous measures[29]. Verbal statements must introduce
subjective fuzziness. For example, when we say a ser-
vice requestor trusts or greatly trusts a provider, we
cannot ascertain whether 0.85, 0.9, or 0.95 accurately
represents these trust degrees. Fuzzy set theory[30-31],
which bridges numerical values to concepts, may be one
method to express the fuzziness. But fuzzy sets use
one fixed number to represent the fuzzy phenomenon
of subjective perception. The membership function is a
precise description approach of fuzziness, and does not
take randomness into account[32].

Generally, to represent trust, it is always difficult to
objectively distinguish randomness and fuzziness dur-
ing the subjective perception process. Because of that,
rationality of trust representation is essential to the
modeling and measurement of trust. In fact, random-
ness and fuzziness are the two important features of
cognitive uncertainty. The main difficulty of trust rep-
resentation is how to model randomness and fuzziness
of perception. In this paper, we attempt to adapt Cloud

Model in the field of artificial intelligence with uncer-
tainty to represent computable factors of trust rela-
tion in order to rationally express the subjective uncer-
tainty of trust. The Cloud Model proposed by De-Yi
Li[32] can uniformly express randomness and fuzziness
in the trust relation based on random mathematic and
fuzzy set theory, and already has been applied in re-
lated areas of trust such as subjective trust modeling
and evaluation[33-34].

4.2.1 Basic Knowledge About Cloud Model

The Cloud Model can show the uncertain mech-
anism during the transformation between qualitative
concepts and quantitative values. This characteristic
of the Cloud Model makes it suitable to express the
subjective uncertainty during the perception of trust
degree. Formally, a cloud can be defined as follows.

Definition 4 (Cloud and Cloud Drops[32]). Let U
be a universal set described by precise numbers, and C
be the qualitative concept related to U . If there is a
number x ∈ U , which randomly realizes the concept C,
and the certainty degree of x for C, i.e., μ(x) ∈ [0, 1],
is a random value with stabilization tendency

μ : U → [0, 1] ∀x ∈ U x → μ(x).

Then the distribution of x on U is defined as a cloud,
and every x is defined as a cloud drop.

According to Definition 4, the random realization is
the realization in terms of probability. The certainty
degree of x is the membership degree in the fuzzy set
theory with the probability distribution. So we can see
that certainty degree is also a random variable, unlike
membership functions of fuzzy set whose membership
degree is a fixed number.

The Cloud Model uses the expected value Ex, the
entropy En, and the hyper-entropy He to represent the
overall property of a subjective concept. Ex, En, and
He are called the numerical characteristics of a cloud.
Ex is the mathematical expectation of cloud drops dis-
tributed in the universal set and is most representative
of the qualitative concept. En is the uncertainty mea-
surement of the qualitative concept which is determined
by both the randomness and fuzziness of the concept.
He is the uncertainty measurement of the En, which
is determined by both the randomness and fuzziness of
En. These numerical characteristics can be generated
through backward generators and arithmetic[32].

Definition 5 (One-Dimensional Normal Form
Cloud[32]). Let U be a universal set described by precise
numbers, and C be the qualitative concept related to U .
If there is a number x ∈ U , which randomly realizes
the concept C, and x satisfies x ∼ N(Ex ,En ′2), where
En ′ ∼ N(En,He2), and the certainty degree of x on C
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is:

μ = e
(x−Ex)2

2(En ′)2 . (4)

Then the distribution of x on U is a one-dimensional
normal cloud.

The normal distribution is one of the most com-
monly distributions in probability theory. The one-
dimensional normal cloud is a model developed based
on both the normal distribution and the bell-shaped
membership function[32]. [35] analyzes and discusses
the universe of a normal form cloud in applying un-
certainty representation of knowledge. Fig.1 shows a
graphical representation of reputation based on the
Cloud Model whose numerical characteristics are Ex =
0.5, En = 0.1, and He = 0.01.

Fig.1. Representation of reputation based on Cloud Model.

The X-axis is the numerical universal set U of rep-
utation ranged in [0, 1]. The Y -axis represents the cer-
tainty degree μ of reputation drops belonging to some
concept of reputation such as highly trust, greatly trust.
μ expresses the perception fuzziness of reputation. This
means that values in U have different certainty degrees
to belong to given concepts. Besides, He affects the
shape of the cloud providing breadth. Unlike a member-
ship degree of a fuzzy set, μ is a random variable follow-
ing a normal distribution rather than a fixed number.
The probability property of μ can express the subjec-
tive perception randomness of reputation. Therefore,
we may say that the subjective uncertainty can be ex-
pressed through numerical characteristics of the Cloud
Model. We use one-dimensional normal cloud to rep-
resent computable factors of the trust relation, such as
reputation, trustworthiness, and risk.

4.2.2 Cloud-Based Trust Representation

From the discussion above, we can obtain the fea-
tures and key factors of trust from the Trust Model,
and then we try to make use of Cloud Model to de-

scribe the important factors of trust. We think Cloud
Model is a tool used to represent the factors of trust.
Our idea is that first we get trust factors from the trust
model we have made and then we express these fac-
tors taking the advantage of Cloud Model. Using the
key features of Cloud Model like Ex, En, He, we can
express uncertainty of trust more rationally.

Subjective trust may be regarded as a kind of know-
ledge based on reality that mostly depends on the per-
ception of observers. Therefore, the trust model and
evaluation approach should be as people-oriented as
possible and capture the property of subjective percep-
tion. We hereby define the reputation cloud, trustwor-
thiness cloud and risk cloud, to express the computable
factors of trust.

Definition 6. Let RCD = [0, 1] be a universal set
of discourse, and C be a qualitative concept which rep-
resents the reputation of Web Services. The certainty
degree of x in RCD to the concept C, i.e., μ(x) ∈ [0, 1]
is a random variable with stable tendency.

μ : RCD → [0, 1] ∀x ∈ RCD : x → μ(x).

Then the distribution of x in RCD is called reputation
cloud RepC (x) and every x is called reputation cloud
drops. The RepC shows the reputation of services, and
mainly depends on end-user’s experiences, and reflects
the satisfaction degree of the end-user. Here we as-
sume rating represents the reputation and can be scaled
within the interval [0, 1]. If the rating is close to 0, this
means lower reputation. Similarly, a rating close to 1
expresses higher reputation.

Definition 7. Let TWCD = [0, 1] be the universal
set of discourse, and C be a qualitative concept which
represents a capability of a Web service. Any x in
TWCD can be calculated by (1), (2), and (3) in Sub-
section 3.2.3. The certainty degree of x in TWCD to
the concept C, i.e., μ(x) ∈ [0, 1] is a random variable
with stable tendency.

μ : TWCD → [0, 1] ∀x ∈ TWCD : x → μ(x).

Then the distribution of x on TWCD is defined as
TWC (x), and every x is called trustworthiness cloud
drops. The value of trustworthiness cloud drops could be
positive or negative, which expresses whether the value
of an SLA parameter greater or less than the expected
value. The ideal situation is the value of drops equal
zero. When x is positive or negative, it indicates posi-
tive or negative compliance with the SLA.

Definition 8. Let RiskCD = [0, 1] be the univer-
sal set of discourse, and C be a qualitative concept
which represents risk requestors face in future inter-
action. Each x in RiskCD expresses the change state
of reputation or capability of services in adjacent time
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slots. For any x in RiskCD, the certainty degree of x
to the concept C, i.e., μ(x) ∈ [0, 1] is a random value
with stable tendency.

μ : RiskCD → [0, 1] ∀x ∈ RiskCD : x → μ(x).

Then the distribution of x on RiskCD is defined as
RiskC (x), and every x is called risk cloud drops. The
change rate of RiskC (x) can be computed by (5). Rrate

is the change rate of reputation or capability, where xi+1

and xi are two adjacent drops.

Rrate = xi+1 − xi. (5)

In Definition 8, risk of trust-decision in the Web ser-
vices environment is represented as the potential and
possible change of reputation and trustworthiness in fu-
ture interactions. Let Rl and Ru be lower and upper
bounds on change rate of drop values of RiskC (x). Be-
cause the range of both reputation and trustworthiness
are [0, 1], Rl and Ru are −1 and 1 respectively. So we
can use (6) to scale drops of risk into [0, 1].

Droprisk =
Rrate − Rl

Ru − Rl
. (6)

Note that the aim of this paper is to evaluate the
trust degree by means of the numerical characteristics
of the Cloud Model. Therefore, it is not necessary to
define some trust concept for RepC (x), TWC (x), and
RiskC (x) to express the trust levels explicitly. As men-
tioned above, the numerical characteristics of the Cloud
Model are the overall quantitative property of the qua-
litative concept. The subjective uncertainty of the trust
relation can be expressed by means of numerical char-
acteristics of a cloud. Ex, En, and He of a cloud allow
us to quantify randomness and fuzziness of reputation,
trustworthiness, and risk. Because He is a measure of
the uncertainty of En, we can only use Ex and He to
quantify the uncertainty, and call 〈Ex, He〉 the charac-
ter vectors of trust factors. In addition, it is necessary
to assign numerical characteristics with rational and
significant meanings. In this paper, we take Ex as a
typical value and average level of computable factors.
In addition, we use He as a metric of measuring subjec-
tive uncertainty which reflects decentralization degrees
from the average level, namely, stability of reputation,
trustworthiness, and risk. For example, higher Ex of
reputation means a higher reputation and vice versa.
If He is small, then satisfiability of reputation is good
and vice versa. In Section 4, we will explain how to
compute the trust degree of requestors in providers on
the basis of cloud-based trust representation.

Based the above discussion, we can get the superio-
rity and feature of our method using the Cloud Model.

According to our research, traditional method of model-
ing trust only consider randomness or fuzziness unilat-
erally, but randomness and fuzziness are the most two
important features of cognitive uncertainty of trust. So
if we consider only one simply, we will not represent
uncertainty of trust completely. The Cloud Model is
widely used to express randomness, fuzziness and rela-
tionship between them on the basis of random mathe-
matics and fuzzy mathematics, so we make use of the
Cloud Model to represent the important factors of trust.
We will express cognitive uncertainty of trust well.

4.2.3 Time-Related Backward Cloud Generator

Trust relation varies with time, and is closely re-
lated to historical interaction and time. Therefore,
evaluation data of the trust relation is only valid for
a limited time period. This means the further away
the current evaluation time from the trust decision, the
lower the validity of the data. In order to correctly re-
flect the dynamism of trust, we extend the backward
cloud generation algorithm without certainty degree in
[32], and design a weighted backward cloud generation
algorithm. Based on the distance from historical time
to the current trust decision time, this algorithm as-
signs different weights to drop values of RepC, TWC,
and RiskC. The basic weighting rule of this algorithm
is, the newer the drop value is, the bigger its weight and
vice versa. We first explain the time model and basic
rules for weighting.

Using the time model M = 〈X, tc, tb, T 〉, where
1) X = {x1, x2, . . . , xn} is the full set of cloud drops

of service. For any xi, Time(xi) denotes the time slot,
and is newer than tb.

2) tc denotes the current time of trust decision and
serves as time origin. tb denotes certain time of forward
direction of time axis, and serves as time threshold for
judging effectiveness.

3) T = {t1, t2, . . . , tm−1} is an ordered set composed
of m − 1 time values between tc and tb. For any ti,
di = |ti − tc| is called time distance from ti to tc, and
satisfies the following constraint.

a) ∀di (1 � i � m − 1) → di � |tc − tb|;
b) ∀di, dj (1 � i < j � m − 1) → di < dj .
The set T separates time interval between tc and

tb into m sub-periods called temporal windows and
marked as Wt. T further separates X into m subsets,
and there is strict time sequence in Xt1 , Xt2 , . . . , Xtm .
There is an equivalent weight of effectiveness for cloud
drops whose time value is in the same temporal win-
dow. For any subset Xti (1 � i � m) of X , we can
assign a weight wti , which denotes the degree of influ-
ence from data in Xti to that of overall results of the
trust relation. Weights should satisfy the constraints of
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(7) and (8).

∀xi ∈ XtK , xj ∈ Xtl
(1 � k < l � m) → (wtk

< wtl
)

(7)
m∑

i=1

wti = 1. (8)

Because the effectiveness of time relates to the time
preference of people, we adopt some analysis methods
of the inconsistent time preference theory from beha-
vioral economics and Economics Psychology science[36]

to design a weight assignment function expressed by
(9).

wti =
wtm

(1 + α × (m − i))γ/α
(1 � i � m − 1). (9)

Wtm is the temporal window closest to the current
time of a trust-decision. The value of m indicates the
number of temporal windows. The weights of a tempo-
ral window older than Wtm will decrease at a different
ratio. The decrement speed of weights can be adjusted
through parameters α and γ both greater than zero.
Larger γ and smaller α cause the decrement ratio of
weights to become bigger, and the weights of older tem-
poral window become smaller.

After calculating the weights, we can apply the
weighted backward generation cloud algorithm pro-
posed in [34] in calculating Ex, En, and He.

5 Trust Evaluation Approach

According to the definitions of Ex and He with re-
spect to trust clouds, Web services with higher Ex and
lower He can be regarded as the most suitable candi-
dates. To assist requestors with trust-decision making,
it is necessary to provide an approach to combine Ex
with He to obtain quantitative results indicating the
most suitable Web services that can be selected. To
do so, we first compute the scores of RepC, TWC, and
RiskC by the means of the vector 〈Ex, He〉. Then the fi-
nal trust degree can be calculated based on these scores.

5.1 Scoring Computable Factors of Trust
Relation

To calculate quantitatively, we consider Ex as the
master value and He the slave value. The score of com-
putable factors is a function of Ex and He, and increases
with Ex and decreases with He. The function of Ex and
He is shown by (10).

S =
Ex × e−He + bEx

b + 1
, (10)

where parameter b is an impact factor to adjust the

computing result of S, and is used to adjust the preci-
sion of the score. The smaller the inverse of parameter
b, the finer the difference among scores that can be dis-
tinguished. We can prove the validity of (10) as follows.

Suppose Sa and Sb are scores of A and B. Sa =
Exa×e−Hea+bExa

b+1 , Sb = Exb×e−Heb+bExb

b+1 , and Exa > Ex b.
If Sa = Sb then:

Exa × e−Hea + bExa = Ex b × e−Heb + bEx b

and
Ex b

Exa
=

e−Hea + b

e−Heb + b
.

Because e > 1 and He > 0, so 0 < e−Hea < 1 and
0 < e−Heb < 1, this leads to 1 < Exb

Exa
< b+1

b . From
the initial assumptions and step by step sequence of
deduction, we can conclude that if Sa = Sb then Exa

approximately equals Ex b.
Similarly, let the ratio of Ex b and Exa be equal to

α, then αe−Heb + αb = e−Hea + b.
Applying natural logarithmic and equation transfor-

mation to (8), we can get a new equation Hea −Heb =
Ln( 1

α2 ). Since α is close to 1, Hea is approximately
equivalent to Heb.

5.2 Scoring Trust Degree

Given a trust-decision making point TDMP i(ri(gi),
pi(ai)), we use Rep(ai), TW (ai), Risk(Repai

) and
Risk(TW ai) to express the scores of reputation, trust-
worthiness, and risk, computed by (10), in the interac-
tion between service requestors and providers. Among
these scores, TW (ai) and Risk(TW ai) are the weighted
arithmetic average of all capabilities expressed by the
Cloud Model.

Through reputation, trustworthiness and risk, the
trust degree of requestors in providers can be estimated.
In general, the trust degree increases with reputation
and trustworthiness. Risk has a negative effect on
the trust-decision of requestors. But requestors have
different risk aversion levels. Some of them are will-
ing to face risk in order to make a profit, but oth-
ers try to avoid taking risk. Accordingly, we design
an appropriate approach to compute the trust score to
represent the trust degree of requestors in providers.
There may be multiple options for computing the trust
score on the basis of Rep(ai), TW (ai), Risk(Repai

)
and Risk(TW ai), but we think each available function
should at least satisfy the following constraints.

1) It increases or decreases with Rep(ai) and TW (ai)
when the other variable is fixed.

2) It is a decreasing function of Risk(Repai
) and

Risk(TW ai).
3) When Rep(ai) and TW (ai) are equal to 1, and

Risk(Repai
) and Risk(TW ai) are equal to zero, the
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trust degree reaches its maximal value, and is equal
to 1.

4) In contrast to 3), when Rep(ai) and TW (ai) are
equal to zero, and Risk(Repai

) and Risk(TW ai) are
equal to 1, the trust degree meets its minimal value,
and is equal to zero.

5) Some parameters could be used so that the trust
score function can be adjusted to control the effect of
risk on trust-decision making.

We propose (11) to calculate the trust score which
satisfies the constraints above.

TS =
Rep + Com − ek×Risk(Rep) − ek×Risk(Com)

2 × ek
+ 1,

(11)
where TS is the trust score. Parameter k is greater
than zero and used to control the effect of risk on trust-
decision making. The effect of risk can be analyzed
through derivatives of Rep, TW, and Risk of (11). The
effects of different ranges on the value of k are concluded
as follows.

1) If k � 1, then the effect of risk on the trust-
decision making must be greater than that of reputa-
tion and trustworthiness.

2) If 0 � k � kt, and kt satisfy kt × ekt = 1(kt < 1),
then the effect of risk on the trust-decision making must
be less than that of reputation and trustworthiness.

3) If kt � k < 1, then the effect of risk on the trust-
decision making is determined by the actual numerical
value of Risk(Rep) and Risk(TW ).

6 Experiment and Discussion

The primary goal of our experiment is to show how
to apply our approach in evaluating the scores of com-
putable factors of the trust relation, and the scores of
trust degree of requestors in providers. At the same
time, the characteristic and validity of the approach
will be discussed.

Firstly, we analyze the effect of parameter b in (10)
on the scores of computable factors. Three groups of
values of reputation of virtual Web services, represented
by numerical characteristics of cloud Ex and He, are
listed in Table 1.

Table 1. Ex and He of Reputations

Web Services Ex He

A 0.4 0.01

B 0.4 0.03

C 0.4 0.09

According to the values of Ex and He in Table 1,
three curves of reputation scores can be shown in Fig.2.
From Fig.2, the reputation score tends to be constant

Fig.2. Reputation score of Web services A, B, and C.

with increment of parameter b. The trend can be ana-
lyzed quantitatively through calculating the derivative
of (10). Given the values of Ex and He, the derivative
of parameter b is shown as (12).

dS

db
=

Ex × (1 − e−He)
(b + 1)2

. (12)

Because the value of numerator is a constant, the dS
db

is monotone decreasing function of variable b. If b is big
enough (8 for example), dS

db gradually tends to be zero.
That means the reputation scores became a constant
when b is greater than a certain threshold. Therefore,
the value of b will be assigned with 8 in the next exper-
iments.

The second experiment measures trust degree on the
basis of actual interaction data of Web services. The
experiment includes a series of simulations based on
real data from some selected Web services. We selected
eight Web services from www.webservicelist.com shown
in Table 2.

Table 2. The List of Selected Web Services

Name Rating Summary

Break Even
Point

9 A break-even point defines when an in-
vestment generates a positive return.

Send Fax 9 Send fax free to any country.

Codebar 10 Code39 bar code BARCODE gene-
rator for CODE39.

Text to
Braille

6 Convert text to Braille.

Global
Weather

9 Retrieve current weather and upcom-
ing weather conditions.

Stock Quote
092501

6 Stock quote Web Service, by company
symbol.

Stock Quote
092502

7 Get stock quote for a company symbol.

Vaildate
Email
Address

10 Validate any email address against the
e-mail mail server.

The value of rating in Table 2 gained from
www.webservicelist.com represents the average
reputation of Web services. Because we cannot get
the original data, we generate 2000 simulative samples
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of reputation using the average reputations. After that,
we design five time windows and create Ex, En, He of
different services using time-related backward cloud
algorithm.

For explaining the advantages of cloud model to rep-
resent trust, we choose Service 4 and Service 6 for com-
parison as below.

In Fig.3, we can see the representation of trust us-
ing cloud model with more semantics than average rep-
utation. For example, all sample data of reputation
form a concept whose typical value is represented by
Ex of cloud. Different data of reputation belong to the
concept with different certainty degrees, and these cer-
tainty degrees are not fixed values but random ones.
These semantics can preferably reflect fuzziness and
randomness of trust. Besides, the average of Service
4 and Service 6 is equal shown in Table 2, but their
Exs and Hes are different in Fig.3. From Fig.3, we can
distinguish them easily, and make a fine-grained dis-
tinction of Web Services using the cloud model.

Fig.3. Clouds of Services 4 and 6.

Fig.4 compares evaluation results of reputation
which are computed by averaging reputation and scor-
ing method based on (10). We use two different groups
of values of α and γ in (9), and create two weights
vectors w1 = [0.1218, 0.1382, 0.1635, 0.2110, 0.3655],
w2 = [0.0273, 0.0427, 0.0759, 0.1708, 0.6832]. From
Fig.4, using our measurement method of reputation, we
can distinguish services’ reputations whose average of
reputation are the same. Because the time window close
to current time of trust decision gets a bigger weight,
the difference of reputation’s result using w2 is more
obvious than that using w1.

We choose response time, availability and suc-
cess rate as SLA parameters and compute their va-
lues through invoking every service 2000 times. The
computing equations of these parameters are borrowed

from [37], and are shown in Table 3.
We divide the 2000 data points of each computable

factor into five temporal windows, and use w2 as the
weights vector of each temporal window. Here we
choose response time as a comparative example to com-
pare our method with the method based on Verity, Fig.5
shows the comparison.

Fig.4. Comparison of Web services’ reputation.

Table 3. Equations of Computing SLA Parameters

Name Formula

Response Time T = tResponse − tRequest

Availability A = 1 − downtime
uptime

Success Execute Rate S = 1 − Failed Request
Total Request

Fig.5. Comparison of response time.
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Fig.5(a) shows the evaluation result using Verity,
and Fig.5(b) shows the evaluation result using the
trustworthiness cloud and (10). In Fig.5, the two curves
have different trends. For example, the value of the fifth
service is less than that of the fourth in Fig.5(a), but
opposite in Fig.5(b). If reversing values of w2, we can
get a new weight vector w = [0.6832, 0.1708, 0.0759,
0.0427, 0.0273]. Using w, the values of Fig.5(b) will
change as shown in Fig.6.

Fig.6. SLA excursion of response time of w.

From Fig.6, the value of the fifth service is less than
that of the fourth. Therefore, we think the reason for
the difference between Figs. 5(a) and 5(b) is that the
method based on Verity does not consider the impact
of time on trust.

Through comparison of existing methods, using Ex
and He of the Cloud Model by (10), we can see that the
evaluation of computable factors can effectively reflect
dynamicity of trust decision. After achieving the scores
of all computable factors, the final trust degree of each
Web service can be calculated by (11) and the results
are shown in Fig.7.

Fig.7. Result of evaluating trust.

In Fig.7, the x-coordinates represent the eight in-
stances of Web services, while the y-coordinates are
the measurement results of Rep, TW, Risk(Rep),
Risk(TW ) and trust scores (TS). From Fig.7, different
trust factors have different trend curves. For example,
reputations of Services 2, 3, 8 are higher than others;

trustworthiness of Service 5 is better than others;
Risk(Rep) and Risk(Com) of Services 1, 4, 8 are rel-
atively higher. Therefore it is not reasonable to decide
the trust degree of Web services independently accord-
ing to each factor. The final trust degree of truster in
Web services depends on the values of reputation, de-
pendability, and risk as a whole. From the curve of TS,
Service 3 has a higher reputation, moderate trustwor-
thiness and lower risk. So taking all factors into consid-
eration the third service is better than the others.

To sum up, through analyzing the results of experi-
ment, our method can reasonably represent the uncer-
tainty and dynamicity of trust, and make a more com-
prehensive analysis of the trust degree of Web services
according to reputation, dependability and risk.

7 Conclusion

Selecting Web services from the viewpoint of trust
has been a research emphasis in the context of Web
services. In this paper, we modeled the trust relation
and evaluated trust degree from perspectives of both
characteristics of trust and domain characteristics of
service-oriented computing. In our trust model, the
reputation, trustworthiness, and risk compose the key
computable factors supporting for trust-decision. To
deal with the subjective uncertainty of trust, we take
advantage of Cloud Model to define the computable
factors. At the same time, we present a new time-
related backward cloud generation algorithm to gen-
erate the numerical characteristics of Cloud Model to
express the dynamism of subjective belief of requestors.
These numerical characteristics can rationally express
the randomness and fuzziness of trust. According to
the numerical characteristics, we propose some quanti-
tative equations to compute the scores of computable
factors and trust degrees. The final trust-decision can
be achieved through scores of the trust degree of ser-
vices.

However, our work is still preliminary and can be
improved in the following aspects.

1) The weighting method of temporal windows can
be further improved to borrow some theory such as Re-
cency Effect theory from the discipline of psychology.

2) There may be malicious behavior during the rat-
ing of reputation by some requestors. Some methods
may be applied in our future work to identify and avoid
these behaviors.

3) A trust-decision-making system will be developed
to integrate the trust model and evaluation approach
in the future.
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