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Abstract

The theory of finite pseudo-random binary sequences was built by C. Mauduit and A. Sarkézy and later

extended to sequences of k symbols (or k-ary sequences). Certain constructions of pseudo-random sequences of k symbols
were presented over finite fields in the literature. In this paper, two families of sequences of k symbols are constructed by
using the integers modulo pq for distinct odd primes p and ¢q. The upper bounds on the well-distribution measure and the
correlation measure of the families sequences are presented in terms of certain character sums over modulo pq residue class

rings. And low bounds on the linear complexity profile are also estimated.
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1 Introduction

In a series of papers starting from [1], Mauduit and
Sérkozy (partly with further coauthors) introduced cer-
tain measures of pseudo-randomness and studied finite
binary pseudo-random sequences. For a finite binary

sequence of length N
Eny = {617. .. ,61\[} € {—1,+1}N.

The well-distribution measure of Ey is defined by

7

t—1
WEN) = max| 3o

where the maximum is taken over all a,b,t € N such
that 1 < a < a+b(t — 1) < N, and the correlation
measure of order £ of Ey is defined as

M
Ci(En) = maX‘ Z €ntdiCntds """ Cntdy|s
M.,D
n=1
where the maximum is taken over all D = (dy,...,dy)

and M such that 0 <d; <---<dy <N — M.

stream ciphers, pseudo-random sequences, well-distribution measure, correlation measure, discrete logarithm,

It was shown in [2] that for a “truly” random binary
sequence En both pseudo-random measures W (Ey)
and Cy(Ex) are “small”. More precisely, the order of
magnitude of W(Ey) and C¢(Ey) (for fixed £) is N/2
and N'/2(log N)°() for some fixed value ¢(¢), respec-
tively.

In [3] this theory was extended to sequences of k
symbols (or k-ary sequences) and further studied in [4-
6]. In particular, very recently the theory of pseudo-
random lattices of k symbols was built in [7]. There
are two different ways of extension which are shown to
be “nearly equivalent”. The following one is more
suitable for our purpose.

Let ke N, k > 2, and let A = {81, 5o, ..
finite set of k£ symbols. Let

7616} be a

EN = {61,62,...761\7} S .AN
be a sequence of these symbols of length N. Write

x(EN,CL,M,’UJ,U)
=#{jl0 <j <M -1, euyjo = a}
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for a € A and

g(ENawanD)

=#{nl<n< M (entdys---»ntd,) =W}

for w = (ay,...,a0) € A® and D = (dy,...,ds) with
non-negative integers d; < --- < dy. Then following
[3], the well-distribution measure (more precisely, the
f-well-distribution measure in [3], where “f” for fre-
quency) of Ey is defined as

0(Exy) = max :E(EN,G,M,U,U)—%,

a,M,u,v

where the maximum is taken over all a € A and positive
M, u,v with u+ (M — 1)v < N. Let
M

W(EN,D) :ﬂ%‘g(ENaw7MaD) - ﬂ‘7

where the maximum is taken over all w € A¢ and M
such that M 4+ d; < N, then the correlation measure of
order £ (i.e., the f-correlation measure of order ¢ in [3])
of E is defined as

Y (EN) = mgXW(Em D),

where the maximum is taken over all D = (dy,...,dy).

It is expected that both 6(Ey) and v¢(Fx) (at least
for small £) are “small” in terms of N (in particular,
both are o(N) as N — oo, and ideally it is N/2+¢).
And Ey is considered as a “good” pseudo-random se-
quence if both 6(Ey) and v¢(Ey) are “small”.

Certain construction of “good” sequences FE, =
{e1,e2,...,e,} of k symbols was defined in [3] using
a multiplicative character x of order k (k is a divisor of
p — 1) of finite fields Z, by

ey = { x(n), if (n,p) =1,

] n=12,....
1, otherwise,

7

Such a sequence satisfies

5(E,) < pY?logp, ~i(E,) < tkp'/?logp
for £ < p. This construction was extended in [4-5] using
polynomials f(x) € Z,[x] with no multiple zeros.

For the purpose of applications, it is a natural idea to
construct other families of pseudo-random sequences of
k symbols. In this article, we will present new construc-
tions of pseudo-random sequences of k£ symbols using
Zpq, the residue class ring modulo pg.

Throughout this paper, the implied constant in the
symbol “<” is absolute. We recall that the notation
U < V is equivalent to the assertion that the inequality

|U| < ¢V holds for some constant ¢ > 0. The notation
#C' denotes the cardinality of the set C.

2 Sequences of kK Symbols
2.1 Constructions

Throughout this paper, let N = pq, where p and q
are two distinct odd primes satisfying “RSA type”[®!
with

2<p<qg<2p.
Let d =ged(p—1,¢g—1) and e = lem(p — 1, — 1). By
the Chinese Remainder Theorem there exists a common
primitive root g of both p and ¢. In fact, suppose that
a is a primitive root modulo p, and b is a primitive root
modulo ¢, then we get the common primitive root

g = qiqa + pipb (mod pg),

where giq = 1 mod p and pi, = 1 mod ¢g. For example,
g=>5for p=3 and ¢ = 7. There also exists an integer
w satisfying

w=g (modp), w=1 (mod q).

Since g is a primitive root of both p and ¢, by the Chi-
nese Remainder Theorem again

ordn(g) =lem(ord,(g), ordy(g))
:]cm(p— 1,q— 1) =e

where ord,,(g) denotes the multiplicative order of g
modulo m.

InZy =1{0,1,..., N —1}, the residue class ring mo-
dulo N, the (Whiteman) generalized cyclotomic classes
of order d are defined by

D; ={¢*w's=0,1,...,e—1}, i=0,1,...,d — 1.
It is easy to see that
d—1
AT UDi, D;ND; =@ fori#j.
i=0
We set
Q:{q7ZQ77(p_1)Q}a QOZQU{O}a
P={p.2p,....(¢—1)p}.

The (Whiteman) generalized cyclotomic classes were
applied to constructing binary sequences in numerous
references, see, e.g., [8-15]. In this article, we will ex-
tend the constructions of binary sequences to sequences
of k symbols.

Let k be a positive integer. From now on, we always
suppose A = Z; = {0,1,...,k — 1}. We define the
first family of sequences of k symbols using generalized
cyclotomic classes above.
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Definition 1. Ez(\}) = {egl),egl),...,es\l,)} € Zy is

defined by
j (mod k), ifneD; 0<j<d,
el =4 A, if n € P,
B7 it ne QOa

form=0,1,...,N — 1 and fized elements A, B € Zy,.
We remark that if &k = 2, EJ(\}) is the Jacobi sequence,

whose properties were studied by Rivat and Sarkozy!®!.
Let ind,(x) denote the index (discrete logarithm) of

z (to the base g) so that

indy(x)

g =z (mod p).

We add the condition
1<indy(z) <p-—1

to make the value of index unique. Similarly, one can
define indy(x) € [1,¢ — 1]. Then we define the second
family of sequences of k symbols.

Definition 2. EI(?) = {e@,ef),...,es\?)} €7y is
defined by

indy(n) + indy(n) (mod k), if ne€Zy,
ef) =4 A, it ne P,
B, ifn € Qo,
form=0,1,...,N — 1 and fized elements A, B € Zj,.

Some related sequences are studied in [16-17], mainly
concentrating on the properties of linear complexity,
see, e.g., [18] for the notion.

2.2 Pseudo-Randomness

In this subsection, we consider the well-distribution
measure and correlation measure of EJ(\}) and EI(\?), re-
spectively. The theory of character sums plays an im-
portant role in our proofs.

For any positive integer m > 1, we identify Z,,, the
residue ring modulo m, with the set {0,1,...,m — 1}.
Zr, = {x € Zn|ged(x,m) = 1} is a group under integer
multiplication modulo m. A group homomorphism

X :Zy, — C}

is called a (multiplicative) character modulo m, where
Cj is the multiplicative group of complex numbers of
absolute value 1. A character with x(z) = 1 for any
x € Zy, is called the principal character and denoted
by xo = 1. We denote by Z:i the set of all multiplica-
tive characters of Z},. It is easy to see that Z%n forms
a group with the principal character yo as the neutral
element under the multiplication of characters.

J. Comput. Sci. & Technol., Mar. 2011, Vol.26, No.2

For convenience, we extend x to Z,, only by defining
x(x) =0 for z with ged(x,m) > 1.

Lemma 119, Let #Z/:?n denote the cardinality of
Z/j\n. For any element x € Z,,

Zx(w)={0 if o #1,

)
~ #Lr,, otherwise.
X€ELy,

And for any character x € Z:i,

S o) = { 0, ifx# X0

)
flomr #L},, otherwise.

m

We remark that Z;, and Z/il in Lemma 1 can be
replaced by any finite Abelian groups G and @, the
character group of G, respectively.

It is obvious that when m = pq (p,q are distinct
prime numbers), for each x € Zji, there exist x, € Z\;;

and x4 € ig such that

(@) = w(@)xa(@), @€,

Lemma 28!, Let p, q be distinct odd prime numbers
and h(z) = ha' +---+hix +ho € Z[x] and a € Z. Let
x be a primitive multiplicative character modulo pq and
write X = XpXq, Where Xp s a character modulo p of
order t, > 1 and x4 is a character modulo q of order
ty > 1. Let X,Y be real numbers with 0 <Y < pq.

(¢) If h(z), as a polynomial in Fp[x], is not a con-
stant multiple of a t,-th power of a polynomial in Fp[z]
and it has s, distinct zeros in Fp, then

pq

> X(h(@))epg (ax)| < ;9%
x=1

and

‘ > x(h(w))‘ < spp?q(1+ log(pg))-
X<z<X+Y

Similar results hold if we interchange the roles of p and
q with corresponding parameters t4 and sq.

(#3) If conditions of (i) hold for both p and q, then
we have

g
‘ Zx(h(m))epq(ax)‘ < spsqp1/2q1/2
r=1

and

‘ > X(h(w))‘ < spsqp'/ ¢ (1 + log(pq)).-
X<z<X+Y
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Theorem 1. Suppose k > 1 and k|d for d =
ged(p — 1,9 — 1). Then the well-distribution measure

of Ej(\}) defined in Definition 1 satisfies
5(EJ(\})) < N'Y21ogN.
Proof. Let

H={x"*:xely, xlg)=1 0<i<e}.
Obviously H is a cyclic subgroup of Z/}‘\V with #H =k
by Theorem 5.6 of [19]. Let H* = H \ {xo}. Each
X € H* is a primitive multiplicative character.

Let w be defined as in Subsection 2.1. According to
the definition of EJ(\}), we see that

e =j (mod k)& neDje x(hwd)=1

for n € Z}; and x € H*.

For all a € Zj; and positive integers M, u,v with
1<u+ (M —1)v < N, we use Lemma 1 to represent
the following equation

x(E](\}),a,M,u v)
=#{j0<j< M-

< Y plx

0<j<M—1 XEH

1
]‘7 eft-i)-j’u = (I,}

(u+ jo)w™*) + Z 1

0<j<M—1

ut+jvELR; u+jveEPUQq
1 _ .
=2 xw™) D X+jv)+p+a-1)
XEH 0< <M —1
u+j'v€Z}‘V
M 1 .
STt 2 x@ ) Y X(utjv) +(p+a—1)
XEH* O<j§JW—1
utjveLyy
And hence we derive
‘ (EI(\}),G, M, u,v) — -
< T X x|+ era-
XEH* 0<i<M—1
utjveLy

SOMIDS

XEH* 0<j<M-—1

x(u+ jv ‘+(p+q—1)

u+3vezf\,
2 if glv,
<(p+g-1)+4 g if plv,
NY2(1+1ogN), if veZy.

The last inequality follows from Lemma 2. Together
with the restriction on p, g of “RSA” type, we complete
the proof. O

Theorem 2. Suppose k > 1 and k|d for d =
ged(p—1,g—1) and D = (dy,...,ds) with { < N and
0<di<---<dy<N.

(1) Ifdy =dy = -+ = dy (mod p) or dy = dy =
-~ =dy (mod q), we have

w(E](\}), D) < {N3/*log N.

(Z’L) If di 5_'5 dj (mod p) and di §é dj
1<, <l andi+# j, we have

(mod q) for all

’yg(E](\}), D) < 2?N'/?1og N.

In particular, the correlation measure of order 2 of E](\})
satisfies
’yg(E](\})) < N3/*1og N.

Proof. For all w = (ay,...,a;) € Z;, and D =
(di,...,d¢) and M such that d; < dy < -+ < dy and
M+d; < N, there are at most {(p+¢—1) many n € Zy
such that n+d; € Z3} for all 1 < ¢ < £. So we have

g(EY, w, M, D)

1 1
=#{m|l <m < M, (egnldl, .. .,egnlde) =w}
M L 1
<> I (52 xm+dpe))+
m=1  j=1 xEH
7n+dJ€Z?\,
tp+q—1)

m=1 X150 X¢EH
(X1 x0)#{x0

w ) +lp+q-1).

Since H is a cyclic group of order k, let ¥ be a generator
of H. All x; € H can be written as x; = ¥/ for some
integer 0 < a; < k — 1. Then we derive

Let F(z)=(x+d)* - (x+dp)*. U dy=do=--- =
d¢ (mod p), then d; # d; (mod q) for all 1 <14, j </¢
and 7 # j, and hence F(z), as a polynomial in Z,[z], is
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not a constant multiple of a k-th power of a polynomial
in Z4[x]. So by Lemma 2, we have

w(E](\P,D) <€pq1/2(1 +logN)+L4(p+qg—1)
< ¢N3/*log N.

Similarly, if dy = dy = --- = dy (mod q), we have

W(E](&),D) <Lgp*?(14+1log N) +£(p+q—1)
< (N3/*log N.
And if d; # d; (mod p) and d; # d; (mod ¢) for all
1 <4, j<{andi+# j, we see that F(x) is not a con-

stant multiple of a k-th power of a polynomial neither
in Z,[z] nor in Z4[x]. So we have

Y(EY, D) <CNY2(1+1og N) + p+q—1)
< ?N'?1og N.
We complete the proof. O

Theorem 3. Suppose k > 1 and k|d for d =
ged(p — 1,9 — 1). Then the well-distribution measure

of E](\?) defined in Definition 2 satisfies
S(EY) < N2 log N.

Proof. We write e(z) = ¢>™~1% € C for real z and
er(z) = e(z/k). Let
Xp(x) = ex(indy(z))

for z € Z; and

Xq(7) = ey (indq(x))

for x € F;. It is easy to see that x, (resp. Xq) is a
multiplicative character modulo p (resp. ¢) of order k.
Let

= XpXqgs
i.e., ¢ is a multiplicative character modulo N of order
k. Then for n € Z}; we have

er(X-e)

=er(\- (znd (n) + indq(n)))
=ei(A-indp(n)) - ex(A - indy(n))
:X;‘(n) ( ) = (XpXq)(n )
= ¢(n),

where \ € Zy.

The proof is similar to that of Theorem 1. We will
use ¢ here instead of x in Theorem 1. Below we present
the main skeleton. For all a € Zj, and positive integers
M,u,v with 1 <u+ (M —1)v < N, we get

2(BQ, a, M, u,v)

J. Comput. Sci. & Technol., Mar. 2011, Vol.26, No.2

< 2 Zek @2p-a)+ > 1

0<i<M—1 0<i<M—1
utjveLy utjvEPUQQ
k—
1
<E*i Z
> bt o))+ p+q-1).
0<j<M—1
utjoesy
Hence we derive
M
‘x(E](\?),a,M,u,v) -
=
<Y s+ a1
A=1 0<i<M—1
u+J'u€Z}‘V
p; if glv,
<(p+tea-1)+1 ¢ if plv,
NY2(1 +1ogN), ifveZy
which completes the proof. O

Theorem 4. Suppose k > 1 and k|d for d =
ged(p— 1,9 —1) and D = (dy,...,ds) with £ < N and
0<di<---<dy<N.

(4) If dy = dy = -+ = dy (mod p) or dy = do =
-+ =dp (mod q) we have

v(EY | D) <« tN3/*1og N.

(%) If d; # d; (mod p) and d; # d;
1<14,j </ andi# j, we have

(mod q) for all

(B, D) < 2NY210g N.
In particular, the correlation measure of order 2 of EJ(\?)
satisfies

Yo (E E¢ )) < N3/*10g N.

Proof. Using the multiplicative character ¢, we will
get the result after following a similar path of the proof
of Theorem 2. |

2.3 Linear Complexity Profile

We recall that the linear complexity profile of a se-
quence S = {sy, Sa, ...} over the ring Zj, is the function
L(S, M) defined for every positive integer M, as the
least order L of a linear recurrence relation over Zj

Sp =C18p—1+ -+ CLSn—L,

for all L +1 < n < M, which S satisfies. The value

L(S) = sup L(S, M)
M1
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is called the linear complexity of the sequence S. For
the linear complexity of any periodic sequence of pe-
riod T one easily verifies that L(S) = L(S,2T) < T.
Linear complexity and linear complexity profile are im-
portant cryptographic characteristics of sequences and
provide information on the predictability and thus un-
suitability for cryptography. It is desirable to have se-
quences with high linear complexity (profile) so that
the necessary fragment approaches the length of the
sequence itself'8201, Very recently, the first author
and Winterhofl?! present some partial results of lin-
ear complexity profile of k-ary sequences in terms of a
new correlation measure related to the correlation mea-
sure defined in Introduction. So according to Theorem
1 and the proof of Proposition 2 of [21], for j = 1,2, if
L(E](\?),n) < p we get

L(EJ(\;), n)=n-— max kefyg(E](\{)7 D),

1<e<L(EY)+1

from which one might derive a lower bound on linear
complexity profile for EJ(\}) and E](\?), respectively. How-
ever, using the character sums directly, below we will
get stronger lower bounds.

Theorem 5. Suppose k > 1 and k|d for d =
ged(p—1,q—1). The linear complexity profile L(E](\})7 n)
of the first n terms of EJ(\}) defined in Definition 1 sa-
tisfies

L(EY,n) > n'/2N"1/4(log N)~1/2

for1<n < N.
Proof. Let L(E](\}), n) = L and

el(i)L = cL—1e§fr)L_1 +e coel(.l) (mod k)

forall 1 <i < n—L, wherecg,cyq,...,c_1 € Zj. Since
otherwise the bound is trivial, we always suppose that
L < p(< q). We note that at least n — L — (L + 1)(p+
g—1)many i € {1,2,...,n — L} satisfy

i+leZy, foralll=0,...,L.

Let T ={i: 1 <i<n—-0L, i+l € Z} for all
Il =0,...,L}. Now for i € T and x € H* defined
in the proof of Theorem 1, we obtain

1 =x(1) = x(u")
™ )

1
CLefvﬁL+CL7161+L,1+---+006,; )

=x(w
=x((0 4 L) (i 4 L= 1)t i),

where w is defined as in Subsection 2.1 and ¢;, = —1.
So we have

‘ DX+ L) (i + L—1)0 i)

i€l

>n—L—(L+1)(p+q—1).
Since L < p(< q), by Lemma 2 we get
n—L—(L+1)(p+q—1)<(L+1)2NY?(1+1logN).

After simple calculations, we obtain the desired result.
O

Suppose k > 1 and k|d for d =
ged(p—1,q—1). The linear complexity profile L(E](\f)7 n)
of the first n terms of EI(\%) defined in Definition 2 sa-
tisfies

Theorem 6.

L(EQ ,n) > n'/2N~/4(log N)~1/2

for1<n < N.

Proof. Let ¢ be the multiplicative character defined
in the proof of Theorem 3. Following the path of Theo-
rem 5 and using the equation

1 =ex(0)

:ek(cLez(i)L + CL7165<2F)L71 et 606?))

= (i + L) (i L — 1) ),
we obtain the result. O

3 Final Remarks

In this paper, we consider distribution and correla-
tion measures for two families of sequences of k-symbols
over integers modulo pg. The proofs depend on certain
character sums over Z,,. At the same time, we also
estimate a lower bound on linear complexity profile for
the resulting sequences. It is interesting to consider
their exact values of linear complexity. In particular in
[22], we present an exact value of linear complexity of

EJ(\}) when k is a prime.

The sequence EJ(\}) is related to the Whiteman-
generalized cyclotomic classes over Zpy. Ding and
Helleseth introduced a new generalized cyclotomic
classes?3!,  which were called the Ding-Helleseth-
generalized cyclotomic classes in [11].

For k|d with d = ged(p—1, ¢—1), the Ding-Helleseth-
generalized cyclotomic classes were defined by

D;:{gksﬂ'xi;s:o,l,...,5—1,0<z<d},

k

Then one can define a se-

where 7 = 0,1,...,k — 1.
quence of k symbols EJ(\“;’) = {egg),eg), . .,eg\g,’)} ezl

by
j, ifneD j=01,....k—1,
eg’)z A, ifneP,
B, if n € Qq,
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forn=0,1,...,N—1and A, B € Z. Indeed, a similar

sequence was introduced in [24]. According to the cor-

responding results in [24], one can find that Ej(\i,)’) may

possess low k-error linear complexity and large autocor-
relation values, so we should be careful when using it.
Hence we will not consider the well-distribution mea-
sure and the correlation measure of order ¢ for Ej(\‘?).

In this paper, we always suppose that k|d for d =
ged(p — 1,9 — 1). Tt is interesting to consider the case
of k1d.
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