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Abstract Silicon physical unclonable function (PUF) is a popular hardware security primitive that exploits the intrinsic
variation of IC manufacturing process to generate chip-unique information for various security related applications. For
example, the PUF information can be used as a chip identifier, a secret key, the seed for a random number generator, or
the response to a given challenge. Due to the unpredictability and irreplicability of IC manufacturing variation, silicon
PUF has emerged as a promising hardware security primitive and gained a lot of attention over the past few years. In this
article, we first give a survey on the current state-of-the-art of silicon PUFs, then analyze known attacks to PUFs and the
countermeasures. After that we discuss PUF-based applications, highlight some recent research advances in ring oscillator
PUFs, and conclude with some challenges and opportunities in PUF research and applications.
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1 Introduction

With the increasing demands of security, privacy
protection, and trustworthy computing, device authen-
tication and cryptographic key storage become two of
the most challenging design concerns, particularly for
systems such as smart cards, sensors, and smart phones
where the lack of persistent power limits the dura-
tion of countermeasure enforcement and the choices of
places for key storage. Silicon physical unclonable func-
tion (PUF) is a promising solution for both challenges.
“PUF is a physical entity that is embodied in a physical
structure and is easy to evaluate but hard to predict.
Further, an individual PUF device must be easy to
make but practically impossible to duplicate, even given
the exact manufacturing process that produced it”①.
It is well know that the threshold voltage and gate ox-
ide thickness on each logical gate may not be the same,
which means that chips built under the same conditions
will be different in terms of performance metrics such as

delay and power because of this fabrication variation.
As the technology keeps scaling down, such differences
become more and more significant, affecting not only
chip performance, but sometimes also circuit function-
ality. Therefore, in the past couple of decades, there
have been many efforts in attempt to reduce or con-
trol manufacturing variation. Starting from 2001, with
the introduction of physical one-way functions[1] and
the silicon physical random functions[2-3], researchers
have discovered methods to put such variation for good
uses such as device authentication, cryptographic key
storage, and various security applications. Most PUFs
provide a unique device-dependent mapping from a set
of challenges to a set of responses (challenge response
pair, or CRP) based on the unclonable properties of
the underlying physical device. They should satisfy the
following three properties[4]:
• Persistent and Unpredictable. The response R to a

challenge C is random and unpredictable, but it should
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remain the same for the same challenge over multiple
observations.
• Unclonable. It is impossible to obtain R from C

without the physical presence of the PUF. In other
words, given a PUF, it is infeasible for an adversary
to build another PUF that provides the same responses
to every possible challenge. This is assumed to be true
due to the uncontrollable technology variations.
• Tamper Evident. Invasive attacks to PUFs will

destroy the PUFs and thus can be detected easily.
In this article, we survey the current state-of-the-

art of silicon PUFs, highlight some recent research ad-
vances in ring oscillator PUFs, and discuss the chal-
lenges and opportunities in PUF research and applica-
tions. The rest of this paper is organized as follows.
The detailed PUF taxonomy is presented in Section 2.
The PUF evaluation criteria are described in Section 3.
The known attacks to PUFs and the countermeasures
are elaborated in Section 4. The basic PUF-based ap-
plications are then given in Section 5. Section 6 intro-
duces recent research advances in the design and im-
plementation of ring oscillator (RO) PUF in detail. We
introduce and discuss some recent challenges and new
opportunities in Section 7. Finally, we conclude the
paper in Section 8.

2 PUF Taxonomy

There has been more than a decade of intensive
study on PUFs since the concept was first introduced
in [1] by Pappu et al. Among the many PUFs that have
been proposed, silicon PUFs are of the most interest in
terms of fabrication cost and readiness to be integrated
to computing and communication devices. There are
three major silicon PUFs defined by the physical fea-
tures that generate them. They are analog electronic
PUFs, memory-based PUFs, and delay-based PUFs.
The focus of this article will be on one representative
delay-based PUF built with ring oscillators (RO). In
this section, we give a brief introduction to silicon (non-
silicon) PUFs and strong (weak) PUFs as outlined in
Table 1.

2.1 Non-Silicon PUFs

Non-Silicon PUFs mainly includes the optical
PUF[1], acoustical PUF[5], paper PUF[6-7], CD
PUF[8], magnetic PUF[9], RF-DNA[10] and phosphor
PUF[11-12].

Optical PUF. Pappu et al.[1] introduced the idea
of Physical One-Way Function (POWF). They used
a bubble-filled transparent epoxy wafer with three-
dimensional (3D) micro-structure and shined a laser
beam through it resulting in a two-dimensional (2D)
speckle pattern. The speckle pattern is then filtered by

Table 1. Detailed PUF Taxonomy

Non-
silicon
PUF

Optical PUF, paper PUF, CD PUF, acoustical
PUF, magnetic PUF, RF-DNA, etc.

Silicon
PUF

Analog electronic PUF (ICID, power grid PUF,
coating PUF, LC PUF, etc.), memory-based
PUF (SRAM PUF, butterfly PUF, latch PUF,
flip-flops PUF, bistable ring PUF, MECCA
PUF, etc.), delay-based PUF (arbiter PUF, ring
oscillator PUF, glitch PUF, IP-PUF, HELP,
etc.)

Strong
PUF

Arbiter PUF, optical PUF, lightweight secure
PUF, bistable ring PUF, IP-PUF, etc.

Weak
PUF

ICID, coating PUF, ring oscillator PUF, SRAM
PUF, butterfly PUF, latch PUF, flip-flop PUF,
etc.

a Gabor transform to produce a fixed-length bit key.
POWF is a kind of optical PUF. The challenge of the
optical PUF is the precise angles of laser beam and
the response is a fixed-length key. Tuyls et al.[13-14]

conducted information-theoretic analysis of the opti-
cal PUFs. The authors also introduced “slow PUF”
as a way to make brute force attacks difficult. The
word “slow” refers to the long measurement time for
the attackers. Ignatenko et al.[15] present a method for
estimating the secrecy rate of PUFs using a universal
source coding algorithm called Context-Tree Weight-
ing method. Based on measurement results on optical
PUFs, a secrecy rate of 0.3 bit/location is estimated.

Acoustical PUF. Vrijaldenhoven introduced acousti-
cal PUF[5] by exploiting the manufacturing variation
between small plates of some kind of material (e.g.,
glass). For an acoustical PUF, an electrical signal (os-
cillating voltage) is transformed to a mechanical vibra-
tion through a transducer. This vibration propagates
as a sound wave through the token and scatters on the
randomly distributed inhomogeneities. The wave ar-
rives at another transducer which converts the wave to
an electrical signal again. The signals that result from
this scattering will be unique for each acoustical PUF.

Paper PUF. Since the intrinsic roughness presents
on all non-reflective surfaces can be used as a source
of physical randomness which can potentially provide
strong, in-built, hidden security for a wide range of
paper, plastic or cardboard objects, Buchanan et al.[6]

proposed to shine a focused laser beam through docu-
ment at a specific angle which results in reflected inten-
sity that can be used as fingerprint to prevent document
and branded-product against fraud. Verifying finger-
prints requires high-powered laser microscope, which
may be prohibitively expensive for most users.

RF-DNA. DeJean et al.[10] proposed an RF-DNA
technology which generates unclonable physical finger-
prints based on the subtleties of the interaction of
devices when subjected to an electromagnetic wave.
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These fingerprints can help to produce a cryptographic
certificate of authenticity which, when associated with a
high value good, may be used to verify the authenticity
of the good and to distinguish it from any counterfeiting
goods.

Phosphor PUF. Chong et al.[11-12] used a phosphor
PUF to construct anti-counterfeiting systems by using
a random pattern formed by any scattering phosphor
particles as the physical identifier.

Magnetic PUF. Indeck and Muller[9] proposed mag-
netic PUF which employs the inherent uniqueness of the
particle patterns in magnetic media to generate unique
fingerprint.

2.2 Silicon PUFs

Silicon PUFs utilize the uncontrollable manufactur-
ing variations to generate a unique signature for each
IC. According to the different source of variation, sili-
con PUFs can be categorized as analog electronic PUFs,
memory-based PUFs, and delay-based PUFs.

2.2.1 Analog Electronic PUFs

Analog electronic PUFs mainly include ICID[16], the
coating PUF[17], silicon nanokey[18], LC-PUF[19] and
power grid PUFs[20].

Lofstrom et al.[16] proposed to exploit fluctuations in
drain currents to create IC identification (ICID) which
is a unique identification for each manufactured IC.
However, this ICID method has limited IDs (actually
is a weak PUF). Hence, it is not secure since adver-
saries can exhaustively readout the ID and “clone” an
IC. Tuyls et al.[17] introduced coating PUFs that are
resistant against invasive attacks since this protective
coating is opaque and chemically inert. The protective
coating consists of a matrix material doped with ran-
dom dielectric particles covering an IC. The top metal
layer of the IC contains an array of sensors that are
used to measure the local capacitance values of the coat-
ing. A challenge corresponds to a voltage of a certain
frequency and amplitude applied to the sensors at a
certain point of the sensor array. The response is the
measured capacitance value which is converted into a
bit string as a key or an ID. Škorić et al.[21] introduced
a physical model of coating PUFs by simplifying the ca-
pacitance sensors to a parallel plate geometry. The en-
tropy of the probability distribution function of the ca-
pacitance can be estimated by using the model. Puntin
et al.[18] proposed a silicon nanokey that exploits the
variability of the electrical parameters of minimum size
MOS transistors, in particular of the threshold voltage,
to generate a PUF to be used in a challenge-response
authentication scheme.

2.2.2 Memory-Based PUFs

Static RAM PUF (SRAM PUF)[22-23] and the but-
terfly PUF[24] are two representative memory-based
PUFs.

The SRAM PUF[23] consists of a large number of
memory units. As shown in Fig.1, a memory unit is
formed of two cross-coupled inverters with two stable
states that are normally represented by 0 and 1. Any
minor voltage difference that shows up on the transis-
tors due to intrinsic parameter variations will tend to-
ward a 0 or a 1 caused by the amplifying effect of each
inverter acting on the output of the other inverter[23].
The challenge refers to a subset of memory units that
is read after being powered up; the response means
the state of the subset as a result of being powered
up. Because not all FPGAs support memories that do
not need initialization, the SRAM PUF is not suitable
for all types of FPGA. In order to resolve the prob-
lem, Guajardo et al.[24] proposed an improved SRAM
PUF[31], named butterfly PUF. While units in SRAM
PUF are based on a cross-coupled inverter, the butterfly
PUF uses an unstable cross-coupling circuit, replacing
an inverter with a latch or flip-flop, as shown in Fig.2.
The latch of butterfly PUF, as a circuit for storing in-
formation, can be emptied (the output is 0) or be reset

Fig.1. Two cross-coupled inverters[31].

Fig.2. Butterfly PUF: cross-coupled latches[31].
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(the output is 1), bringing the advantage that they do
not require measurement by being powered up. There-
fore, the butterfly PUF is applicable to all types of
FPGA. Besides, the SRAM PUF is vulnerable to the
attack of exhaustive readout. To address this issue, Kr-
ishna et al. proposed a memory-based PUF, MECCA
PUF[25], where the write pulse duration is used as chal-
lenge, and write failures in memory cells would gene-
rate PUF response. However, MECCA PUF is only
suitable for embedded memory of specific structures[26].
Holcomb et al.[22] proposed a similar idea to SRAM
PUFs[23], but it focuses on using the initialization
SRAM state in RFID tags to create a physical finger-
print. The advantage is that it can be implemented
using the existing SRAM memory cells of the RFID
chip without the need for additional hardware. Maes
et al.[27] proposed to build a flip-flop PUF by captur-
ing random start-up values of flip-flops present in the
reconfigurable logic of a commercial FPGA. The main
advantage is that the flip-flop PUF is truly intrinsic
(can be used on any SRAM-based FPGA) and does not
consume any resources. SRAM PUFs are also particu-
larly resilient to temperature variations and are gen-
erally more compact than the flip-flop and butterfly
PUFs[28]. However, SRAM PUFs have been reported
being physically cloned recently[29].

2.2.3 Delay-Based PUFs

There exist many delay-based PUFs that include
the arbiter PUF[30-32], ring oscillator (RO) PUF[33-35],
glitch PUF[36-37], HELP[38], Intrinsic Personal PUF
(IP-PUF)[39] and so on. Arbiter PUF and RO PUF
are the most popular ones and we will focus on them.
• Arbiter PUF
Arbiter PUFs were first introduced in [30-31]. Their

basic structure is shown in Fig.3. Two parallel 128-
order multiplexer chains share the same input port and
have their output ports connected to the input port D
and the clock input port of a D flip-flop, respectively.
The input port uses step input signals. The challenge
input bits: X[0] ∼ X[127], enter the multiplexer chains

Fig.3. Structure of arbiter PUF[33].

through their select ports. Signal X[i] determines
which multiplexer in the i-th stage of the multiplexer
chains the input step signals will go through. Different
challenge input signals and the delay difference between
the two parallel multiplexer chains determine whether
the step signal will reach the flip-flop input port D or
the clock input port. In the former case, a logic-1 will
be latched, and a logic-0 will be latched in the latter
case. This latched value can serve as a 1-bit PUF sig-
nature or response to the challenge.

Since the response from a delay-based silicon PUF
can be represented by a linear function of the challenge,
an attacker who knows the delay of each unit in a cir-
cuit path can predict the response corresponding to a
given challenge by calculating the sum of delays of all
units[32]. Though it is difficult to measure the delay
of each unit, the attacker can build a software model
to simulate the arbiter PUF by using methods such as
machine learning[40-43] and predict the response to a
random challenge. Therefore, the arbiter PUF is vul-
nerable to model-building attacks. In order to resist
the non-invasive model building attacks, Gassend et al.
proposed to add a feed-forward arbiter[44] scheme to
make the modeling task much harder. However, Maj-
zoobi et al.[45] proposed four test methods for evalua-
ting security of PUFs, including predictability, colli-
sion, sensitivity, and reverse engineering. The test re-
sults show that popular linear arbiter PUFs and feed-
forward arbiter PUFs can be reverse engineered and
emulated. Therefore, they proposed a lightweight se-
cure arbiter PUF[46] that uses multiple delay lines for
creation of PUF responses and uses judicious combina-
tion of challenge input bits to drastically reduce con-
trollability. They subjected the outputs from multiple
delay lines to a scrambling lossy transformation to cre-
ate modular, easy to parameterize, secure, and reliable
PUF structures.

In addition, the arbiter PUF requires the routing of
the two multiplexer chains to be completely symmetric,
which would otherwise dominate the effect of manufac-
turing variations. Hence, the arbiter PUF is difficult to
be implemented on FPGAs. The uniqueness of the ar-
biter PUF implemented on an FPGA is only 1.05%[47].
In order to balance FPGA routing asymmetries, Ma-
jzoobi et al.[48] proposed to construct an FPGA PUF
using programmable delay line (PDL) implemented by
lookup table. Ozturk et al.[49] also proposed to use
tristate buffers to create the delay chain. The tristate
buffer PUF is extremely similar to the arbiter PUF,
except that tristate buffers are used in place of multi-
plexors in the delay chain. The advantage is that the
tristate buffer PUF circuit consumes less power and re-
quires less area than the arbiter PUF.
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• RO PUF
In 2007, Suh et al. proposed the ring oscillator (RO)

PUF[33] which is based on the delay difference among
ROs to generate random bit strings. An RO is a sim-
ple circuit of a set of inverters connected in a loop, as
shown in Fig.4, that oscillates with a particular fre-
quency. The frequency depends on the delay of each
inverter and the wires, which cannot be predicted due
to manufacturing process and other uncertain factors.
The simplest form of PUF generates the output logic-
0 or logic-1 by comparing the frequencies of a pair of
oscillator circuits (see Fig.4). More bits can be genera-
ted in the same way with multiple pairs of ROs. RO
PUFs do not require high symmetry and thereby is easy
to be implemented on FPGAs. However, an RO PUF
consumes more resources than an arbiter PUF, while
produces a limited number of challenge-response pairs,
and needs hard macros to fix the routing[50]. Since
RO PUF and arbiter PUF are not specially designed
for FPGAs, Anderson[37] thus proposed a delay-based
glitch PUF specially for FPGAs. The PUF makes use
of the intrinsic structure of FPGA (look-up table and
multiplexer), and it can be naturally embedded into a
design’s HDL and does not require the use of “hard
macros” with fixed routing. However, the glitch PUF
cannot be directly deployed on the new generation FP-
GAs, and therefore it has the scalability issue. In order
to resolve the issue, Zhang et al.[50] designed and im-
plemented a scalable glitch PUF on 28 nm FPGAs with
relative higher hardware overhead. We will elaborate
more advanced design of RO PUF later in this article.

Fig.4. Basic structure of RO PUF[37].

2.3 Strong PUFs and Weak PUFs

From the above discussion, PUFs can be divided into
strong PUFs and weak PUFs[40]. The strong PUF in-
cludes the optical PUF, arbiter PUF, lightweight secure
PUF, etc. The weak PUF mainly includes the memory-
based PUF, RO PUF and glitch PUF. The security
of strong PUFs is based on their high entropy content
providing a huge number of unique challenge-response
pairs (CRPs), which can be used in authentication pro-
tocols. On the other hand, weak PUFs exhibit only a
small number of CRPs to be applied. Although they
are not applicable to authentication protocols, the cor-

responding responses of weak PUFs can be used as a
device unique key or seed for conventional encryption
systems, while maintaining the advantages of physical
unclonability. In order to enable the extraction of cryp-
tographic keys from PUFs, the fuzzy extractor[51] is
necessary.

3 PUF Evaluation Criteria

The quality and hence usability of a PUF is affected
by the following four main factors.
• Hardware Efficiency in Implementation. The hard-

ware overhead may make the silicon PUF impractical
when its implementation requires a large amount of ad-
ditional circuitry to be implemented on ASIC or FPGA.
Designing PUF with hardware efficiency is critical for
its usability.
• Reliability Subject to Operating Environment

Variations. Reliability measures the stability of PUF
responses in different environments. Ideally, PUF sig-
natures should remain the same under the same chal-
lenge no matter when, where and how many times the
challenge is presented. But in reality, a variety of en-
vironmental conditions, such as temperature, voltage,
and the aging of devices, may lead to changes in the cir-
cuit delay and other physical characteristics that PUFs
are defined on. This will cause PUF signatures to vary.
The difference between any two signatures generated
by a PUF under the same challenge in repeated experi-
ments should be slight. The following formula[50] can
be used to evaluate the reliability of PUFs:

r =
1
x

x∑
y=1

HD(Ri, Ri,y)
n

× 100%, (1)

where x stands for the number of samples, n is the num-
ber of bits of a signature generated by the PUF, and
HD(Ri, Ri,y) is the Hamming distance between the re-
sponse Ri and the y-th sampling Ri,y.
• Security Against Generic Attacks. The uniqueness,

uniformity, and randomness of PUF responses are re-
lated to the security of a PUF. The uniqueness shows
how unique a PUF response can be, which determines
the quality of the PUF. It is not acceptable if different
PUFs produce the same or very similar responses when
fed with the same challenge. Hamming distances[50]

(HDs) are used to evaluate PUF response’s uniqueness.
For a pair of PUFs: Pi and Pj (i 6= j) that both gene-
rate n-bit signatures, their average Hamming distance
will be calculated as follows.

u =
2

k(k − 1)

k−1∑

i=1

k∑

j=i+1

HD(Pi, Pj)
n

× 100%. (2)
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Uniformity is used to describe the distribution of “0”
and “1” in a PUF signature. The uniformity of PUF
signatures generated by a PUF is associated with the
security of the PUF. In extreme cases, if all bits of a
response generated by a PUF are “0” or “1”, then all
the responses generated by the PUF will be identical
and cannot be unique. As long as the distribution of
“0” and “1” in a PUF signature is uneven, the secu-
rity of the PUF will be affected to some extent[50]. The
ideal uniformity is achieved when “0” and “1” occurs
with equal probability for each bit in a PUF signature.
Randomness is also used to evaluate the security of
PUF. Usually, the randomness of PUF responses can
be tested by the NIST statistical test suite.
• Security Against Known Attacks. The security is

to prevent an adversary from acquiring the PUF se-
cret or CRPs by side channel analysis[41,52-56], machine
learning techniques[40,42,57] and the physical cloning
attacks[29]. Due to PUF information’s role in security-
related applications, ensuring that the PUF CRPs are
secure and unclonable is vital for PUF’s usability. We
will give a detailed security analysis of PUF against
known attacks in the next section.

4 Known Attacks to PUFs and the
Countermeasures

In recently years, the basic assumptions of PUFs
such as unpredictable, unclonable, and tamper evident
have been questioned and thus the security issue of
PUFs has attracted great amount of attentions. Several
attacks on PUF properties have been reported includ-
ing modeling attacks, side channel attacks, and physical
cloning attacks. Some of these were specially developed
to attack a specific PUF and cannot be applied to ev-
ery PUF. However, if there are no effective solutions
to solve the challenges of hardware overhead, security,
and reliability, PUF is likely to become a failed hard-
ware security primitive.

1) Modeling Attacks. Machine-learning (ML) based
modeling attacks are one of the best-known PUF at-
tacks. They are exclusively applicable to strong PUFs.
Strong PUFs has a publicly accessible CRP interface,
which allows the simple collection of the large num-
ber of CRPs that are required in this attack type dur-
ing their learning phase. Machine learning techniques
have been reported that it can model some strong PUFs
with high prediction rate. Ruhrmair et al.[40,42] demon-
strated modeling attacks on RO PUFs, arbiter PUFs,
and arbiter variants by using machine learning tech-
niques. Experimental simulation shows that the ap-
proach can foresee PUF responses to a given challenge
with prediction rates up to 99%. Mahmoud et al.[57]

combined machine-learning based modeling techniques

with side channel information leak to attack strong
PUFs such as XOR arbiter PUFs and lightweight PUFs
up to a size and complexity that was out of reach[40,42].
They reported successful attacks for 64-bit, 128-bit and
256-bit, and for up to nine single arbiter PUFs whose
output is XORed, whereas [40, 42] attack this structure
only for up to five XORs and bit-length 64. However,
the modeling attacks need PUFs providing a huge num-
ber of CRPs, which makes them unapplicable to weak
PUFs such as SRAM PUF[23] and similar architectures.

2) Side Channel Attacks. Side channel attack statis-
tically analyzes the time, power consumption or elec-
tromagnetic emanation of the cryptographic devices to
gain knowledge about integrated secrets. Karakoyunlu
and Sunar[52] reported the first successful power side-
channel attack on the software implementation of fuzzy
extractor. This implies that software implementation
of any error correction scheme is potentially vulner-
able to side-channel attack and error correction can
lower the security of PUF. Merli et al.[54] studied the
side-channel analysis of silicon PUFs and their fuzzy
extractors. They pointed out that the frequencies of
ROs on FPGA can be measured with state-of-the-art
electro-magnetic (EM) equipment and thus it becomes
possible to clone the RO PUF. They also implemented
attacks on the fuzzy extractor which can successfully
extract the cryptographic keys generated by PUFs us-
ing fuzzy extractor. In another work[56], the same au-
thors showed that by exploiting the chained challenges
and EM emanation, it is possible to deduce the relative
frequency rank of the ROs and guess correctly the PUF
secret bits. More recently, the same group[58] demon-
strated that it is feasible to measure the EM emission
of a single tiny RO with only three inverters within a
single configurable logic block on an FPGA chip. The
authors also pointed out that their proposed attack can
be successful because they exploited that each RO has a
fixed location and a specific measurement path through
a multiplexer to a counter. Hence, the authors proposed
to randomize the measurement path with high over-
head and interleave ROs, multiplexers, comparators,
and counters on a register and lookup table level. Be-
sides, side-channel attacking on ECCs of weak PUFs[53]

is also a feasible way to break the security of PUFs. One
of the countermeasures is to use code-word masking to
protect PUFs error correction[59].

3) Physical Cloning Attacks. Recently, Helfmeier et
al.[29] demonstrated the first successful physical cloning
of an SRAM PUF based on the fact that SRAM cells
emit near infrared light when it is read and the cell’s
power-up value can be obtained from the emitted light.
Hence, SRAM PUFs are not well suited as secure PUFs.
Other PUFs such as RO PUFs or arbiter PUFs have not
been reported to this date.
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Since silicon PUFs are based on the comparison
of delay paths, they are vulnerable to model at-
tacks, and are very sensitive to ambient environmental
variations[2]. Hence, interfacing Hash functions to the
PUF challenge/responses[3] were proposed to address
the problems. Gassend et al.[60] introduced the con-
cept of controlled PUFs which can only be accessed via
an algorithm that is physically linked to the PUF in
an inseparable way. This control algorithm can protect
weak PUFs from external attacks since any attempt to
circumvent the algorithm will lead to the destruction
of the PUF. The control algorithm hardens the secu-
rity by cryptographically manipulating the input and
output of the PUF and preventing direct access to the
PUF. The controlled PUF can be applied to some ele-
mentary applications, such as certified execution[60].

5 PUF-Based Applications

Due to the unique properties of PUFs, they
have been used in a large variety of applica-
tions such as integrated circuit intellectual property
(IP) protection[23-24,50,61-64], key generation[31,33,65],
device authentication[18,33,66-69], digital rights
management[70-71], trusted computing[72], vehicle sys-
tem security[73], and so on. In this section, we first
briefly survey two of PUF’s most popular and well-
documented applications, namely secure key storage
and device authentication. Then we give a detailed in-
troduction on how PUF can help in IP protection. We
must note that PUF responses may change due to fac-
tors such as ambient temperature variation and supply
voltage fluctuation since these factors may affect circuit
delay in practice, and hence reliability-enhancing tech-
niques such as string pattern matching[74], Index-Based
Syndrome coding (IBS)[75] or fuzzy extractor[51] need
to be used for different applications.

5.1 Secure Key Storage

With the popularization of electronic devices, we are
increasingly dependent on IC to securely handle sensi-
tive information. For example, the RFID is used as a
key card to control the building, and smart cards are
used to perform financial transactions. Therefore, it
is important that IC can protect sensitive information.
The traditional method is to store a secure key in the
non-volatile memory (e.g., EEPROM) in order to use
cryptographic primitives (such as digital signatures and
encryption) to protect sensitive information. However,
it has some obvious drawbacks. For example, the re-
cently proposed non-invasive and invasive physical tam-
pering techniques[76-77] (e.g., micro-probing, laser cut-
ting, side-channel) can allow an attacker to extract the
digital key stored in nonvolatile memory, and therefore

compromise the cryptographic-related secure mecha-
nisms. In order to prevent physical attacks, researchers
have proposed various protection mechanisms, where
PUF is a new cryptographic primitive that can pro-
duce a secure volatile key. By means of storing secrets
in its unique intrinsic physical features that are ran-
domly determined by fabrication variations, e.g., the
subtle difference in the delays of two wires with equal
length at the design phase, PUF achieves a higher level
of protection without relying on persistent power. The
validity of the claim rests on the insight that attempts
in conducting invasive attacks will alter the unique in-
trinsic features and therefore destroy the secret hidden
in the victim devices with a higher probability.

5.2 Device Authentication

Strong PUFs exhibit a huge number of challenge-
response pairs (CRPs), hence they can be used for de-
vice authentication with low cost. Suh et al.[33] demon-
strated how PUFs can be used to authenticate indi-
vidual ICs without costly cryptographic primitives. As
shown in Fig.5, a PUF is embedded into the device A,
and CRPs are collected and stored in a secure database.
As the PUF responses are unique and unpredictable for
each device, we can simply compare a re-generated PUF
response with the pre-stored response in the database
with the same challenge. When there is a perfect match
or the matched portion is more than a pre-determined
threshold, the device will be considered authenticated.
In order to protect against man-in-the-middle attacks,
the used CRPs will be deleted from the database. Later
on, many lightweight and secure PUF authentication
protocols are also proposed[66-67,69]. These protocols
are suited to resource-constrained environment such as
embedded systems and pervasive networks.

Fig.5. PUF-based low-cost authentication[33].

5.3 FPGA IP Protection

With FPGA’s static and dynamic reconfigurabili-
ty[78], continuous improvement in performance, and the
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decrease of production cost, FPGAs have been widely
used in the computing acceleration, communication,
and other areas. However, hardware IP (HW-IP) which
is defined as the soft-core (synthesized from HDL) hard-
ware modules stored in the FPGA configuration bit-
stream[79] is vulnerable to piracy attacks. PUFs have
been used as a promising hardware security primitive
to resolve the issue.

Currently, several HW-IP protection techniques
have been proposed to prevent piracy such as
watermarking[80-82] and encryption[23,64,83-85]. How-
ever, watermarking is a passive IP protection tech-
nology, which means that it cannot actively prevent
IP from being illegally duplicated, distributed, or in-
tegrated into SOC[50], and encryption-based methods
are also faced with some severe issues discussed in [86].
Most recently, Zhang et al.[62-63,86] proposed the first
nonencryption-based FPGA IP binding technique that
combines the unclonable PUF signatures of hardware
with the finite state machines (FSMs) of sequential
circuits in FPGA designs/IP cores to actively restrict
FPGA designs/IPs to running on authorized hardware
platforms. The schemes can potentially address the
drawbacks of the encryption-based schemes mentioned
above. Meanwhile, it can provide commercially popular
pay-per-device licensing mechanism[62] which provides
technical support for the system developers to pay IP
licensing fees only for the FPGA devices they are using.
The key part of the binding method is the interaction
protocol among the FPGA vendor, core vendor, system
developer, and end user. The binding protocol includes
four parts: 1) FPGA device enrollment; 2) HW-IP core
enrollment and distributing; 3) HW-IP core licensing;
4) FPGA-based product licensing. Based on the bind-
ing protocol, the authors introduced a prototyping de-
sign and implementation of the lock mechanism pro-
posed in the binding scheme.

6 Recent Research Advances in RO PUF

The RO PUF is a popular silicon PUF that can
generate highly reliable unclonable outputs by amplify-
ing the delay difference caused by fabrication variations
through the substructure of ring oscillators. In this sec-
tion, we will introduce some recent research advances
in the design and implementation of RO PUF.

Fig.6 illustrates an RO PUF with N oscillators. N
oscillators can produce N× log (N)-bit information en-
tropy. The oscillators in Fig.6 must be identical, so as
to ensure that the frequency differences between them
are caused by the differences in random manufactur-
ing processes. The ring oscillators are connected to the
clock input ports of the two counters and obtain 1-bit
PUF signature by comparing values read from the two

counters within a period of time. An RO PUF is com-
prised of many ROs and those to be compared can be
both selected in advance or by users with a multiplexer
being added before the comparator. Thus the PUF
can work in a challenge/response mode. Challenges are
ROs chosen by the users to be compared; responses are
inputs from comparators.

Fig.6. 1-out-of-N ring oscillator PUF architecture[11].

In terms of security, the challenge/response mode is
better than a directly formed unique signature. How-
ever, the RO PUF can only generate a relatively small
number of CRPs (weak PUF), therefore, two methods
were proposed to generate more response bits[33]: 1)
configure the path within a delay loop so that differ-
ent challenges result in different oscillation frequencies;
2) each challenge can configure the number of inverters
to determine the oscillator configuration to generate a
PUF circuit with different numbers of inverters. Maiti
et al.[34] also proposed an identity-mapping function to
increase the number of CRPs for a ring-oscillator PUF
(RO-PUF). However, their method does not increase
the entropy extracted from a PUF, which means that
these CRPs may be dependent with each other.

Silicon PUF is based on manufacture variation,
which may be very sensitive to the operating environ-
ment such as voltage and temperature, particularly for
delay-based PUF[86]. It is very hard for any known
PUF to maintain an absolutely stable response. Re-
cently, researchers proposed a lot of methods to en-
hance the security and improve the reliability of PUF.
Vivekraja and Nazhandali[88] studied the effect of ope-
rating (supply) voltage of the circuit and the body bias
voltage of the transistors in the circuit on the perfor-
mance of RO PUFs. Compared with a base design,
the uniqueness and reproducibility of PUFs can be in-
creased by 18% and 7% respectively by carefully adjust-
ing these two circuit level considerations. Methods such
as error correcting[65,75,89], pattern matching[66,74],
temperature aware collaboration[90] and configurable
method[91-92] have been proposed to correct or avoid
bit flips in PUF responses to generate stable PUF out-
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put. Škorić et al.[93] introduced several methods to re-
duce the noise at the source and extract as much robust
key material as possible by properly choosing an error
correction algorithm and therefore finally to improve
the robustness of bit-string extraction from noisy PUF
measurements. Maiti et al.[91-92] proposed a configu-
rable method that challenges select different inverters
of a ring oscillator to generate multiple instantiations
of ROs inside in a basic configurable RO structure. As
shown in Fig.7, a basic four-step configurable RO will
generate eight different ROs using the control inputs
c1, c2 and c3 of the three 2:1 multiplexers. To improve
the reliability of the RO PUF, they can select the pair
which has the maximum difference in frequency to gene-
rate stable PUF response.

Fig.7. Four-step configurable RO.

Recently, Yin and Qu[90] proposed a temperature-
aware cooperative approach with high hardware effi-
ciency to convert the unreliable bits into reliable ones
under temperature variations. The conversion is as-
sisted by the neighbor reliable bits. Compared with
the common approach using redundancy to provide
reliability[33], their method can significantly improve
the efficiency of RO PUF implementation.

In traditional pairwised comparison method, one RO
PUF bit is generated through the frequency comparison
between two ring oscillators. Thus n ROs will generate
n/2 bits. For the neighbor chain approach[75], n ROs
will generate n − 1 bits. But the number of bits gene-
rated by the both methods are limited to the linear up-
per bound O(n). Yin et al.[94-95] proposed to improve
this upper bound to O(n logn

2 ) by grouping the ROs
under given conditions. Suppose there are four ROs,
{A,B, C, D}. For the pairwised comparison method,
four ROs can only generate two bits. However, given
four elements, there are totally 4! = 24 = 101112 dif-
ferent permutations. If we put A, B, C and D in one
group, all the possible permutations are listed in Fig.8.

000002 {ABCD} 010002 {BCAD} 100002 {CDAB}
000012 {ABDC} 010012 {BCDA} 100012 {CDBA}
000102 {ACBD} 010102 {BDAC} 100102 {DABC}
000112 {ACDB} 010112 {BDCA} 100112 {DACB}
001002 {ADBC} 011002 {CABD} 101002 {DBAC}
001012 {ADCB} 011012 {CADB} 101012 {DBCA}
001102 {BACD} 011102 {CBAD} 101102 {DCAB}
001112 {BADC} 011112 {CBDA} 101112 {DCBA}

Fig.8. Compact syndrome coding (CSC) table.

If we continuously encode each permutation with 5-
bit, from 00000 to 10111 by compact syndrome coding
(CSC), shown in Fig.8, we will have five independent
bits. Given n ROs, there are n! permutations. These
permutations can be encoded into log2 n! = n log2 n
bits. In order to guarantee the reliability, the threshold
Rth needs to be set. The frequency difference between
every element in one group should not be smaller than
Rth.

The partition of the group is determined by the fre-
quencies differences of the ROs. These frequencies dif-
ferences are affected by two types of variations: process
variations and systematic variations. The process varia-
tion is the naturally occurring variation in attributes of
transistors (length, width, oxide thickness) when inte-
grated circuits are fabricated. The systematic varia-
tions are the spatial trends which are easily tested, as
shown in Fig.9. The mechanism of PUF is to utilize the
random process variations. However these two varia-
tions are mixed up. Therefore, Yin and Qu[35] designed
a variations distiller using polynomial regression to de-
compose the variations. The main idea is to use the
polynomial curve fitting the trend of the systematic
variation. Fig.10 clearly illustrates the distribution and
the trend of process variations and systematic varia-
tions. The roughness of the surface represents the pro-

Fig.9. Illustration of the impact from systematic variation even

after decoupling.

Fig.10. Across-die frequency topology of an RO array.
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cess variations while the slop represents the systematic
variations. Fig.11 shows the variations after filtering
out the systematic trend.

Fig.11. Distilled random fabrication variation after the system-

atic trend is removed.

The reliability depends on not only how reliable the
bits are, but also how efficient the Error Correction
Code (ECC) is. Because in some severe environments,
it is very difficult to keep all bits stable. Hence, the
ECC is usually used. However, the encoding approach,
shown in Fig.8, does not work well with ECC. For exa-
mple, there are four ROs, {A,B, C, D}, listed from the
fastest to the slowest, encoding as 000002. With the
environment changes, if C becomes the fastest RO, the
order of these four ROs becomes {C,A, B, D}, which is
encoded as 011002. Compared with initial bits, a small
change of the order may effect severe flipping of the fi-
nal bits, which would be a heavy workload and even
out of error correction’s ability. Hence, Yin and Qu[89]

proposed a KSC (Kendall Syndrome Coding) encoding
approach. Compared with CSC, KSC is much more ef-
ficient for error correction. KSC decomposes a short
and compacted bitstream into a long and spatial bit-
stream. Rather than severe changes of CSC, minority
of KSC bits are affected by the listed example, which is
much more convenient for ECC. Even though the KSC
bitstream is much longer than the CSC bitstream, their
entropy is the same because the bits generated by KSC
are dependent with each other, which reduces the secu-
rity of PUF. Hence, we use the KSC for error correction,
and then KSC bits are compacted into the CSC.

Most recently, Gao et al. proposed a highly flexible
configurable RO PUF[96] to improve the reliability of

traditional RO PUF. Compared with the traditional
RO PUF[33] which builds on RO level, the new archi-
tecture is built at inverter level, shown in Fig.12. This
resolution improvement enhances the flexibility of RO
PUF. The flexibility is implemented by the multiple-
xers. The selection bits are controlled to select/bypass
the inverter. The main unit is demonstrated in Fig.13.
The left cell is considered as a delay unit. Ideally the
delay of the delay unit will be either 0 or the delay of
the inverter. However, in practice, the path delay going
through the multiplexer cannot be ignored. We modify
the two delays of path “1” and “0” as two buffers and
pull them out of the multiplexer. After filtering these
two delays, the multiplexer becomes “ideal”. The de-
lays of two paths are named as d1 and d0, and the delay
difference between two paths is ddiff = di+d1−d0. Now
we can consider the delay of this unit as either 0 (when
the selection bit is 0) or ddiff (when the selection bit is
“1”). Fig.14 shows the measurement schematic, which
is inspired by the approach proposed by Majzoobi et
al.[48] By turning on (selection bit is 1) each delay unit
in sequence, we can measure ddiff of each unit. The
enhancement of flexibility increases the reliability and
security for PUF design. Consider the following exa-
mple. Assume that the delays of these inverters are
RO1: {5, 6, 8, 7, 4} and RO2: {7, 5, 7, 5, 4}. The total
delay DRO1 and DRO2 of these two ROs are 30 and 28,

Fig.12. Architecture of the configurable RO.

Fig.13. Basic cell and its equivalent model.

Fig.14. Measurement schematic of flexible RO PUF.
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respectively. The delay difference between them is
30 − 28 = 2. However, the high flexible architecture
gives us the opportunity to pick the inverters rather
than the whole RO. We can pick {6, 7, 8} for RO1 and
{5, 7, 5} for RO2. Now the delay of these two new con-
figured RO are 21 and 17 respectively. And the delay
difference is 21−17 = 4 much bigger than 2. As the de-
lay difference becomes bigger, the reliability increases.

Besides the pairwised comparison method, the fle-
xible configurable architecture also can dramatically
enhance the efficiency of group-based approach. For
example, considering the following three ROs: RO1 =
{4, 5, 3, 7, 6} = 25; RO2 = {5, 2, 8, 6, 6} = 27; RO3 =
{6, 3, 4, 7, 4} = 24. Assume the threshold Rth is set
to 3, the partition would be {RO2,RO3}, {RO1}.
In this case, only one bit is generated. However, if
we pick three inverters to form one subring: sub1 =
{5, 3, 6} = 14 in RO1; sub2 = {5, 6, 6} = 17 in RO2;
sub3 = {3, 4, 4} = 11 in RO3, given Rth = 3, all these
three subrings can be in one group, {sub1, sub2, sub3}.
Thus two bits are generated. Because we can control
whether to select (or bypass) any given inverter, we can
maximize the number of elements in one group, and
generate much more bits. The results in [96] show that
the highly flexible architecture achieves the improve-
ment in both security and reliability.

7 Recent Challenges and New Opportunities

We believe it is probably early and inaccurate to
claim that we are going to see the fall of PUF. But
with the inability of integrating PUF into the prac-
tice of trusted system design and the reports exploiting
PUF’s security vulnerabilities, if we are unable to find
effective solutions to the aforementioned hardware ef-
ficiency, security, and reliability challenges, PUF may
become another failure before it delivers its promises as
a hardware security primitive.

From the practical point of view, even for the most
mature RO PUF and SRAM PUF, there are still many
unsolved scientific and practical challenges before they
become a regular design component and hardware secu-
rity primitive for the trustworthy computing systems.
Meanwhile, like the process other security primitives
also have to go through, there are recent reports on the
vulnerabilities of PUF and several successful attempts
to clone the unclonable PUF information (see Section
4). All the attacks reported are within the past couple
of years. Although most of the authors have pointed out
potential countermeasures to their proposed attacks,
most of these countermeasures do not have high practi-
cal value because they incur high hardware overhead or
increased design complexity while still cannot provide
full security for the PUFs. For example, the counter-

measure proposed in [58] has 200% area overhead and
the RO array remains vulnerable. One of potential so-
lutions is to build PUF based on the existing on-chip
hardware components. We present the following two
examples to offer readers reference.

One such example is the on-chip temperature sen-
sors. Since an RO’s delay is very sensitive to on-
chip temperature and the delay-temperature depen-
dency is well understood. This provides a way to con-
veniently monitor on-chip temperature by measuring
the RO’s delay and then calculate the corresponding
temperature. We can explore the possibility of uti-
lizing such temperature sensors as the ROs for PUF
bits generation. As temperature sensors are normally
placed around the spots where the temperature may
change rapidly such as the hotspots, the reliability of
the PUF bits generated by such temperature sensors
will be a big concern.

Another example is the scan chain used for testing.
For a circuit to have the scan capability, the D type
flip-flops (DFFs) are replaced by scan flip-flops (SFFs).
An SFF consists of a DFF, a multiplexer, and two new
signals: scan-data SD and test control TC. SFFs can be
chained by connecting the Q output of one SFF to the
SD input of the next SFF. We call this the Q-SD con-
nection style. TC is used to switch the CUT (core under
test) between the normal mode and the testing mode.
In the normal mode, the SFFs will serve as the normal
DFFs. In the testing mode, test data from the new pri-
mary input SI will be supplied to the scan chain and the
response data will be collected from the new primary
output SO. The DFF contained in the SFF normally
has another output Q′ (also called QN), which is the
complement of its output Q. This enables another con-
nection style which connects Q′, instead of Q, to the SD
of the next SFF. We refer to this as Q′-SD connection
between two adjacent SFFs. Most technology libraries
provide the test cell of SFF with two outputs comple-
mentary to each other, enabling scan designs with both
connection styles[97]. This structure provides us oppor-
tunities of generating PUF information from the scan
chain design similar to those methods for VLSI intel-
lectual property protection[98-99]. By reusing the scan
chain as PUF circuitry, we can reduce or eliminate the
hardware overhead caused by PUF. However, this will
pose new challenges in maintaining the performance of
the scan chain design (such as the testing power and test
vector generation) and the quality (reliability, unique-
ness, security, etc.) of the PUF information.

8 Conclusions

There has been more than a decade of intensive
study on PUF since it was introduced into the research
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community. Among PUFs of different forms, silicon
PUFs are of the most interest in terms of fabrication
cost and readiness to be integrated to computing and
communication devices. In this paper, we have sur-
veyed the current state-of-the-art of silicon PUFs and
presented evaluation criteria for them. We also elabo-
rated the known attacks to PUFs and corresponding
countermeasures, and then the three typical applica-
tions for PUFs are discussed. We highlighted some re-
cent research advances for RO PUFs. Finally, since
hardware efficiency, security, and reliability issues of
PUFs have brought new challenges, it is urgent to de-
velop effective solutions to address them.
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[14] Tuyls P, Šković B, Stallinga S, Akkermans A H M, Ophey W.
Information-theoretic security analysis of physical unclone-
able functions. In Proc. the 9th International Conference on
Financial Cryptography and Data Security, Feb. 28-Mar. 3,
2005, pp.141-155.

[15] Ignatenko T, Schrijen G, Skoric B, Tuyls P, Willems F. Esti-
mating the secrecy-rate of physical unclonable functions with
the context-tree weighting method. In Proc. IEEE Interna-
tional Symposium on Information Theory, July 2006, pp.499-
503.

[16] Lofstrom K, Daasch W R, Taylor D. IC identification circuit
using device mismatch. In Proc. IEEE International Solid-
State Circuits Conference, Feb. 2000, pp.372-373.
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