Jan. 2005, Vol.20, No.1, pp.70-76 J. Comput. Sci. & Technol.

Online Palmprint Identification System for Civil Applications

David Zhang!, Guang-Ming Lu?, Adams Wai-Kin Kong!:®, and Michael Wong!

! Biometrics Research Centre, Department of Computing, The Hong Kong Polytechnic University, Kowloon
Hong Kong Special Administrative Region, P.R. China

2 Biocomputing Research Lab, School of Computer Science and Engineering, Harbin Institute of Technology
Harbin 150001, P.R. China

8 Department of Systems Design Engineering, University of Waterloo, Ontario, N2L 3G1 Canada
E-mail: {csdzhang, csglu, cswkkong, csmkwong}@comp.polyu.edu.hk; Luguangm@hit.edu.cn
Received May 21, 2004; revised July 30, 2004.

Abstract In this paper, a novel biometric identification system is presented to identify a person’s identity by his/her
palmprint. In contrast to existing palmprint systems for criminal applications, the proposed system targets at the civil
applications, which require identifying a person in a large database with high accuracy in real-time. The system is constituted
by four major components: User Interface Module, Acquisition Module, Recognition Module and Fxternal Module. More than
7,000 palmprint images have been collected to test the performance of the system. The system can identify 400 palms with
a low false acceptance rate, 0.02%, and a high genuine acceptance rate, 98.83%. For verification, the system can operate at
a false acceptance rate, 0.017% and a false rejection rate, 0.86%. The execution time for the whole process including image

collection, preprocessing, feature extraction and matching is less than 1 second.

Keywords
1 Introduction

Biometrics involves identifying an individual based on
his/her physiological or behavioral characteristics. Many
parts of our body and various behaviors are embedded
such information for personal identification. In fact,
using biometrics for person authentication is not new,
which has been implemented over thousands years, nu-
merous research efforts have been put on this subject
resulting in developing various techniques related to sig-
nal acquisition, feature extraction, matching and classi-
fication. Most importantly, various biometric systems
including, fingerprint, iris, hand geometry, voice and
face recognition systems have been deployed for various
applications!!). According to the International Biometric
Group (IBG, New York), the market for biometric tech-
nologies will nearly double in size this year alone. Among
all biometrics, hand-based biometrics, including hand ge-
ometry and fingerprint are the most popular biometrics
gaining 60% market share in 20032

The proposed palmprint system is also a hand-based
biometric technology. Palmprint is concerned with the
inner surface of a hand and looks at line patterns and
surface shape. A palm is covered with the same kind
of skin as the fingertips and it is larger than a fingertip
in size. Therefore, it is quite natural to think of using
palmprint to recognize a person, like fingerprint, hand
geometry and hand vein®=%l. Because of the rich fea-
tures including texture, principal lines and wrinkles on
palmprints, we believe that they contain enough stable
and distinctive information for separating an individual
from a large population. We also expect that palmprints

palmprint identification, biometrics, personal authentication

are robust to the noise because of the large surface area.

There have been some companies, including NEC and
PRINTRAK, which have developed several palmprint
systems for criminal applications[”8l. On the basis of
fingerprint technology, their systems exploit high resolu-
tion palmprint images to extract the detailed features like
minutiae for matching the latent prints. Such approach
is not suitable for developing a palmprint authentication
system for civil applications, which requires a fast, ac-
curate and reliable method for the personal identifica-
tion. Based on our previous research work®!, we develop
a novel palmprint authentication system to fulfill such
requirements.

The rest of the paper is organized as follows. The
system framework is shown in Section 2. The recognition
engine is described in Section 3. Experimental results of
verification, identification, robustness, and computation
time are provided in Section 4. Finally, conclusion is
given in Section 5.

2 System Framework

The proposed palmprint authentication system has
four major components: they are User Interface Mod-
ule, Acquisition Module, Recognition Module and Ezxter-
nal Module. Fig.1 shows the breakdown of each module
of the palmprint authentication system. Fig.2 shows the
palmprint authentication system installed at Biometric
Research Center, Department of Computing, The Hong
Kong Polytechnic University. The functions of each com-
ponent are listed below:
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A) User Interface Module provides an interface be-
tween the system and users for the smooth authentica-
tion operation. We designed a flat platen surface for the
palm acquisition (Fig.2). It is crucial to develop a good
user interface such that users are happy to use the device.

B) Acquisition Module is the channel for the palm-
prints to be acquired for the further processing.

C) Recognition Module is the key part of our system,
which will determine whether a user is authenticated. It
consists of image pre-processing, feature extraction, tem-
plate creation, database updating, and matching. Then
it gives an identification/verification result.

; Enrollment path
User interfac
module

Identification

b

Identification

Enrollment

Acquisition

Palmprint capture module
WAl :
Preprocessing Recogrfition

module

Feature extraction External

I I é;""'module 1
| Template creation ’:'|>| Matching }—-_-r{> Result |

€

Database

Master
template

Fig.1. Breakdown of each module of the palmprint authentication

system.

Fig.2. Palmprint authentication system installed at Biometrics Re-

search Center, The Hong Kong Polytechnic University.

D) Ezternal Module receives the signal come from the
recognition module, to allow some operations to be per-
formed, or denied the operations requested. This module
actually is an interfacing component, which may be con-
nected to another hardware components or software com-
ponents. Our system presents an external interface for
physical door access control or an employee attendance
system.

Since the design philosophy and implementation of
the user interface module and the acquisition module
have been described in [9], and the external interface is
an application dependent component. In this paper, we
are not intended to discuss them further, and we will con-
centrate on the discussion about the recognition module
in detail.

3 Recognition Engine

After the palmprint images are captured by the Acqui-
sition Module, they are fed into the recognition engine for
palmprint authentication. The recognition engine is the
key part of the palmprint authentication system, which
consists of the stages of: image preprocessing, feature
extraction, and matching.

3.1 Image Preprocessing

When capturing a palmprint, the position, direction
and stretching degree may vary from time to time. As
a result, even the palmprints from the same palm could
have a little rotation and translation. Also the sizes of
palms are different from one another. So, the prepro-
cessing algorithm is used to align different palmprints
and extract the corresponding central part for feature
extraction(!?). In our palmprint system, both the rota-
tion and translation are constrained to some extent by
the capture device panel, which can locate the palms by
several pegs. Then the preprocessing algorithm can lo-
cate the coordination system of the palmprints quickly
by the following five steps.

Step 1. Use a threshold to convert the original grayscale
image into a binary image, then using a low-pass filter to
smooth the binary image.

Step 2. Trace the boundary of the holes H1 and H2 be-
tween those fingers.

Step 3. Compute the tangent of the holes H1 and H2. T'1
and T2 are the tangent points of H1 and H2, respectively.

Step 4. Align T1 and T2 to determine the Y-axis of
the palmprint coordination system and making a line passing
through the midpoint of the two points (71 and 7'2), which
is perpendicular to this Y-axis to determine the origin of the
system.

Step 5. Extract a sub-image of a fixed size based on the
coordinate system (see Fig.3). The sub-image is located at a

certain area of the palmprint image for feature extraction.

3.2 Feature Extraction

The feature extraction technique implemented on the
proposed palmprint system is modified from [9], where
single circular zero DC Gabor filter is applied to the pre-
processed palmprint images and the phase information is
coded as feature vector called PalmCode. The modified
technique exploited four circular zero DC Gabor filters
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with the following general formula
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where 2’ = zcosf + ysinf and y' = —xsinf + ycosH;

(z0,Yyo) is the center of the function in the spatial domain
of the function; w is the frequency of the sinusoidal plane
wave along the orientation, 6; ¢ is the standard devia-
tions of the circular Gaussian function; 6 is the direction
of the filter. The four Gabor filters share the same pa-
rameters, o and w, only different in #. The corresponding
values of 0 are 0, 7/4, /2 and 37 /4.

Fig.3. Major steps on palmprint preprocessing: H1 and H2 are
boundary of the holes between the two fingers, where 71 and 712
are the tangent point of H1 and H2, respectively. The central box

is the sub-image of a palm.

In the previous approach, only the phase information
is exploited but the magnitude information is totally ne-
glected. The proposed method is to use the magnitude
to be a fusion condition to combine different PalmCodes
generated by the four Gabor filters. Mathematically, the
implementation has the following steps.

1) The four Gabor filters are applied to the prepro-
cessed palmprint image, I described as G; * I, where G
(j = 1,2,3,4) is the circular zero DC Gabor filter and
“x” represents an operator of convolution.

2) The square of the magnitudes of the sample point is
obtained by M;(z,y) = G;(z,y) *I x Gj(z,y) * I, where
“=” represents complex conjugate.

3) According to the
arg max(M;(z,y)), the phase information at point (z,y)

J

fusion rule, &k =

is coded as the following

h.=11if Re[Gr*1I] >0 (2)
h, =0 if Re[Gy+1] <0 (3)
hi=1if Im[Gy+1] >0 (4)
h; =0if Im[Gy = I] < 0. (5)

This coding method is named as Fusion Code, which is
represented by a set of bits. Our experiments show that
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the Fusion Code is more stable and efficient for palmprint
authentication.

3.3 Feature Matching

The feature matching determines the degree of sim-
ilarity between two templates — the identification tem-
plate and the master template. In this paper, the nor-
malized hamming distance is implemented for comparing
two Fusion Codes. The normalized hamming distance is
represented by

Do =303 Pulind) N @u(G, )N

i=1 j=1

N N .
233 Pl nQu.d)] (6)

i=1 j=1
where Pr(Qr), Pr(Qr) and Pp(Qnr) are the real part,
imaginary part and mask of the Fusion Code P(Q), re-
spectively; ® and N are Boolean operators, XOR and
AND, respectivelyl®!. The ranges of normalized hamming
distances are between zero and one. Zero represents per-
fect matching. Because of the imperfect preprocessing,
one of the Fusion Code is vertically and horizontal trans-
lated to match the other again. The ranges of the vertical
and the horizontal translations are defined from —2 to
2. The minimum D, value obtained from the translated
matching is considered to be the final matching score.

4 Performance Evaluation
4.1 Testing Database

We collected palmprint images from 200 individuals
using our palmprint capture device described in [9]. The
subjects are mainly students and staff volunteers from
The Hong Kong Polytechnic University. In this dataset,
134 people are male, and the age distribution of the sub-
jects is: about 86% are younger than 30, about 3% are
older than 50, and about 11% are aged between 30 and
50. In addition, we collected the palmprint images on
two separate occasions. On each occasion, the subject
was asked to provide about 10 images each of the left
palm and the right palm. Therefore, each person pro-
vided around 40 images, resulting in a total number of
8,025 images from 400 different palms in our database.
In addition, we changed the light source and adjusted the
focus of the CCD camera so that the images collected on
the first and second occasions could be regarded as being
captured by two different palmprint devices. The aver-
age time interval between the first and second occasions
was 70 days. The size of all the testing images used in
the following experiments is 384 x 284 with 75dpi, in 256
gray levels.
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4.2 Experimental Results of Verification

Verification refers to the problem of confirming or
denying a claim of individuals. It is also considered as
one to one matching. To obtain the verification result,
two group experiments are carried out separately. In the
first experiment, only one palmprint image of each palm
is used for registration, while 3 palmprint images of each
palm are used for registration in the second experiment.
In the first experiment, each palmprint image is matched
with all other palmprint images in the database. A cor-
rect matching occurs if two palmprint images are from
the same palm, incorrect matching otherwise. The total
number of matching is 32,119,735, Number of genuine
matching is 76,565 and the rest of them are incorrect
matchings. Fig.4(a) shows the probability of genuine and
imposter distributions estimated by the correct and in-
correct matchings. Some thresholds and corresponding
false acceptance rates (FARs) and false rejection rates
(FRRs) are listed in Table 1. According to Table 1, us-
ing one palmprint image for registration, the proposed
system can be operated at a low false acceptance rate
0.096% and a reasonably low false rejection rate 1.05%.

Table 1. FARs and FRRs with Different Threshold
Values for the Palmprints Verification Results

Threshold Registered image=1  Registered images=3
FAR (%) FRR (%) FAR (%) FRR (%)
0.32 0.000027 8.15 0.000012 5.12
0.34 0.00094 4.02 0.0016 2.18
0.36 0.011 1.94 0.017 0.86
0.38 0.096 1.05 0.15 0.43
0.40 0.68 0.59 1.03 0.19

In the second experiment, the testing database is di-
vided into two databases, 1) registration database and
2) testing database. Three palmprint images of each
palm collected in the first occasion are selected for the
registration database. Totally, the registration database
contains 1,200 palmprint images and the rest of them
are for the testing database. In this verification test,
each palmprint image is matched with all the palmprint
images in the testing database. Therefore, each testing
image produces three hamming distances for one regis-
tered palm. We take the minimum of them as the final
hamming distance. For achieving statistically reliable
results, this test is repeated for three times by select-
ing other palmprint images for the registration database.
Total number of hamming distances from correct match-
ings and incorrect matchings are 20,475 and 8,169,525,
respectively. Fig.4(b) shows the probability of genuine
and imposter distributions estimated by the correct and
incorrect matchings, respectively. Some threshold values
along with its corresponding false acceptance and false
rejection rates are also listed in Table 1. According to
Table 1 and Fig.4, we can conclude that using three tem-
plates can provide better verification accuracy. In fact,
using more palmprint images of the same palm during
registration can provide more information to the system
so that it can recognize the noise or deformed features.

It is also the reason for commercial verification systems
requiring more than one sample for registration.
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Fig.4. Verification test results. (a) and (b) show the Genuine and

imposter distributions for verification tests with one and three reg-

istered images per palm, respectively.

4.3 Experimental Results of Identification

Identification test is a one-against-many, N compari-
son process. In this experiment, N is set to 400, which
is the total number of different palms in our database.
Same as the previous verification experiment, the palm-
print database is divided into two databases, 1) registra-
tion and 2) testing databases. The registration database
contains 1,200 palmprint images, three images per palm.
The testing database has 6,825 palmprint images. Each
palmprint image in the testing database is matched to
all of the palmprint images in the registration database.
Therefore, each testing image generates 3 correct and
1,197 incorrect matchings. The minimum hamming dis-
tances of correct matchings and incorrect matchings are
regarded as the identification hamming distances of gen-
uine and impostor, respectively. This experiment is also
called a one-trial test since the user only provides one
palmprint image in the test to make one decision. In
fact, a practical biometric system collects several biomet-
ric signals to make one decision. Therefore, in this ex-
periment, we implement one-, two-, and three-trial tests.
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In the two-trial test, a pair of palmprint images in the
testing database belongs to the same palm is matched to
all of the palmprint images in the registration database.
Each pair of the palmprint images in the two-trial test
generates 6 correct and 2,394 incorrect matchings. The
minimum hamming distances of correct matchings and
incorrect matchings are considered as the identification
hamming distances of genuine and imposter, respectively.
Similarly, in the three-trial test, the identification ham-
ming distances of genuine and imposter are obtained
from 9 correct and 3,591 incorrect matchings, respec-
tively. Each test is repeated three times by selecting
other palmprints from the registration database. In each
test, the number of identification hamming distances of
genuine and imposter matchings both are 20,475. Fig.5
shows ROC curves of the three tests and Table 2 lists the
threshold values along with its corresponding FARs and
FRRs of the tests. According to Fig.5 and Table 2, more
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input palmprints can provide more accurate results.
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Fig.5. ROC curves for a l-against-400 identification testing with

different numbers of trials.

Table 2. FARs and FRRs with Different Threshold Values
for the 1-to-400 Palmprints Identification Results

Threshold Trial=1 Trial=2 Trial=3
FAR (%) FRR (%) FAR (%) FRR (%) FAR (%) FRR (%)
0.320 0.0049 3.69 0.0098 1.80 0.020 1.17
0.325 0.0439 2.93 0.088 1.34 0.131 1.06
0.330 0.15 2.29 0.28 1.02 0.42 0.68
0.335 0.37 1.90 0.68 0.72 0.96 0.48
0.340 0.84 1.51 1.43 0.57 1.93 0.37
0.345 1.45 1.16 2.32 0.42 3.02 0.26

4.4 Computation Time

Another key issue for a civilian personal identifica-
tion system is whether the system can run in real time.
In other words, the system should be running as fast
as possible. The proposed method is implemented using
C language and Assemble language on a PC embedded
Intel Pentium IV processor (1.4GHz) with 128 MB mem-
ory. The execution time for image collection, image pre-
processing, feature extraction and matching are listed in
Table 3. The total execution time for a 1-against-400
identification, each palm with 3 templates, is less than
1 second. Users will not feel any delay when using our
system.

Table 3. Execution Time of the Palmprint
Authentication System

Operations Execution time
Image collection 340ms
Preprocessing 250ms
Feature extraction 180ms
Matching 1.3us

4.5 Robustness

As a practical biometric system, other than accuracy
and speed, robustness of the system is another important
issue. Here, we present three experiments to illustrate
the robustness of our system. The first one is an indi-
vidual’s jewelry such as rings, which may influence the
accuracy of some preprocessing algorithms. The second
one is the noise on the palmprints, which directly affect

the performance of the system. The third is the ability
of identifying the identity of identical twins’ palmprints.

(e) ()

Fig.6. Palmprint images with ring on the fingers for testing the

robustness of the system.
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Fig.6 shows three palmprint images with and without
rings on the fingers and their corresponding preprocessed
sub-images. It shows that the preprocessing algorithm
described in Section 3 is not affected by the rings. How-
ever, some preprocessing algorithms such as using such
information may not be stable under the influence of the
rings.

To verify the robustness of noise palmprints, Fig.7(a)
provides a clear palmprint image and Figs.7(b)-7(f) show
five palmprint images, with different texts. Their ham-
ming distances are given in Table 4; all of them are
smaller than 0.29. Comparing the hamming distances of
imposter in Table 1 and Table 2, it is ensured that all the
hamming distances in Table 4 are relatively small. Fig.7
and Table 4 illustrates that the proposed palmprint au-
thentication system is very robust to the noise on the
palmprint.

Fig.7. Palmprint images with different texts for testing the robust-

ness of the system.

Table 4. Hamming Distances of Fig.7

Figs. 7(b) 7(0) 7@ 7(e) 7()
7(a) 0.19 0.21 027 029 0.28
7(b) 0.18 027 026 0.27
7(c) 0.27 028 0.28
7(d) 0.23 0.19
7(e) 0.19

A test of identical twins is regarded as an important
test for biometric authentication, but not all biometrics,
including face and DNA, can pass this test. However,
the palmprints of identical twins have enough distinctive
information to distinguish them. We collected 590 palm-
print images from 30 pairs of identical twins’ palms. Each
of them provides around 10 images of their left palms
and 10 images of their right palms. Their age range is
between 6 and 45 years old. Some samples of identi-
cal twins’ palmprints are shown in Fig.8. Based on this
database, we match a palmprint in the twin database

with his/her identical twin sibling to produce imposter
matching scores, and match the samples of their own to
get the genuine scores. The genuine and imposter distri-
butions are given in Fig.9. From the figure, we can find
that identical twins’ palmprint can easily be separated,
just like twins’ fingerprints!1?!.

(a) (b)

(d)

Fig.8. Identical twins’ palmprints. (a), (b) are their left hands,
and (c), (d) are their right hands, respectively.
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Fig.9. Genuine and imposter distributions for measuring the simi-

larity of identical twins’ palmprints.

5 Conclusion

In this paper, we have presented a novel biometric
system based on the palmprint. The proposed system
can accurately identify a person in real time, which is
suitable for various civil applications such as access con-
trol. Experimental results show that the proposed sys-
tem can identify 400 palms with a low false acceptance
rate, 0.02%, and a high genuine acceptance rate, 98.83%.
For verification, the system can operate at a false accep-
tance rate, 0.017% and a false rejection rate, 0.86%. The
experimental results including accuracy, speed and ro-
bustness demonstrate that the palmprint authentication
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system is comparable with other hand-based biometrics
systems, such as hand geometry and fingerprint verifica-
tion system[':12] and is practical for real-world applica-
tions. The system has been installed at the Biometrics
Research Center, Department of Computing, The Hong
Kong Polytechnic Univ. since March 2003 for access con-
trol.
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