Wu CC, Chang CC, Lin IC. New sealed-bid electronic auction with fairness, security and efficiency. JOURNAL OF COM-
PUTER SCIENCE AND TECHNOLOGY 23(2): 253-264 Mar. 2008

New Sealed-Bid Electronic Auction with Fairness, Security and
Efficiency

Chia-Chi Wu! (%% i), Chin-Chen Chang? (jK#.3), and Tuon-Chang Lin®* (#gk %)

! Department of Computer Science and Information Engineering, “National Chung Cheng University”, Chiayi 621
Taiwan, China

2 Department of Information Engineering and Computer Science, Feng Chia University, Taichung, Taiwan, China

3 Department of Management Information Systems, “National Chung Hsing University”, Taichung, Taiwan, China
E-mail: iclin@nchu.edu.tw

Received September 8, 2006; revised December 19, 2007.

Abstract  Electronic sealed-bid auction schemes usually have a common drawback, the third party (auction host) can
conspire with a malicious bidder to leak all bidding prices before the opening stage. It results in the malicious bidder wining
the auction with an optimal bidding price. Recently, Liaw et al. proposed an auction protocol for electronic online bidding
in which they designed a deposit deduction certification for government procurement. However, it also has above mentioned
flaw. Moreover, we further found that there were some extra security drawbacks in their protocol. First, the bidder can
forge a bidding receipt to claim that he/she is a valid auction winner. Second, it may suffer from the third party forging
attack. Third, their protocol leaked some bidders’ private information to the third party, such as the bidder’s bank account
number and the authorization code. Thus, it cannot protect the bidder’s privacy at all. In this paper, we not only point out
the drawbacks from the previous scheme but also propose a new electronic auction scheme to overcome the above mentioned

drawbacks. Furthermore, the computational complexity can be decreased in our online sealed-bid auction scheme.

Keywords

1 Introduction

Due to Internet popularization, common consumers
gradually accept electronic transactions and services.
Nowadays, the Internet can provide online shopping,
online bidding and many financial actions. Electronic
auction has become one of the most popular activities
of electronic commerce. Some famous auction websites
are substantially growing such as Yahoo and eBay in
recent years.

Generally, electronic auction can be divided into
three transaction types: traditional English auction,
Dutch auction and sealed-bid auction. Traditional En-
glish auction is a well-known auction type, in which the
bidders cast public bids and the bids must be higher
than all bids in the previous round. The bidders can
continue to bid an upper price until nobody can offer
a higher price. On the contrary, Dutch auction is a
buyer’s market auction such as wholesale procurement,
in which the bidders (sellers) have to cast their bids in
public and the bids must be lower than all bids in the
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previous round. In this type, the price will decrease
until only one bidder is willing to provide the lowest
price. In the sealed-bid auction, each bidder writes
down his/her bid price and authorizes it on a sheet, and
then seals the sheet and submits it to the auction host.
When it is the bidding deadline, the auction host opens
all the sealed sheets and determines the winner. Gov-
ernment procurement usually performs a hybrid scheme
by sealed-bid auction and Dutch auction.

For security reasons, in the sealed-bid auction, all
bids are encrypted in transmission. When it is the bid-
ding deadline, the auction host can open all bids and
decide the winner. In order to maintain fairness, all
bids must be verified publicly and nobody can open
the bids before the deadline. Due to electronic auc-
tion it needs to achieve security and efficiency, several
electronic auction schemes have been proposed in re-
cent years. Franklin and Reiter proposed a sealed-bid
auction protocol™, which adopts a verifiable signature
to prevent malicious bidders from canceling their bids.
Kudo!? proposed a sealed-bid auction method with a
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time server. Kikuchi, Hakavy and Tygar[® proposed an
electronic auction scheme to improve the privacy of bids
such that only the auctioneer knows who the winner is.

Chang C. C. and Chang Y. F.[¥ proposed three
anonymous auction protocols which conform to the
above-mentioned auction types to ensure that the bid-
ders can bid arbitrarily and anonymously, they apply
the deniable authentication scheme to check the valida-
tion of source bids and keep the bidders secret.

However, Jiang et al.l®! pointed out that Chang C. C.
and Chang Y. F.’s schemes have a security weakness, in
which the bidder cannot detect the tampered response
message from the auctioneer. Therefore, Jiang et al.
proposed an improved scheme to prevent tampering at-
tacks. Subsequently, Chang C. C. and Chang Y. F. led
into an alias method to propose an enhancement!®.

In the following, we summarize the requirements of
electronic auction from the researches of Chang C. C.
and Chang Y. F.[¥, Subramanian!®!, and Chen!?!.

1) Anonymity: all bidders can keep anonymity in an
auction, even if the bid is opened.

2) Public verifiability: all the bidding prices and the
winning prices can be verified by anyone.

3) Non-repudiation: the property of non-repudiation
is that both the bidder cannot deny having cast his/her
bid and the third party 7" cannot deny that 7" has re-
ceived the bid from the bidder.

4) Traceability: the winning bidder can be identified
when the auction is finished.

5) Accountability of bidder: the auction cannot be
interrupted by any malicious bidders with a dishonest
bid without being detected. That is to say, the third
party can verify each bid when the bidder casts a bid.

6) Unforgeability: the bidders, the auctioneers and
the auction host cannot perform forgery.

7) Fairness: all sealed-bids are opened at the same
time, and the third party or the auctioneer cannot col-
lude with a malicious bidder to cheat the other bidders.

8) Privacy: a third party (the auction host) will not
get to know details about the bidders’ payment infor-
mation, such as bank accounts, authorization codes and
SO on.

9) Confidentiality: each bid must keep integrity and
confidential before the opening bids.

10) Low overhead cost: the transaction cost must be
as low as possible.

Recently, the services of the electronic government
have been flourishing, the government procurement
gradually adopts electronic auction activity for the sell-
ers or service providers, where the related procure-
ment information of government departments can be
published, for example, government procurement re-
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lated regulations, procurement product name, quan-
tity, opening deadline, and other requirements (delivery
date of goods or due date of products guarantee). Gen-
erally, government procurement procedures are formal
and conscientious. First, the government will establish
a professional procurement authority such as a procure-
ment bureau which takes charge of the bidding auction
procedures to avoid disputes between bidders and de-
mand departments. Second, to decrease government
budget expenses, government procurement adopts in-
vitation providers and public sealed-bid auction activ-
ity. However, a delay of delivered goods or construc-
tion will damage public benefits. Thus the government
procurement must ask all bidders to pay a deposit be-
fore the bidding stage. When the bidding is finished,
the auction host (procurement bureau) will refund de-
posits to bidders except the winners. If the winning
bidder breaks the transaction contract, the deposit will
be confiscated by the government.

Hence, how to build an efficient and secure electronic
auction of government procurement is an interesting
topic. Liaw et all”l proposed an electronic auction
protocol with a deposit deducting certification to solve
the problem of the bidder’s deposit payment. However,
we found their protocol has three security drawbacks.
First, the bidder can forge a bidding receipt to claim
that he/she is a valid auction winner. Second, it may
suffer from the third party forging attacks. Third, it
leaked some bidders’ private information to the third
party, such as the bidder’s bank account number and
the authorization code.

In this paper, we shall point out the security
drawbacks in Liaw et al’s scheme and propose a
new scheme to overcome these drawbacks. Moreover,
our scheme decreases the number of asymmetric key
encryption/decryption computations to enhance effi-
ciency, thus it is suitable for applying in government
procurement electronic auction.

The rest of this paper is organized as follows. In
Section 2, we shall briefly review Liaw et al.’s scheme
and point out the drawbacks of their scheme. In Sec-
tion 3, we present our proposed scheme. The security
analysis of the proposed scheme is described in Section
4. A discussion of how the proposed scheme performs
in terms of security and efficiency is provided in Section
5. Finally, a concluding remark is given in Section 6.

2 Related Work

In this section, the processes and the drawbacks of
Liaw et al.’s auction protocol will be specified and dis-
cussed.
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2.1 Review of Liaw et al.’s Protocol

In Liaw et al’s auction protocol, the auction pro-
tocol was divided into four stages: the advertisement
stage, the registration stage, the bidding stage, and the
exchange of the product and the payment stage. The
four stages are specified as follows.

Advertisement Stage

The auctioneer signs the auction’s product informa-
tion M; using his/her private key g,,, and then broad-
casts M7 and its signature on the Internet. M; pro-
vides the related information of this auction, such as
the auction products combination, the auction period,
a specific description of products, and their respective
amounts for the bidders.

Registration Stage

If bidder B wants to join this auction, B has to regis-
ter with the third party 7" first. Throughout the paper,
Bingo denotes B’s personal information, Pg denotes B’s
public key, r is a random number which is chosen by
the bidder B, and Ep, [X] represents a public key cryp-
tosystem with a public key P, to encrypt a plaintext
X. The steps of this stage are illustrated in Fig.1, and
are described as follows.

Step 1. Bidder B computes Ep[Binfo, PB,7, M1] and
delivers them to the third party.

Step 2. The third party T can decrypt this data using
its private key, and then checks the random number 7.

Step 3. If the bidder’s r already has been used
in this auction, the third party will ask the bidder to
choose a new random number. Otherwise, the third
party T' will publish the specific auction information M,
H(r),H(w),H(x),H(y), and H(z) on the auction website,
where w, x, y, z are the random numbers chosen by the
third party, and H() is a collision-resistance one way hash

function!'®™,

Step 4. The third party T uses the bidder B’s public key
Pg to compute Epg, [Mi,r,z, Big], and then sends them to
bidder B.

Bidder B Third Party T

Ep,[M1, B4, payment,

Step 5. Bidder B can decrypt and verify r and z to
authenticate the validity using H (r) and H(x) on Web.
Bidder B

Third Party T Web

EPT [Binfo, Pp,r, Ml] MlvH(r)a H(w)a H(:v),H(y), Jq(z)

EPB [M17T7I7Bid]

Fig.1. Registration stage of Liaw et al.’s scheme.

Bidding Stage

Fig.2 illustrates the steps of the bidding stage in
Liaw et al.’s scheme. In the following, we explain the
details of each step.

Step 1. The third party T uses bank A’s public key P4 to
compute Ep, [M1, B4, payment, deposit, y] and sends them
to bank A.

Step 2. Bank A decrypts them, and verifies y via H(y)
value from Web. If it holds, bank A transfers the payment of
deposit from bidder B’s account to the third party’s funds.

Step 3. After a successful transfer, bank A issues a de-
posit deducting certification Certq which is signed by bank
A. Afterward, bank A computes Ep,[Mi, Bia, Certq,y] and
sends them to bidder B.

Step 4. Bidder B can check y to validate the message,
then gets Bi4, and Certq, after B decrypts the message.

Step 5. For bidding the auction, bidder B computes
Ep,[M, Bia, Certq, price, y,r| and sends them to the third
party T. The price is the bidding price for this auction.

Step 6. The third party 7" decrypts them and checks
Certy of bidder B’s, price, and y. If they are valid, T can
validate this bidding message.

Step 7. T generates a sequence bidding number order
for this bidding, then computes Ep,[M1, Biq, order, price,
r] and sends them to bidder B for proving that 7" has re-
ceived the bidding price.

Bank A Auctioneer U

deposit, y)

Epy M1, Big, Certq,y]

Epy[M, Big, Certq, price,y, 7]

Epy[Mi, Big, order, price,r]

E Py [M,, order, price, z]

Fig.2. Bidding stage of Liaw et al.’s scheme.



256

J. Comput. Sci. & Technol., Mar. 2008, Vol.23, No.2

Web Third Party 7 Bank A Auctionner U Bidder B

Ssy (M1, Maz-p, order)

M, H(Ms, bill) Ep, M2, Bia, Maz-p,

z,z ® x, pay|

Epy, [M2, B4, Maz-p,

#®z,paid] |\, My, By, Maa-p,
> paid, bill]

Fig.3. Exchange of the product and the payment stage of Liaw et al.’s scheme.

Step 8. When the bidding is completed, the third party
T gets a maximum price Maz-p and then computes Ep,, [M1,
order, Maz-p, z] and sends them to auctioneer U.

Exchange of the Product and the Payment Stage

The steps of the exchange of the product and pay-
ment stage are illustrated in Fig.3. We use S (X) to
represent a digital signature with a secret key S, to sign
a plaintext X, and bill denotes a bill of lading for this
auction. We describe the details of each step as follows.

Step 1. When the winner and the selling price Max-p
are determined, the auctioneer U will sign[M:1, Maxz-p, or-
der] and publish Ss, (M1, Max-p, order), Ms, and H(Ma,
bill) on the auctioneer’s website. Here order is the winning
bidder order, and M> denotes a plaintext of this signature.

Step 2. The third party computes Ep, [Ma2, Bia, Maz-p,
x, z ® xz, pay], then sends them to bank A. Here, pay is a
payment request.

Step 3. Bank A decrypts the message and verifies z. If
it is valid, then the bank transfers money from the bidder’s
account to the auctioneer’s account. After transferring the
money, bank A computes Ep, [M2, Bia, Maz-p, z ® x, paid)
and sends them to auctioneer U.

Step 4. The auctioneer U first decrypts the message,
then checks the paid information. If it is correct, U com-
putes Epg[M2, Big, Maz-p, paid, bill] and sends them to the
winner.

Step 5. The winner can validate bill using computed
H (M2, bill) to compare with the published H (Ma, bill) on
Web. Note that bill can exchange the auction product, after
the winner is paid at the winning price.

2.2 Drawbacks of Liaw et al.’s Scheme

According to the above mentioned description, Liaw
et al. claimed that their scheme is secure and efficient.
However, we found out some security drawbacks in their
scheme as follows.

1) All bidders face an unfair risk in this scheme, if
the third party conspires with a malicious bidder to
cheat other bidders, it can allow the malicious bidder

to get an optimal selling price. As the third party T
can get all bidding prices before the auction time is up,
T can notify the malicious bidder to cast the optimal
selling price before the end of bidding stage. It is unfair
for other bidders.

2) In Step 7 of the bidding stage, an attacker can
make a message Ep, [Mi, B}, order’, price, r], for ex-
ample price’ and order’ are equal to Maz-p and order is
published on the Web, to claim that he/she is a valid
auction winner. The main reason for these drawbacks
is that the bidding receipt lacks the third party T’s
signature.

3) To avoid the third party cheating, the auction-
eer has to check the winner’s bidding receipt in the
exchange of the product and payment stage. Neverthe-
less, Liaw et al.’s scheme does not perform this check.
In addition, all bidding prices and related sequence
numbers must be published on the Web for bidders to
verify them. Therefore, in our scheme, we bring in these
checking procedures.

4) We find that the third party can know the bidder’s
payment data in the bidding stage, and bank A also
knows the bidder’s auction message M;. Thus, they
cannot protect the bidder’s privacy. Generally, elec-
tronic transactions must be separated into information
flow and financial flow to protect the user’s privacy!*®.

3 Proposed Scheme

In this section, we shall improve Liaw et al.’s scheme
to withstand these drawbacks. In addition, since the
symmetric encryption is 1000 times faster than the pub-
lic key encryption, we shall decrease the public key en-
cryption/decryption computations as much as possible
to improve efficiency. We describe our scheme in the
following five stages: the advertisement stage, the regis-
tration stage, the bidding stage, the opening stage, and
the exchange of the product and the payment stage.
In the proposed scheme, Fj(X) stands for a symmetric
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cryptosystem with a secret key k to encrypt a plaintext
X, and Dy(Y) stands for the same symmetric cryp-
tosystem with a secret key k to decrypt a ciphertext Y.
Moreover, Sg, (V) stands for a digital signature of the
plaintext Y using a secret key Sx. Assume that Web
belongs to the inside network of the third party 7" and it
also is protected by T'; hence their communications are
secure between T and Web. It allows the third party T'
to publish information, but others only can download
information.

3.1 Advertisement Stage

In this stage, auctioneer U computes Sg, (M,
H(bill)), and then broadcasts them and their plaintext
to everyone in the auction.

3.2 Registration Stage

In this stage, bidder B registers at the third party.
The steps of this stage are illustrated in Fig.4 and ex-
plained as follows.

Step 1. Bidder B chooses a nonce Np, and a temporary
key Kpg, then computes Signg = Ss (Binto, N, H(KB)),
Ex 5 (Binto, Ng, K, M1), and Ep,[KB]. B  sends
{SignB, EKB (Binfo, Ng,Kg, Ml), EPT [KB]} to the third
party T'.

Step 2. The third party T can get Kp using his/her
private key to decrypt Ep,[Kp], and then decrypts
EKB (Binfo, ]\/VB7 KB, Ml) using KB. T checks Binfo, NB,
H(KBg), and verifies the bidder B’s signature Signg. If they
are not valid, 7" may ask B to retransmit the registration
data. Otherwise, T' will accept B’s registration, and records
Kp and generates an identity B4 for the bidder B.

Step 3. The third party 7" will publish the specific auc-
tion information Mi, H(z), H(y), Y = ¢" mod P and a large
prime number P on Web, where k is a secret number, g is
a primitive root of P and its order is P — 1.

Step 4. The third party T computes Ex,(Mi, Ng +
1,x, Biq) and sends them to bidder B.

Step 5. Bidder B can compute Dg,(Ex,(Mi,Ng +
1,z, Biq)), then checks Ng +1 and compares H (z) with the
published H(z) on Web. If they are equal, the message can
be authenticated.

Bidder B Third Party T' Web

{Signg, Ex 5 (Binfo, NB,
Kp,M1), Ep.[KB|}

My, H(I)v H(y)v Y,pP

EPB [MlaNB + 1avaid]

Fig.4. Registration stage of the proposed scheme.

3.3 Bidding Stage

In this stage, we assume that the bidder must ob-
tain the bank’s deposit deduction certification before
she/he bids the auction. To protect the bidder’s pri-
vacy, the third party cannot ask the bank to perform a
deposit payment transfer. Fig.5 illustrates the steps of
this stage. We explain the steps of this stage as follows.

Bidder B Bank A Third Party T'

Ep,[Bid, payment, deposit]

Epg[Bid, Certg]

{Bid||(Mq, Certq, sealed—bid)”ssB (B4, sealed-bid)}

Eg (M1, Big, order,y)||Ss,.(Biq, order, sealed-bid)

Fig.5. Bidding stage of the proposed scheme.

Step 1. Bidder B computes Ep,[Bia, payment, deposil]
and sends them to the bank A.

Step 2. Bank A decrypts it, and then verifies B’s pay-
ment. If it passes, bank A will transfer a deposit payment
from B’s account to the third party 7’s account. If it is a
successful transfer, bank A signs a deposit deducting cer-
tification Certq, then computes Ep;[Bia, Certq] and sends
them to bidder B. Otherwise, bank A will ask bidder B to
retransmit the essential information.

Step 3. Bidder B can decrypt Epg[Bia, Certq] to get
Certq. If B wants to cast a bid price, B computes sealed-bid
= (Biaq|| bidding price) x Y™ mod P and Ss, (Biq, sealed-bid),
where r is a random number which is selected by the bid-
der B. Then, B computes Ex (M1, Certq, sealed-bid) and
sends {Biq|| (M, Certq, sealed-bid)||Ssy{Bia, sealed-bid)}
to T'.

Step 4. The third party T checks Certqy, and verifies
(Bia, sealed-bid) signature using B’s public key Pg.

Step 5. If they are valid, T generates an order num-
ber order and makes a signature Ss, (B4, order, sealed-
bid). Then T computes Ex (M1, Bia, order, y), and deliv-
ers {Exy (M, Bia, order, y)||Ssy{Bia, order, sealed-bid)}
to bidder B.

Step 6. Bidder B computes Dx (Ex (M1, Big, order,
y)), then verifies H(y) and Ss, (Bia, order, sealed-bid). If
they are valid, B stores Ss,(Biq, order, sealed-bid) as a
bidding receipt.

3.4 Opening Stage

Since sealed-bids must be publicly opened and com-
pared, our scheme adds the opening stage. Fig.6 illus-
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trates the data flow of this stage, and we explain these
steps as follows.

Step 1. The third party T collects all order’s, and the re-
lated sealed-bid’s to sign a signature, Ss.. (¥ order;||V sealed-

bid;|| Time), where Time is a timestamp.

Step 2. After bidder B sees the web publishing mes-
sage, B verifies the signature. If it is valid, B com-
putes R = ¢" mod P, and Exkg(order,R), and sends
{Bid||Exy(order, R)} to the third party T'.

Step 3. The third party T' decrypts the data, then com-
putes each (Big4|| bidding price) = sealed-bid x (R")™* mod
P. If B4 is recovered, then T' gets the bidder B’s bidding
price. Otherwise, T' sends a fault message to ask B to re-
transmit data. If the bidder does not deliver the related
data within the deadline, then T takes the bidder to waive
his/her bidding right.

Step 4. T can compare these bidding prices and get a
maximum price Maz-p. T publishes all order’s, the related
(R¥)™" mod P, the wining order W-order and Maz-p on
Web.

Bidder B Third Party T’ Web
(all order’s and sealed-bid’s),

S5, (V order;||V sealed-bid;|| Time)
K3 K3

Bi4||Ek g (order,
Rmod P)

(all order’s and (R*)~1’s),
(M1, Maz-p, W-order)

Fig.6. Opening stage of the proposed scheme.

3.5 Exchange of the Product and the Payment
Stage

We present the exchange of the product and pay-
ment stage of our scheme in Fig.7. We describe the
steps as follows.

Bidder B

Ep,[Mi, Biq, Maz-p, pay]J

[
Ep, [M1,Ss,(Biq, order, sealed-bid)]

Bank A Auctioneer U

EPU [Ml ) Bid7 Ma'x'pv
paid]

Epg[Ms, Big, Maz-p, paid, bill]

Fig.7. Exchange of the product and the payment stage of our

scheme.

Step 1. The winner B uses bank A’s public key Pa to
compute Ep, [M1, Big, Maz-p, pay] and then sends them to
the bank A for paying the auction. Here pay is a payment
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request information.

Step 2. According to the decrypted message, bank A
transfers money from the B’s account to the auctioneer’s
account. After transferring, bank A computes Ep, [M1, B4,
Maz-p, paid] and sends them to auctioneer U.

Step 3. The winner B computes Ep, [M1, Ssy(Bid, or-
der, sealed-bid)] and sends the message to auctioneer U.

Step 4. When auctioneer U collects Step 2 and Step 3
messages, it then performs a tripartite check for the win-
ner’s bid receipt validation, and order of the bid receipt and
payment status are as follows.

1) U decrypts message of Step 2, and verifies the bid
receipt’s signature using the third party 71’s public key.

2) If the signature is valid, then U checks whether the
order of Step 2 is equal to the wining W-order. If they are
equal, U can confirm the bidder B is the winner.

3) U verifies the payment information paid. If it passes,
auctioneer U can make sure that bidder B has paid the sell-
ing price for this auction. Otherwise, the bidder will not
pass these checks; auctioneer U must reject the bidder B.

Step 5. After auctioneer U confirms the tripartite check,
U computes Epg[M2, Bia, price, paid, bill] and sends them
to B.

Step 6. Winner B can verify bill using H(bill) to com-
pare with the broadcasted value in the advertisement stage.

4 Security Analysis

In the following, we first define the protocol par-
ticipants, oracle states and oracle queries, respectively.
Then we evaluate the security of the sealed-bid and
the E-auction protocol, and construct the probability
Pr[So] from Pr[S;], Pr[Sz] and Pr[Ss].

Protocol Participants:

Each E-auction protocol includes one auctioneer, one
third party and many bidders. An E-auction bidder
may have many instances, called oracles, involved in
distinct concurrent executions of the E-auction proto-
col. We denotes instance i of a bidder B as ITj.

Oracle States:

An oracle has two oracle states in the E-auction pro-
tocol, they are accepting and terminating. An oracle
can be accepted when it has enough information to com-
pute the encrypted key 6 = ¢gF" for a sealed-bid. An
oracle IT5 can be accepted once at any time in a single
execution. We denote the fact that IT}; accepts a en-
crypted key r; by ACC(II;) = TRUE. Note that even
if IT5 accepted an encrypted key r;, it may not ter-
minate because an oracle normally terminates when it
sends/receives the last message of the E-auction proto-
col. Furthermore, it also terminates when receiving an
invalid message or missing an excepted message. Once
an oracle terminates, it will not send or receive any mes-
sage. We denote the fact that an oracle IT} terminated
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by TERM (I1}) = TRUE.

Oracle Queries:

Let A be an adversary attacking the E-auction pro-
tocol. The following oracle queries model the capabili-
ties of A.

e Send(II5, M): this query models A controlling all
communications in the E-auction protocol. The adver-
sary A sends a message M to an oracle I}, then I}
performs necessary computations according to the E-
auction protocol, and sends back the response message.
The adversary A can initiate an execution of the E-
auction protocol by sending a query Send(Il};,“start”)
to a user oracle I5.

e H(M): this query allows an adversary A accessing
to the maptofield oracle H, H : {0,1}* « {0,1}*. If
the input string M has not been asked, it generates a
random number g and returns p to A. Otherwise, it
looks up the H-table to find the record (M, u') and re-
turns the number p’ to A. H-table is a record set used
to store all previous H(M) queries.

e Test(II}): this query measures the semantic secu-
rity of the encrypted key r;. Upon receiving this query,
the oracle IT} flips an unbiased coin b. If b = 1, it re-
turns the encryption key r; to A. Otherwise, it returns
a random string to A.

The Sealed-Bid Security

In an execution of the E-auction protocol, we say
the adversary A breaks the sealed-bid security of the
E-auction protocol if A asks a single Test query to an
oracle IT};, and correctly guesses the bit b, which is se-
lected by II}; in the Test query. When A terminates, it
outputs a bit b’. We say that A wins the game if b = b'.
Since A can trivially win with probability 1/2, we define
A’s advantage by Advy*(A) =2 x Pr[b =] — 1. The
E-auction protocol is E-auction-secure if Advy"(A) is
negligible.

Security Proof of the E-Auction Protocol

We present a theorem to evaluate the sealed-bid se-
curity of the E-auction protocol. The theorem shows
that if the discrete logarithms problem is hard, then
an adversary who has the ability to perform the ora-
cle queries (Send, H) does not have any advantage to
obtain an encrypted key from the E-auction protocol.
The theorem is described as follows:

Theorem 4.1. Let Adv" be the advantage that
an adversary A breaks the sealed-bid security of the E-
auction protocol within time t. Let 3 be the bit string
size of modular P of all sealed-bids. Assume A breaks
the sealed-bid security of the E-auction protocol by run-
ning qse Send queries, and g, H queries. Then we have:

AdvE' (¢, gse, an) < gse - AdvE™ (W) +qp - 277

Proof. Let Sy be the event that the adversary A
breaks the sealed-bid security of the E-auction proto-
col. Let S7 be the event that A breaks the encrypted
key 6 security of the E-auction protocol, S3 be the event
that A breaks the sealed-bid security of the E-auction
protocol by forging the legitimate bidder’s signature,
and S3 be the event that A breaks the H(bill) security
of the E-auction protocol. Then, we have:

Pr(So] = Pr[S1] + Pr[S2] + Pr[Ss].

In the following, we construct the probability Pr[So]
from Pr[S1], Pr[S2] and Pr[Ss].

The Probability Pr[S1]: a probabilistic algorithm
w is said to (¢,€)-break CDH in a group G, if on
input (g,p,q) and (g% ¢°) and after running in at
most t steps, w computes the Diffie-Hellman function,
DH (9% ¢°) = g®°, with probability at least €, where
the probability is over the coins of w and (a,b) chosen
uniformly from Z;, x Z,. We say that group G, is a
(t,€)-CDH group if no algorithm (¢, €)-breaks CDH in
Ggp-

w receives (g, P,g*,g") as an input, then w selects
a random number i € [1,¢s]. Then, w starts run-
ning A as a subroutine and answers the oracle queries
made by A. If A asks Send(II; “start’ at the i-th
Send query, w sets m; = Sealed-bid/(Y)~* mod P and
returns the first message flow of the E-auction proto-
col to A, where Y = ¢g¥ mod P. Later, when A asks
Send (11}, (Bja,mi)), w checks whether message m; in-
cludes B;4. If it holds, w can correctly break = g*
mod P.

The probability that w correctly guesses the moment
at which A breaks the 6 security is equivalent to the
probability that correctly guesses the value ¢, denoted
by 6. Thus, we have

5>i

> .
Qse
We know that the probability that w breaks CDH
assumption!'9 is equivalent to the probability that A
breaks the 0 security multiplied by the probability that
w correctly guesses the moment at which A breaks the
sealed bid security.

Advé™(w) = &' = Pr[Sy] - i
Gse

Therefore,

Pr(S1] < gse - Adv§™(w). (1)
Let T, be the time to generate a random number in
GF(P). Let T, be the time to perform a long exponen-
tiation in Gy, p. In each execution of the E-auction pro-
tocol, w will generate a random number r and compute
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one long exponentiation in G, p. Thus, the running
time of w is:

t/gqse'Tr""qse'Te'i_t-

The Probability Pr|S2]: in 1993, Bellare and Ro-
gaway proposed a random oracle model'” of signa-
ture. They defined a digital signature scheme is a triple
(I, Sign, Verify) of polynomial algorithms. (PK, SK)
are a pair of matching public and secret keys. The
signature o «— SignR(SK ,m) is a algorithm for sign-
ing m; and the verify algorithm Verify” (PK,m,o) €
{0,1} to check whether o is the signature of m. It
must be the case that Verify”(PK,m,o) = 1 for all
o € [Sign®(SK,m)]. An adversary has a polynomial-
time algorithm F' with access to R and a signing ora-
cle. The output of F'is a pair (m, o) such that m was
not queried of the signing oracle. They defined and
proposed a formal proof about the signature scheme is
secure if for every adversary F' the function

e(k) = Pr[R « 2°°;(PK, SK) « I'(1%); (m, o)

— PRSI (SK) (PR« Verity®(PK,m, ) = 1]
(2)

is negligible, that I' is a trapdoor permutation genera-
tor. Therefore, we can directly quote from their result
to infer Pr[Ss] is negligible.

The Probability Pr[Ss]: since the one-way func-
tion H is regarded as a random oracle, we define
H: {0,1}* « {0,1}*°. If A knows the H(bill) cor-
responded to the i-th Send query, A must ask an
H(bill;) query which is recorded in the H-table such
that H(bill) = H(bill). Thus, A successfully derives
bill = bill; with a probability at most g - 27%. There-
fore,

PriSs] < gn- 27 (3)

By (1)~(3), we have

Adv*(A) = Pr[So]
= Pr[S1] + Pr[Sz2] + Pr[Ss]
< Qse Advgdh(w) +qn-27%

5 Discussions

First, we shall show whether the proposed scheme
satisfies the mentioned electronic auction requirements
in Subsection 5.1. Then, we shall demonstrate extra
security properties in Subsection 5.2. In addition, the
efficiency of the proposed scheme is discussed in Sub-
section 5.3.
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5.1 Requirements Evaluation

1) Anonymity

All bidders cast bids are encrypted with a session
key according to Step 1 of the registration stage, no
one can gain access to other bidder’s information, ex-
cept the third party 7. In addition, only the third
party T stores the bidder’s information, therefore, it
can maintain anonymity in the auction, even after the
bid is opened.

2) Public Verifiability

All biding prices can be publicly verified to prevent
the third party T cheating bidders and performing a
conspiracy with a malicious bidder. In our scheme, all
order’s and sealed-bid’s are signed before the opening
stage, since the third party T signs a signature Sg,. (all
order’s and sealed-bid’s, Time) and publishes them on
Web, that can provide public verifiability. In addition,
all bidding prices can be publicly recovered, because
the third party T publishes each decrypted parameter
(R*¥)~! which can derive at the original bidding price
using (B4 | bidding price) = sealed-bid x (R¥)~ mod P.
Therefore, we can make sure that our scheme provides
a public verifiability for each bidding price.

3) Non-Repudiation

(1) The property of non-repudiation is that neither
the bidder can deny having cast a bid nor the third
party 7' can deny having gained access to the bid infor-
mation. In our scheme, no bidder can deny having cast
a bid, because only bidder B can use the secret key
Sp to sign the bid information Sg, (B4, sealed-bid).
Therefore, we can make sure that any bidder cannot
deny having signed the bid information.

(2) The third party T cannot deny that he/she has
got the bid information from the bidder, because the
third party T must sign a bid receipt Sg,. (B4, or-
der, sealed-bid), and reply to the bidded bidder, after T
has received the bid information. Only the third party
T has the secret key St to compute Sg,. (B4, order,
sealed-bid). Thus, the third party T cannot deny hav-
ing received the bid information.

4) Traceability

After T compares all the recovered bidding prices
and gets a maximum price Max-p, T then publishes the
winning W-order and Maz-p on the Web. Since each
bidder has got a bid receipt, he/she can check whether
the order number of his/her bid receipt is equal to W-
order. Furthermore, because all order’s, sealed-bid’s,
and decrypted parameters are published on the website
which provides anyone to compare each order and the
related bidding price, so the winner can be easily traced
when the auction is complete.
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5) Accountability of the Bidder

The third party T" can verify each bid by checking its
signature Ss, (Biq, sealed-bid) in the bidding stage. In
the following, T can recover each bidding price through
(Biq || bidding price) = sealed-bid x(R¥)~! mod P in
the opening stage. We can make sure that T verifies
each bid to satisfy accountability.

6) Unforgeability
An attacker may try to forge a sealed-bid, a bid re-

ceipt and a bill of lading bill. We will show that all
attacks fail in our scheme.

(1) Without bidder B’s secret key Sp, no one can
forge bidder B to construct the sealed-bid signature
Ssp(Bid, sealed-bid). Thus, only the bidder B can cast
the sealed-bid of his own.

(2) No one can forge a valid bid receipt Sg, (Bid, or-
der, sealed-bid) of the bid, because only the third party
T can sign it in the bidding stage. However this draw-
back exists in Liaw et al.’s scheme. In their scheme, the
third party T" has not signed the bid receipt, hence, the
bid receipt can easily be forged.

(3) The bill of lading bill cannot be forged, since
the auctioneer U broadcasted the message Sg, (M,
H(bill)) in the advertisement stage. Only U has the
secret key Sy to generate this signature and bill is pro-
tected by a one-way hash function.

7) Fairness

To achieve the auction fairness, our scheme can pre-
vent both the third party 7" cheating and bidders cheat-
ing. Moreover, T" also cannot conspire with any bidder
to get a cheating bidding price. We show that all at-
tacks fail as follows.

(1) Since all order’s, the related sealed-bid’s, and
their signature Sg,. (all order’s and sealed-bid’s, Time)
are published by the third party T when the opening
stage is beginning, the third party T cannot cheat bid-
ders to alter published data. In addition, all sealed-bids
can be opened by the third party T' and each auction
bidder, because they can compute each (Bq || bidding
price) = sealed-bid x (R¥)~! mod P to recover each or-
der’s bidding price. Hence, the third party 7' cannot
cheat the auction bidders to change the winner.

(2) If a malicious bidder sends a wrong number
R’ # ¢" mod P to make a fake bidding price which is
different from the original, it will fail and be discovered
by the third party 7', because the original sealed-bid is
generated from sealed-bid = (B4 || bidding price) x Y™
mod P.

We can derive (Byq || bidding price) = sealed-bidx
(RF)=! mod P.

If the third party computes

sealed-bid x ((R')*)™' mod P = (B,q || bidding price)
xY" x (R)*)"'mod P,

then the result will not recover the valid B;4; value.
Therefore, the third party can easily find the bidder
cheating.

(3) Without each bidder’s decrypted parameter
(RF)~! mod P, the third party T cannot open the
sealed-bid, before the opening stage. In addition, all
bidders will not provide their decrypted parameters,
before the third party T publishes all order’s, the re-
lated sealed-bid’s, and their signature Sg, (all order’s
and sealed-bid’s, Time). T can neither get all bidding
prices to derive maximum price Maz-p in the bidding
stage, nor alters published messages; therefore, T’s con-
spiracy with any bidder to cast a cheating bidding price
will fail.

8) Privacy

In our scheme, we separate the auction transaction
into the data flow and financial flow such that the third
party does not understand the bidder’s payment infor-
mation. The bidder sends Ep,[Bi4, payment, deposit]
to request the bank A to transfer a deposit to the third
party T. Afterward, the bidder can receive a message
Ep,|Bid, Certq], where Certy is a deposit deducting
certification which can be verified by the third party
T in the bidding stage. Hence, the bidder’s payment
information will not be sent to the third party or the
auctioneer to preserve the bidder’s privacy.

9) Confidentiality

(1) Each bid can keep secret in the bidding stage.
The attacker cannot derive the bidding price without
the decrypted parameter (R¥)~! mod P, since sealed-
bid = (Ba|| bidding price) x Y™ mod P. Its security is
based on brute force search to find only Y in GF(P).
In addition, each bidder generates the bid signature
Ssp(Bid, sealed-bid), that can be verified by the third
party T to keep integrity.

(2) Since T computes {Eg,(Mi,Big, order,
Y) || Ssy (Bia, order, sealed-bid)} and sends them to the
bidder, each order is encrypted by the session key Kp
and signed by the third party T’s secret key S, that
can achieve confidentiality of each order.

10) Low Overhead Cost

In our scheme, the bidder uses a symmetric key en-
cryption instead of a public key encryption to decrease
the bidding computation and lightens the third party’s
and the bidder’s burden. We will analyze the efficiency
in Subsection 5.3.
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5.2 Extra Security Considerations

In our scheme, some extra security can successfully
defend against the possible attacks. We explain them
as follows.

1) Eavesdropping Attack

If attacker Alice attempts to eavesdrop on the net-
work for her profits, she will gain nothing. Because the
session Kp is encrypted and signed by the bidder, it
uses the PKCS#7 standard'8! to encapsulate content.

2) Replay Attack

If attacker Alice grabbed and interrupted a
valid bidder’s registration information {Signgp =
Ssp  (Binto, N, H(KB)), Eky(Binto, N, Kp, M),
Ep.[Kgp]}, and then retransmits to the third party
T to impersonate the bidder B for registration that
will not work. Alice cannot derive B;4 from Ef, (M,
Np + 1,2, B;g) of the response message by T, because
the session key Kp is unknown for Alice.

In the same way, Alice cannot employ a replay at-
tack to impersonate the third party T or the auctioneer
U without the session key K p or the auctioneer’s secret
key SU.

3) Impersonation Attack

(1) No one can impersonate bidder B, because the
bidder signed his/her session Kp and his/her bidding
price in the registration stage and the bidding stage re-
spectively. When the bidder asks bank A to transfer
money for the deposit or Max-p, only the valid bidder
can provide his/her own payment information and au-
thorization code.

(2) The auctioneer U cannot be impersonated, since
only U has the secret key Sy to sign the H(bill) in the
broadcasted message Sg,, (M7, H(bill)). Moreover, only
U can issue a legal bill for the winner, who can compute
H(bill) to compare with the hash value in the adver-
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tisement stage. It is clear to make sure the validation
of bill.

(3) In our scheme, the third party T signed the re-
ceipt Ss,(Bid, sealed-bid) of the bid in the bidding
stage, and all published sealed-bids Sg,.(all order’s and
sealed-bid’s, Time). Hence, no one can impersonate the
third party T to sign this data.

4) Web Data Security

In our scheme, only the third party T' can publish
information on Web to guarantee data security of Web;
however Liaw et al.’s protocol permits the third party
T and the auctioneer U to bulletin information on Web.
Therefore, Web must increase extra authentication pro-
cedures; otherwise it may suffer from some forged at-
tacks.

5.3 Efficiency

According to Table 11'92) we can estimate an ac-
count of a symmetric key encryption (DES functions)
are about 1000 times faster than an asymmetric key en-
cryption (RSA) in speed. Therefore, our scheme adopts
symmetric encryption/decryption for maintaining mes-
sage confidentiality instead of public key cryptosystem
computations in the bidding stage. Moreover, to solve
the cheating problem, we take into account the opening
stage, such that all bidding prices can be decrypted in
the opening stage to enhance fairness.

Table 1. Comparisons of the Computation Speed

Operation Number of Operations

per Second
Public Key Signature (1024 Bits RSA) 2
Symmetric Key Encryption (DES) 2000

One Way Hash Function (MD5/SHA) 20000

Table 2. Numbers of Different Computation Comparisons of Related Work

Stage Liaw et al’s Scheme Chang and Chang’s Scheme Hwang’s Scheme Proposed Scheme

Advertisement Stage NnT exp 0 3nTexp NT exp + nTh

Registration Stage 2nTexp + 5nT, 12nTexp 0 2nTexp + 2nTsym
+3nTy

Bidding Stage 51T exp 3nTexp +n-Th 10n - Texp +4n - Txor 4nTexp + nTmm

Opening Stage 0 2nTexp +nTh/2 0 nTexp + 21 - Tsym
+nTmm

Exchange of the Product  4Texp + 2T%or 0 5nT exp 3Texp + Tsym

and the Payment Stage
Total (8n + 4)Texp +5nTy  17TnTexp + 3nTy/2 18nTexp +4n - Txor (81 4 3)Texp + 4nTy
+2T%or +(4n 4+ D) Tsym + nTmm

Note: n — the number of bids in an auction; Texp — the time that computes an exponential operation; T}, — the time that computes
a one way hash function; Tsym — the time that computes a symmetric key encryption; Tmm — the time that computes a modular
multiplication; Ty — the time that calculates an eXclusive OR operation.
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For obviously illustrating computation complexity
comparisons, we survey Chang and Chang’s scheme!*,
Hwang et al’s schemel®’ and Liaw et al.’s scheme!” to
compare the number of computation with that of our
scheme. We show the complexity comparisons in Table
2.

Liaw et al.’s scheme does not take into consideration
the opening stage; however we think that it is an essen-
tial stage to prevent cheating. According to Table 2,
we can observe that our scheme’s total numbers of ex-
ponential computations are less than those of the rest
of three schemes, even if it is included in the opening
stage. The third party increases a modular multiplica-
tion to get the bidding price for each bid in the opening
stage, but it is necessary to prevent a conspiracy attack
between the third party and a malicious bidder.

Our scheme has more symmetric key computations
than the others, but the symmetric key computation
uses shift and substitution computations, which can be
1000 times faster than the exponential computation.
Hence, symmetric key computations can be negligible
in entire E-auction protocol. Our scheme computations
are still lighter than those of the others.

6 Conclusions

In this paper, we proposed a secure sealed-bid elec-
tronic auction scheme with fairness, security and ef-
ficiency. Meanwhile, we also proposed a formal proof
with random oracles. It can satisfy the previously men-
tioned auction requirements; meanwhile, the computa-
tion load of our scheme is better than that of the other
three famous E-auction schemes. Furthermore, we do
not only overcome some security drawbacks in Liaw et
al.’s scheme, but also provide fairness. It also can be
implemented in government procurement auction, only
to modify in the last stage in the auction. Therefore,
we can say that our scheme provides better functional-
ity and efliciency than before. However, it is still hard
to propose a formal proof in standard model accord-
ing to our scheme. Therefore, our future work is to
integrate ID-based encryption??! and propose a formal
proof available to achieve semantic security (i.e., secu-
rity against chosen-plaintext attacks) in the standard
model.
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