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Abstract

We review the constructions of two main kinds of generalized cyclotomic binary sequences with length pg (the

product with two distinct primes). One is the White-generalized cyclotomic sequences, the other is the Ding-Helleseth(DH,
for short)-generalized cyclotomic sequences. We present some new pseudo-random properties of DH-generalized cyclotomic
sequences using the theory of character sums instead of the theory of cyclotomy, which is a conventional method for

investigating generalized cyclotomic sequences.

Keywords

1 Introduction

Let m be a positive integer. We identify Z,,, the
residue ring modulo m, with the set {0,1,...,m — 1}
and we denote by Z, the unit group of Z,,. A partition
{Do,D1,...,Dgq_1} of Z7, is a family of sets with

d—1
D;ND; =0 for i#j; an:UDi.
1=0

If Dy is a multiplicative subgroup of Z, and there exist
elements g1, ..., gq—1 of Z}, such that D; = g; D, for all
i € [1,d — 1], then the D;’s are called classical cyclo-
tomic classes of order d when m is prime and generalized
cyclotomic classes of order d when m is composite.
Using classical cyclotomic classes and generalized cy-
clotomic classes to construct binary sequences, which
are called classical cyclotomic sequences and general-
ized cyclotomic sequences respectively, is an important
method for sequence design. The distinguished work
is due to Whiteman and Ding et al.l'~6 There are
different kinds of classical/generalized cyclotomic se-
quences and most of them have quite good random-
ness properties, which make them significant in crypto-
graphic applications. For example, the most important
classical cyclotomic sequence is the Legendre sequence,
which has ideal periodic and aperiodic autocorrelation

stream cipher, generalized cyclotomic sequence, pseudo-random binary sequence, character sum, correlation

functions and exhibits large linear complexity!”8l. A
new kind of generalized cyclotomic sequences with re-
spect to p{'...p;* was introduced in [4].

This paper contributes to the generalized cyclotomic
sequences with respect to pg, the product with two dif-
ferent prime numbers.

Let p and ¢ be two distinct primes with ged(p —
1,¢g—1)=dand e = (p—1)(¢ — 1)/d. By the Chinese
Remainder Theorem there exists a common primitive
root g of both p and ¢q. There also exists an integer x
satisfying

=g (modp), z=1 (mod q).
Below we always fix the definitions of g and z. Since
g is a primitive root of both p and ¢, by the Chinese
Remainder Theorem again

ordy,(g) =lem(ord,(g), ordy(g))
=lem(p—1,g—1) =e,

where ord,,(g) denotes the multiplicative order of g
modulo m.
So we have

Z:, ={g°z" (mod pq)|s=0,1,...,e 1,
i=0,1,...,d—1}.
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There are two different generalized cyclotomic classes
over Zy,, one is called Whiteman-generalized cyclotomic
classes, the other is called Ding-Helleseth-generalized
cyclotomic classes (DH-generalized cyclotomic classes,
for short). Both generalized cyclotomic classes are
used for designing binary sequences, which are called
Whiteman-generalized cyclotomic sequences and DH-
generalized cyclotomic sequences. See below the de-
tails.

We conclude this section with the definitions of
two important pseudo random measures, introduced by
Mauduit and Sarkézy!®!, for finite binary sequences. We
introduce these notlons below with a slight modifica-
tion.

For a finite binary sequence of length N (for any
N eN)

Sy = {817827. . .,SN} S {O, 1}N.

The well-distribution measure of Sy is defined as

where the maximum is taken over all a,b,t such that
a,b,t € Nand 1 < a < a+ (t —1)b < N, while the
correlation measure of order k of Sy is defined as

M
C (SN — max‘ § Sn+d1+3n+d2+'“+5n+dk ,

where the maximum is taken over all D = (dy, ..., dx)
with non-negative integers 0 < dy < -+ < dg and M
such that M + d; < N.

SN is considered as a “good” pseudo-random se-
quence, if both W(Sy) and Ci(Sy) (at least for small
k) are “small” in terms of N (in particular, both are
o(N) as N — o0). The Legendre sequence forms
a “good” pseudo-random sequencel®. Many other
“good” binary sequences were designed in the litera-
ture, see for examplelt0—13],

2 Constructions of Generalized Cyclotomic
Sequences

In this section, we will introduce two main gener-
alized cyclotomic sequences of length pg. One is the
Whiteman-generalized cyclotomic sequences, the other
is the DH-generalized cyclotomic sequences.

J. Comput. Sci. & Technol., Sept. 2008, Vol.23, No.5

2.1 Whiteman-Generalized Cyclotomic
Sequences

The Whiteman-generalized cyclotomic classes of or-
der d with respect to pgq are defined by

D; ={g°a"

where ¢ = 0,1,...

(mod pg)ls =0,1,...,e — 1},

,d —1. D;’s give a partition of Z_,

ie.,
d—1
=|JDi, DinD; =0 fori#j.
i=0
Now set
R = {O}v
Q= {quq""v(p_ 1)(]}7
P={p,2p,....,(¢—1)p}
We also set
d d
5—1 5—1
Co=RUQU( U Dx), Ci=PU( | Dain),
i=0 i=0
%*1 d—1

CoozRUQU( U Di)>

=0

It is easy to see that

qu:COUCl, Coﬂclzq)

and

Zpg = CooUCr1, CooNCry = 0.

Clearly, if d > 2, Cy 75 Coo and C1 75 C1;.

Now we introduce two kinds of Whiteman-
generalized cyclotomic sequences of order d, the name
comes from the use of Whiteman-generalized cyclo-
tomic classes.

Definition 1. The Whiteman-generalized cyclo-
tomic sequence S = {sg,51,..., Spg—1} of order d and
of length pq, which is called W-GCS-1, is defined by

{ 0, if
S = .
1, if
Another Whiteman-generalized cyclotomic sequence

T = {to,t1,...,tpq—1} of order d and of length pq,
which is called W-GCS-II, is defined by

{0, if
ti =
1, if

)

iECo;
i€ (1.

1€ CO();
1€ Cqq.
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It is easy to see that W-GCS-I can be expressed as

1, if ieP;
0, if i€ QUR;
RGO
S i ey,

for 0 < @ < pg — 1, where (<) denotes the Legendre
symbol. So we deduce

-1, if i€ P
(5) (6), if ¢ c qu;

for 0 < i < pg— 1. W-GCS-I is also known as Jacobi
sequencel'

W-GCS-I has several good randomness properties.
All these results make it significant in cryptographic
applications.

When d = 2 (W-GCS-I and W-GCS-II are the
same), exact formulas for the linear complexity have
been determined in [3] and the (periodic) autocorrela-
tion values have been determined by the generalized cy-
clotomic numbers in [5]. The linear complexity takes on
oneof pg—1, (p—1)g, (p—1)(¢—1), (pa+p+q—3)/2,
(p—1)(¢ —1)/2 and (p — 1)(q + 1)/2, depending on
the values of p mod 8 and ¢ mod 8. The autocorrela-
tion is at most five-valued depending on the parity of
(p—1)(qg—1)/4

Using similar methods, exact formulas for the linear
complexity and the (periodic) autocorrelation values of
W-GCS-I and W-GCS-II have been determined in [15,
16] when d = 4. Results indicate that both sequences
have low autocorrelation and high linear complexity.

Many other properties (for the case of d = 2), such as
pattern distributions of length 2, aperiodic autocorre-
lation and linear complexity profile, have been also de-
termined in [5, 17]. In particular, for any order d(> 2),
exact formulas for the periodic autocorrelation values
have been computed by the theory of character sums
in [17]. A trace representation of W-GCS-I has been
presented in [14].

Similarly, W-GCS-1II also can be described with mul-
tiplicative characters of Z; . For any positive integer
m > 1, a group homomorphism

Xt Loy — C}

is called a multiplicative character modulo m, where Cj
is the multiplicative group of complex numbers of abso-
lute value 1. A character with x(u) = 1 for any u € Z7,
is called the principal character and denoted by xo = 1.

ZEZ is denoted by the set of all multiplicative characters
of Z7,.
The exponential sums enter into our problem by
means of the following well known basic identity.
Lemma 118, Let #7Z* denote the cardinality of

Z/j\n. For any element u € Z7,,

qo it w1
> = {

~ ¥, otherwise.
XEZ},

And for any character y € Zj*;:,

ZX(U)Z{O if X # Xxo;

)
» .
wezn, #ZF,, otherwise.

We note that Z;, and Z%;‘\n in Lemma 1 can be replaced
by any subgroups of Z, and Zﬁ, respectively.

Now from the construction of W-GCS-II and by
Lemma 1, one can deduce

-1, if ieP;
1, if icQUR;
_ 1\t — d
( 1) 9 571 ‘
S0 > Xx(a)), if i€z,
j=0 xeG*

WhereG:{XGmex(gl):1,l=071,...7e—1} is a

—

cyclic subgroup of multiplicative characters group Z3 ,
G" =G\ {xo}.

Using certain exponential sums, we estimate the
well-distribution measure and the correlation measure
of order k& of W-GCS-II in [19]. We prove below that
the upper bounds of both measures are very close to
that of “truly” random sequences.

Proposition 19, Let T = {to,t1,...,tpg-1} be
the W-generalized cyclotomic sequence of order d de-
fined as in Definition 1. Then the well-distribution
measure of T satisfies

11
W(T) < 36p2q2log(pg)log(l+d)+p+q+1
and the correlation measure of order k (small) of T
satisfies

11
Ce(T) < 9k4kp2 g2 logk(l +d)log(pq) + k(p+ g+ 1).

2.2 DH-Generalized Cyclotomic Sequences

The DH-generalized cyclotomic classes of order d
with respect to pg are defined by
e

D} = {gds+jxl (mod pq)|s =0,1,..., i 1,



846

1=0,1,...,d~1},
where j =0,1,...,d—1. (See [4] for the general case).
Clearly,

d—1
Z:,=\JDj, DinD; =0 for i#j.
j=0

Let P,Q, R be defined as in Subsection 2.1. Define

d_ d
) :RUQU(QulD’zj)7 Cl=PU (2U1D’2j+1),
j=0 j=0
%*1 d—1
OéO:RUQU<jL_JOD;>, cglzpu('U D;).

[\SJIsH

j=

Then C{,C{ and C}, C{; give a partition of Zy,, re-
spectively, that is,

Ly =CHUCT, CoNCL =10

and
Zpg = Cyo U CHy, CooNCry = 0.

Clearly, if d > 2, Cf, # Cl, and C7 # C1;.

Below we define the DH-generalized cyclotomic se-
quences of order d, the name comes from the use of
DH-generalized cyclotomic classes.

Definition 2. The DH-generalized cyclotomic se-
quence U = {ug, u1, ..., Upg—1} of order d and of length
pq, which is called DH-GCS-I, is defined by

0, if i€l
R Ty

Another DH-generalized cyclotomic sequence V =
{vo,v1,...,0pg—1} of order d and of length pg, which
is called DH-GCS-II, is defined by

G
v; =
L,

Like W-GCS-I and W-GCS-II in Definition 1, DH-GCS-
I and DH-GCS-II also can be described by virtue of
multiplicative characters of Z.

According to the construction of DH-GCS-I, we de-
duce

if e Chp;
it e,

-1, if iePp;
1, if i€QUR,;

(é) it ie 2
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When d = 2, exact formulas for the linear complexity
and the (periodic) autocorrelation values of DH-GCS-I
have been presented in [20, 21]. The linear complexity
takes on one of pg — 1, (¢ — 1)p, (pg—p+¢q—1)/2 and
(pq+p+q—3)/2, depending on the value ¢ mod 8. The
sequence is cryptographically attractive as far as linear
complexity is concerned. The autocorrelation is four-
valued or six-valued, depending on the value ¢ mod 4,
while one of the autocorrelation values is “large”. So
these sequences are not fit for some special applications,
such as radar systems, spread-spectrum communication
systems and CDMA systems.

Let H = (g%) be a subgroup of Zy, generated by g<.

—

Let A= {x € Z;,|x(h) =1, for all h € H}. Obviously,
A is a subgroup of Zg with cardinality #.A4 = d? by
[18, Theorem 5.6]. Let A* = A\ {xo}. It is easy to see
that for any x € A, there exist x, € Z; and x, € Z;
such that x = xpxg with x;‘f =1 and Xg = 1, where
Xpezgiandxqeza

According to the construction of DH-GCS-II and by
Lemma 1, for any 0 < ¢ < pg — 1 with ged(i,pq) = 1,
we have

if ieCy.

2 2
> Y wntaa) = {

have
d
-1 A — if e Chp;
d e .
5 if ieCy.

So, we deduce

-1, it ieP;

1 if icQUR;

d

g d-1 31 .
—1)Vi =
(-1 = X (1)

1=0 j=0
> x()x(g2'), if i€ Zy,;
XEA*

for 0 <i<pg—1.

We present two pseudorandom measures for DH-
GCS-1II in the following section.
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3 Pseudorandom Measures for
DH-Generalized Cyclotomic Sequences

Theorem 1. Suppose V = {vo,v1,...,Upq—1} s the
DH-generalized cyclotomic sequence of order d defined
as in Definition 2. Then the well-distribution measure
of V satisfies:

1
W (V) < 36pq2 log(q)log(1+d)+p+q—1.

Theorem 2. Suppose V = {vg,v1,...,Upq—1} is the
DH-generalized cyclotomic sequence of order d defined
as in Definition 2. Then the correlation measure of or-
der k (small) of V holds:

Cr(V) < 9k4Fpg'/? log(q) logk(l +d)+k(p+qg-—1).

In order to prove Theorems 1 and 2, we need the
following statements. -

We recall that A = {x € Z; [x(h) = 1, for all,
h e H} and A* = A\ {xo}. For any x € A, there exist
Xp € Z,, and x4 € Zy such that x = xpx, with xﬁ =1
and Xg =1, where x,, € zi and x4 € 25. Let

A ={xalxp = Lixg = 1xp # Lixg # 1,
Xp € Z;»Xq € ZE},
A = Doxaxd = Loxp # Loxg = Loxp € Z3),
Ay =DoxalXd = 1xp = 1xg # Lxg € Z3}.
So A* = A" U AT U AT,

Lemma 2. With notations as the above, let g and
x be deﬁned as in Section 1. Then we have

()Zl oX( )—OforanyxeA**UA;*;
(ii) Soi x(at) = d for any x € AL*

d
5—1 ;
(1) 3y eas- | 2270 X(97)| < 2dlog(1 +d).
Proof. By the definitions of x and g in Section 1, we
have

d—1 d-1
dox@) = (oxa)(@)
1=0 1=0
d—1 d—1
= pr(ml)xq(xl) = pr(gl).
1=0 1=0

Then x, # 1 yields (i), while x, = 1 yields (ii). Now
we prove (iii). Since

2
<L TaEr

Xq¢1 h Xq
xg¢=1
then the result follows from [12, Lemma 3]. O

Lemma 3. Suppose that q is a prime, Xq 5 @
non-principal multiplicative character modulo q of or-
der d, f(x) € Zq[x] has s distinct roots in Z, and it is
not a constant multiple of a d-th power of a polynomial
over Zq. Let y be a real number with 0 <y < q. Then
any z € R:

> xalfm)| < 9sa"210g(a).

rz<n<x+y

Proof of Theorem 1. According to (1), for any non-
negative integers a, b, t with 0 < a < a+(t—1)b < pg—1,
we have at most § = p+¢g—1 elements {(0 < i <t —1)
with a +ib € P U Q U R. Hence, we get

t—1 t—1

’Z(_l)vaJrib g‘ Z (_1)’0a+ib +4
=0 i=0
a+ibeZ*
9 t—1 (H%—l
:ﬁ’ Z Y(a—i—bi)x(gjxl)‘—i-d
i=0 =0 j=0 xe€.A*
a+ﬂbEZ;q
9 dflg—l t—1
=5 Z x(g’zh) Z +bi)‘+5
XEA* 1=0 j=0 i=0
a+ibeZL*
9 % 1 t—1
2IY T Y)Y ]+
XEA* [=0 7=0 i=0
a+ibeZL*
9 %—1 t—1
DI N NS y(a+bi)\+5
XEAR* j=0 =0
a+ﬁb€Z;q
2 % 1 t—1
D IEDIFCOIID DR CER DI
XEAz*  j=0 i=0
a+ﬁb€Z;q

We note that the set {a +ib € Zy i = 0,...,t — 1}
can be divided into at most p blocks, and each block
modulo ¢ is contained in Z;. So for x € Ay*

‘ i X(a—l—bz‘:‘ i

i=0
a+4b€Z;q a+dbEZ;q

a—i—bz

1
<9pq2 log(q)
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by Lemma 3. Hence by Lemma 2(iii) we have
t—1

>y

=0

1
< 4log(1+d) - 9pgq?2 log(q) + 6.

O

Proof of Theorem 2. According to (1), for integers
D = (dy,...,d;) and M with 0 < dy < -+ < di <
pq — M, there are at most kd, where § = p+ q — 1,
elements m (0 < m < M < pg — 1) such that at least
one number m +d; € PUQU R, where 1 < j < k.
Hence, we got

M—-1
’ Z vm+d1+vm+d2+ +Umtdy
m=0
M-1
’ § vm+d1+ﬂm+d2+ FUmtdy, + kb
=0
m+djezx*7q
1<j<k

ok | M-l k 4-15-1
- X (XX
m=0 j=1 (=0 i=0
m+d; €Ly,
1<k
E:Mm+%M@ﬂDM%5
XEA*
2k M-1 k
_ﬁ‘ [T( X xm+dy)
m=0 j=1 y€EA*
nz+dj€Z;q
1<k
d

=0 =0
2k: M—-1 k
21N (X xmd)
m=0 j=1 XEA;*
m+d;ely,
1<j<k
a,
x(g")) |+ ko
=0
d
ok pi
= df‘ Z Y1(g")

21 M-1 k.
> wnlg™) Iljon+dﬂ+k5
1, =0 m=0 j=1

J. Comput. Sci. & Technol., Sept. 2008, Vol.23, No.5

d_q
2k 3 :
5l T Y ¥

Pr1EAL* i1=0

d
51 M-1 &k
Yi(g™) 1T ¢;0m +d;)| + ke
=0 m=0  j=1
m+d; €Ly,
1<k

Since A;*U{1} is a cyclic subgroup ofig, let ¢ be a gen-
erator of Ay* U {1}. Then for each ¥;, 1 < j <k, there
exists an integer a; € [1,d — 1] such that ¢; = ¢*/. So
by Lemma 3 we obtain

M-—1 k
| X Hoemea)-| L e
m=0 j=1 m=0
m+dje7;‘) m+d €7
1<j<k 1<k
M-—1
=| X elm+an - mtd)™)
S
1<j<k
< 9kpq'/? log(q)

Hence, we have

‘ Z (_1>Um+d1 FUmtdy+ FVmtdy

; 5!

d 9k:pq2log Z Z
PrEAL* i1=0
a_,

eilgh) - Y Ur(g™)| + ko

Y GA{’;* 1 =0

2k k %71 }

< 9kpq? log(g II‘ > Vi(g7)| + ko
J=1 ;€A% ij=0
d

9ok 1 k 27! .

< p - 9kpg? log(a) [ 2:\2:wx¢n-+m
J=ly €A ij=0
2k 1 .
s 9kpq2 log(q) - (2dlog(1 + d))* + ko
1

< 9k4Fpq2 log(q) log® (1 + d) + k6. 0O
The bound in Theorem 1 is of order

O(pq*/?1og(q)log(d)) and the bound in Theorem 2
is of order O(pq'/?log(q)log"(d)), where the implied
constant only depends on k. While in the most in-
teresting case, when |p — ¢| is small, the bound in



Zhi-Xiong Chen et al.: Some Notes on Generalized Cyclotomic Sequences of Length pq 849

Theorems 1 and 2 is of order O(¢*/?1og(q)log(d)) and
O(q3/? 1og(q) log*(d)), respectively.

4 Final Remarks and Conclusion

To the best of our knowledge, W-GCS-I, W-GCS-II,
DH-GCS-1 and DH-GCS-II are the main generalized
cyclotomic sequences of length pg. Many slight modi-
fications based on these four sequences are introduced
in the literature.

1) In [22], the generalized cyclotomic sequence X =
{zo,%1,...,2pq—1} of order d = 2 has been defined
based on DH-GSC-I (or DH-GSC-II), that is, let Q =
Qo U Q1 and P = PO U P1, where

Qo ={¢* (mod q)ls =0,1,...,(g—1)/2 -1},
Q1 ={¢”*" (mod q)ls=0,1,...,(¢—1)/2—1},
Poz{g28 (mod p)|s=0,1,...,(p—1)/2 — 1},
Py ={¢*™ (mod p)ls=0,1,...,(p—1)/2 —1}.

Then (we note that d = 2),
Cy = RUpQo U qPy U Dy, Cf =pQ1UqP1U Dy,

and the sequence is defined by

0, if ieCy;
€Xr; =
1, if ieCy.

The sequence has (pg — 1)/2 1’s and (pg + 1)/2 0’s,
which is of optimum balance. It has large linear com-
plexity, which takes on one of pg, pg—1, pg— (¢—1)/2,
pq—(¢—1)/2-1, (pg+1)/2 and (pg — 1)/2, depend-
ing on the values p mod 8 and ¢ mod 822, Tt also has
three-valued, or four-valued, or five-valued autocorrela-
tion values(®3. But the values are not low.

2) Similarly, [24] introduces a modification of DH-
GCS-II of order d = 4. The sequence ) =

{Y0, Y1, -, Ypg—1} is defined by
0, if iecCy,
YT i ieoy
where

Co' = RUpQy UpQy Ualy UgP U Dy U Dy,
C1" = pQ5 UpQi U gP; UqP3 U Dy U Dj,

where

Qi = {g**

K3

P/ _ {g4s+’i
3

(mOd Q)|5:0313---a(q71)/471}3
(mod p)|s=0,1,...,(p—1)/4 — 1},

for i = 0,1,2,3. It also has large linear complexity!24].
These results have been extended to the case of any
even number d[?%.

3) [26] introduces a modification Z = =
{#0,21,..., 2pq—1} of DH-GCS-I of any order d by defin-
ing

{ 0, if ieCy;
Zi = —_—
1, if i€y,

where

QI'/ _ {gderi

i

P(/ — {gds+i
i

(mod ¢)|s =0,1,...,(¢ —1)/d — 1},
(mod p)ls=0,1,...,(p—1)/d—1}

1=0,1,...,d—1, and

d d d
51 51 51
Co=RU ( U pQ/ZI]) U ( U qPQ/j) U ( U D/Qj)a
j=0 j=0 j=0
Ci = ( U PQ/QI]'H) U ( U qP2/j+1) U ( U D/2j+1>‘
=0 =0 =0

The trace representation of Z has been determined in
[26]. By Key’s method, a different idea from [3, 8, 15,
20, 22-24], the linear complexity is derived from the
trace representation. Although the linear complexity is
large, the autocorrelation values may not be low since
(=1)% = (i/q) for any i € Z,,.

We see that all these modifications are obtained only
by re-dividing P and @ into different sub-sets, which do
not change the constructions of corresponding general-
ized cyclotomic sequences (DH-GCS-I or DH-GCS-II)
essentially.

From the known results, we see that both
Whiteman-generalized cyclotomic sequences and DH-
generalized cyclotomic sequences have large linear com-
plexity, but the former seems somewhat superior to the
latter due to the autocorrelation.

From the construction, DH-GCS-II seems somewhat
superior to DH-GCS-I. But it needs to study further,
such as the linear complexity and autocorrelation of
DH-GCS-II. 1t is also interesting to consider the linear
complexity and the autocorrelation of W-GCS-II.

We also remark that in [13] the well-distribution
measure and the correlation measure of order k of W-
GCS-I are also estimated and other two families of bi-
nary sequences of length pg are constructed in different
ways. In fact, an extension of W-GCS-I is considered
in [13].
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