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Abstract
digital cellular networks. The authentication protocols of TDMA networks have been proven to be vulnerable to side-channel

Time-division multiple access (TDMA) and code-division multiple access (CDMA) are two technologies used in

analysis (SCA), giving rise to a series of powerful SCA-based attacks against unprotected subscriber identity module (SIM)
cards. CDMA networks have two authentication protocols, cellular authentication and voice encryption (CAVE) based
authentication protocol and authentication and key agreement (AKA) based authentication protocol, which are used in
different phases of the networks. However, there has been no SCA attack for these two protocols so far. In this paper, in
order to figure out if the authentication protocols of CDMA networks are sufficiently secure against SCA, we investigate the
two existing protocols and their cryptographic algorithms. We find the side-channel weaknesses of the two protocols when
they are implemented on embedded systems. Based on these weaknesses, we propose specific attack strategies to recover their
authentication keys for the two protocols, respectively. We verify our strategies on an 8-bit microcontroller and a real-world
SIM card, showing that the authentication keys can be fully recovered within a few minutes with a limited number of power
measurements. The successful experiments demonstrate the correctness and the effectiveness of our proposed strategies and
prove that the unprotected implementations of the authentication protocols of CDMA networks cannot resist SCA.

Keywords authentication protocol, cellular authentication and voice encryption (CAVE), code-division multiple access
(CDMA), secure hash algorithm 1 (SHA-1), side-channel analysis

1 Introduction over cellular networks. Thus, protecting the privacy of

users and ensuring the confidentiality of data in cellu-
A cellular network is a wireless communication net- . L
) . lar networks are critical. An authentication protocol
work that provides services through a number of base

. . o i hanism th h which twork id
stations called cells, each covering a limited area. Such 1§ & mechanism through wiich a network provides a

. . . secure channel over which to deliver data. Diverse cel-
a network is designed to ensure that users can continue

to communicate even if they cross between areas cov-
ered by different base stations. In recent years, with
the development of the Internet and smartphones, mas-
sive amounts of user data have begun to be transmitted

lular networks exist, and they can be divided into two
main groups depending on the technologies on which
they are based: time-division multiple access (TDMA)

and code-division multiple access (CDMA)[M.  More-
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over, these two branches of cellular technology use diffe-
rent authentication protocols.

In the TDMA branch, the second, the third and the
fourth generations of the technology (2G, 3G, and 4G)
correspond to the global system for mobile communica-
tions (GSM), the universal mobile telecommunications
system (UMTS) and the long-term evolution (LTE)
standards, respectively[Q]. GSM uses a one-way authen-
tication protocol with many potential vulnerabilities,
such as a lack of confirmation of the identity of the
base station. Its core encryption algorithm is a block
cipher called COMP128®. The UMTS and LTE stan-
dards utilize a superior authentication framework called
authentication and key agreement (AKA)@, which has
two officially recommended instances: MILENAGE®
and TUAK®. These instances use the advanced en-
cryption standard (AES) and Keccak[®! as their core
encryption functions. In the CDMA branch, cdmaOne
and CDMA2000 are the 2G and the 3G standards,
respectively¥. Similar to GSM, the cdmaOne also uses
a one-way authentication protocol; however, its crypto-
graphic function is a hash-like function called cellular
authentication and voice encryption (CAVE)@, which
is different from the block cipher used in GSM. We re-
fer to the corresponding authentication protocol as the
CAVE-based protocol in this paper. The CDMA2000
uses different authentication protocols corresponding to
different development periods. Legacy CDMA2000 1X
networks use the CAVE-based protocol, whereas newer
CDMA2000 1X and 1xEV-DO networks both use AKA
as their authentication framework. Unlike MILENAGE
and TUAK, the AKA instance applied in CDMA2000
uses secure hash algorithm 1 (SHA-1) as its core en-
cryption algorithm. The corresponding authentica-
tion protocol is called the AKA-based protocol in this
paper. These authentication protocols are implemented
on a subscriber identity module (SIM) card, which is
actually an embedded system. The SIM card stores
an authentication key in its memory for generating an
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authentication vector and uses access control for this se-
cret key. The authentication key is quite sensitive, and
its leakage could destroy the whole security framework
and lead to a series of problems, e.g., cloning of the SIM
card. CDMA2000 networks are widely used all over the
world®. In addition to public mobile cellular networks,
CDMA-based technologies are also used in private net-
works as part of critical infrastructure. For example,
ArgoNET® in Austria and Alliander® in the Nether-
lands have established private networks used for smart
metering based on CDMA2000, launched in November
2014 and May 2016, respectively. These recent applica-
tions demonstrate that CDMA networks are still active,
and thus their security should not be neglected.
Side-channel analysis (SCA) is a powerful class
of attacks on implementations of cryptographic algo-
rithms, especially for embedded systems. The vanilla
implementations of authentication protocols in the
TDMA branch discussed above have all been proven to
be vulnerable to SCAP! meaning that the authentica-
tion key can be fully recovered via specific SCA strate-
gies. Rao et all® introduced a class of SCA attacks
called partitioning attacks based on an analysis of the
power consumption during the execution of COMP128
on an 8-bit SIM card, and they showed that through
such an attack, the secret key could be recovered within
a few minutes. Zhou et al.l”l showed that the implemen-
tation of the COMP128 on a 16-bit CPU is also suscep-
tible to SCA. Liu et al.[®¥ showed that the secret key of
MILENAGE could be recovered within 10 minutes by
means of SCA with a few power traces. Maghrebi and
Bringer!®!
on an unprotected implementation of TUAK.
However, to the best of our knowledge, no SCA at-
tack strategy has yet been developed for the authenti-
cation protocols of CDMA networks. The aim of this
paper is to present SCA attack strategies for the exit-
ing authentication protocols of CDMA networks and to

successfully mounted a side-channel attack

prove that unprotected implementations of these pro-
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tocols are not secure against SCA. Our major contri-
butions are summarized as follows.

e We investigate the existing authentication proto-
cols in CDMA networks, namely the CAVE-based au-
thentication protocol and the AKA-based authentica-
tion protocol. We systematically present and analyze
the structures of these two protocols and their cryp-
tographic algorithms. We find the side-channel weak-
nesses of the two protocols when they are implemented
on embedded systems. For the CAVE-based protocol,
we find that its look-up table operation can be at-
tacked by correlation power analysis (CPA)% and its
“if” statement is unbalanced, which can be attacked by
simple power analysis (SPA)"). For the AKA-based
protocol, we compile the sample code provided by the
specification and check the assembly code. We find that
its circular shift operation is a proper target of CPA.

e Based on these weaknesses, we propose the spe-
cific attack strategies for the two protocols through
which the authentication keys could be extracted easily.
The leakage of the authentication key could destroy the
whole security framework of the authentication proto-
col and lead to a series of problems, e.g., cloning of the
SIM card.

e We verify our strategies on an 8-bit microcon-
troller and a real-world SIM card. The experimental
results show that the authentication keys can be fully

recovered within a few minutes with a limited number
of power measurements. This is the first work to re-
port successful key recovery attacks for the authentica-
tion protocols of CDMA networks and give the negative
conclusion that unprotected implementations of the au-
thentication protocols of CDMA networks cannot resist
SCA.

The paper is organized as follows. In Section 2, we
present the CAVE-based and the AKA-based protocols
and their cryptographic algorithms. In Section 3, we
briefly describe the CPA and SPA methods and intro-
duce detailed SCA attack strategies for the two pro-
tocols. Then, we report our practical experiments in
Section 4. At last, this paper is concluded in Section 5.

2 Background
2.1 CAVE-Based Authentication Protocol

The 2G CDMA standard, cdmaOne, uses a CAVE-
based protocol for authentication. The process of this
authentication protocol is illustrated in Fig.1. The mo-
bile station (MS) is the device on the user side, such
as a mobile phone. Usually, there is a SIM card inside
the MS. A 64-bit master key for the protocol, called
the authentication key (A-key), is stored in the per-
manent memory of a SIM card at the factory and in

Mobile Station (MS)

Base Station (BS)

Network Side (NS)

Registration Request

Y

Key Key

A-key pon RANDSSD A-key ESN
l l Y \ 4 l l
CAVE CAVE
SSDB SSDA 7 SSDA SSDB
\ 4 A\ 4 \ 4 A
CAVE CAVE CAVE CAVE
PLCM Data CMEA RAND PLCM Data CMEA

Authentication Vector (AV)

Key Key

Authentication Succeed

A

Authentication Fail

A

Fig.1. CAVE-based authentication protocol. PLCM (private long code mask), data key, and CMEA Key (cellular message encryption
algorithm key) are three derived keys used to support voice, signaling and data encryption respectively.
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the database on the network side (NS). It is the secret
data known only by the SIM card and the NS; no other
party has access to A-key. The electronic serial number
(ESN) is a public 32-bit number that acts as a unique
identifier of the MS. When the MS wants to register in
the cellular network, it will send a registration request
with its ESN to the NS through a base station (BS).
After receiving the request, the NS will retrieve A-key
corresponding to the ESN and generate a 56-bit random
challenge (RANDSSD) and send it to the MS. Simul-
taneously, the MS and the NS run shared secret data
(SSD) generation procedure, which is actually a CAVE
algorithm with specific inputs composed of A-key, ESN,
RANDSSD, and others. The generated SSD is split into
two parts, a 64-bit SSDA and a 64-bit SSDB. Then, the
SSDA and another random challenge from the NS are
used to generate an 18-bit authentication vector (AV)
via the CAVE on both sides. The AV generated by the
MS is sent to the NS for authentication. If the AVs
on both sides match, the MS will be considered legal.
Then, the MS and the NS will use session keys gene-
rated via CAVE with the SSDB to encrypt the voice
data and any other data to be sent and will commu-
nicate through the BS. If the AVs do not match, the
authentication will fail, and the MS will be rejected by
the NS. We will focus on the 128-bit SSD because it
must be either generated or updated first during the
authentication and is related to A-key.

Before presenting the detailed description of the al-
gorithm, we define the following symbols.

e If a variable A has n bits, where n is a multiple of
8, we can split it into bytes and denote those bytes by
Ali], i =0, ..., (§ —1), from the most significant byte to
the least significant byte. Note that the square bracket
([ ]) following a variable indicates that the variable is
not the reference.

e The j-th bit of a variable A, where the value of the
index j increases from the least significant bit (LSB) to
the most significant bit (MSB), is denoted by A7, j > 0.
For example, if A is a byte, then A7 is the MSB of A.
A7 vepresents (7 —k+ 1) consecutive bits of A starting
from A7, where j >k >0 and j, k € Z.

e {-||-} stands for the bitwise concatenation of two
variables. For example, {A%!||B%°} means that two
bits of A and six bits of B are combined to form one
byte.

e @, V, A and — are the bitwise XOR, OR, AND,
and NOT operators, respectively.

e >> is the logical right shift operator.

e SX(A) is the self-XOR function, which applies the
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XOR operation to each bit of A. For example, if A is
an n-bit variable, then SX(A4) = A"~ 1@ A2 .. ¢A°.

2.2 CAVE and SSD Generation

2.2.1 CAVE

CAVE is a hash-like function. Its primary compo-
nents are a 32-bit linear feedback shift register (LFSR),
16 8-bit mixing registers (Rp—R15), and a 256-entry
nonlinear table (CaveTable). The contents of the LFSR
are updated in each LFSR_Update procedure. In the
procedure, the contents of the LFSR are first shifted
one bit to the right, and the MSB of the LFSR is then
calculated and associated with the other 4 bits of the
LFSR, as shown in Fig.2.

LFSR_Update ()
Procedure:
LFSR=LFSR >>1
LFSR[0]” = LFSR[1]® ® SX(LFSR[3]%9)

Fig.2. LFSR_Update procedure.

Before the execution of CAVE, the LFSR and the 16
mixing registers must be initialized. Then, CAVE will
execute four or eight rounds of confusion operations.
As Fig.3 shows, in each round, there are 16 internal it-
erations. Each internal iteration consists of two “while”
loops, which are the most significant parts of CAVE for
our SCA strategies. In each “while” loop, there is a
lookup table operation. The lowest four bits or highest
four bits (lowNibble or highNibble, respectively) of the
CaveTable’s output determine the condition of the fol-
lowing “if” statement. There are 16 possible values for
lowNibble or highNibble. If the condition is true, then
the LFSR will be updated once, and the “while” loop
will run again. In contrast, the “while” loop will break
if the condition is false. After the two “while” loops,
CAVE will update the LFSR once and proceed to the
next internal iteration. After the 16 internal iterations,
the contents of Ryp—Ri5 are rotated and shuffled. Fi-
nally, the 128-bit output is stored in Ryo—R15.

2.2.2 SSD Generation

The SSD generation procedure is presented in Fig.4.
The inputs are a 56-bit RANDSSD, an 8-bit authenti-
cation algorithm version (AAV), a 32-bit ESN and a
64-bit A-key. Only A-key is secret.

The initialization of the LFSR and R; is related to
A-key. The 32 LSBs of RANDSSD and the 32 LSBs
and 32 MSBs of A-key are XORed into the LFSR. A-key
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is loaded into Ro—R7, and Rg is initialized with AAV,
which is fixed to 0xC7. The 24 MSBs of RANDSSD
are loaded into Ry, Rig, and Ry;. ESN is loaded into
R15—Ry5. The values of of fsetl and of fset2 are both
set to 128. After initialization, an 8-round CAVE pro-
cedure runs. The output of CAVE is divided into the
SSDA and the SSDB.

CAVE(number_of_rounds, offsetl, offset2)

Input:

number_of_rounds (4 or 8), offsetl, offset2
Output:

128-bit result in Rp to Ris
Procedure:

For round_index = number_of_rounds — 1 — O:

For 2 = 0 — 15:
While True:
offsetl += (LFSR[0] & R;) A OxFF
//lookup table, target of CPA
lowNibble = CaveTablel[offset1] A OxOF
//lowest 4 bits of R;, target of SPA
If lowNibble == R; A OxOF:
LFSR Update() ;...
Else: Break
While True:
offset2 += (LFSR[1] @& R;) A OxFF
//lookup table, target of CPA
highNibble = CaveTable[offset2] A OxFO
//highest 4 bits of R;, target of SPA
If highNibble == R; A OxFO:
LFSR.Update() ;...
Else: Break
LFSR_Update () ;
Postprocessing of Rgp to Ris

Fig.3. Simplified CAVE procedure.

SSD_Generation(RANDSSD, AAV, ESN, A-key)
Input:
RANDSSD, AAV, ESN, A-key
Output:
SSDA, SSDB
Procedure:
LFSR [i] = RANDSSD [i + 31 ®A-key [i]1DA-key [i + 4],
©=0,...,3
If (LFSR[O0]VLFSR[11VLFSR[2]VLFSR[3]) == 0:
LFSR[i] = RANDSSD[i+ 3], i=0,...,3
//A-key is stored in Rg to Ry

R; = A-key[il, i=0,...,7
Rg = AAV;
R; = RANDSSD [i — 91, i =9,10,11

R; = ESN[i—91, i=12,...,15;
offsetl = offset2 =128
CAVE(8, offsetl, offset2)
SSDATi]l = R;, i=0,...,7;
SSDB[i]l = Riyg, 1 =0,...,7

Fig.4. SSD generation procedure.

2.3 AKA-Based Authentication Protocol

The AKA framework is illustrated in Fig.5. The
128-bit A-key, which acts as a root key, is the only se-

cret data. f1, f2, f3, f4, f5, and f11 are six core func-
tions used to generate a series of other keys and helper
variables. They use different inputs and constants to
initialize the SHA-1 algorithm (Subsection 2.4.1) and
run SHA-1 to obtain a hash value, which will be post-
processed to produce the corresponding outputs. The
specific procedure of the f5 function is depicted in Sub-
section 2.4.2, and the other five functions are similar.
When an MS wants to join the network, it will send
a request for registration to the NS. On the NS side,
the NS will look up A-key corresponding to the iden-
tity of the MS and generate a 48-bit sequence number
(SQN) and a 128-bit random number (RAND). SQN
is a unique number of increasing values and is used to
prevent replay attacks. RAND is a random challenge
that is different for each registration procedure. A 16-
bit authentication and key management field (AMF)
is defined and used by the operators as helper data for
several purposes (e.g., indicating the version of the algo-
rithm used in the project). f1 uses A-key, SQN, AMEF,
and RAND as its inputs to generate a 64-bit message
authentication code (MAC). f5 uses RAND and A-key
as its inputs to generate a 48-bit anonymity key (AK).
Then, SQN®AK, AMF, and MAC are grouped to form
an authentication token (AUTN), and the NS concate-
nates AUTN and RAND into AV that is sent to the
MS. On the MS side, the MS extracts SQN & AK,
AMF, MAC and RAND from the received AV. f5 uses
the received RAND and A-key to produce AK; then,
SQN @ AK is XORed with AK to obtain SQN. The MS
will verify the freshness of SQN and the synchroniza-
tion will fail if SQN is outdated. If SQN is fresh, then
the MS will run f1 with SQN, the received RAND, the
received AMF, and A-key to generate a 64-bit expected
message authentication code (XMAC). If its XMAC is
not equal to the received MAC, it means that the inputs
to the f1 function were different on each side, which
may have been caused by either data corruption during
the transmission phase (resulting in a different AV) or
an illegal NS (resulting in different A-key). In this case,
the MS will reject the NS and terminate the authenti-
cation procedure. If XMAC is equal to MAC, then the
MS will proceed to execute the f2 function with the
received RAND and A-key. The output of f2 is the re-
sponse (RES) to be sent to the NS. The NS will compare
the received RES to its expected user response (XRES)
generated by f2 with RAND and A-key on the NS side.
If XRES is not equal to RES, the NS will reject the
MS and terminate the authentication procedure since
the inputs to f2 on each side were different. If XRES
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Fig.5. AKA-based authentication protocol.

is equal to RES, the mutual authentication will suc-
ceed, and a secure channel will be established. Then,
the MS and the NS will run f3, f4, and f11 with the
same RAND and the same A-key to generate a cipher-
ing key (CK), an integrity key (IK) and a user identity
module (UIM) authentication key (UAK) respectively
to protect the communication data through the secure
channel.

From the above description, we can see that f1,
f2 and f5 are related to the authentication process,
whereas f3, f4 and f11 are related to the secure com-
munication. For each core function, in addition to
the inputs mentioned above, there are two more con-
stants used during execution. One is a 32-bit family
key (Fmk), which is the same for each core function
(0x41484147). The other is an 8-bit type identifier (TT),
which is unique to each core function. The TIs of f1,
12, f3, f4, f5 and f11 are 0x42, 0x44, 0x45, 0x46,
0x47 and 0x50, respectively. Since f5 is the first func-
tion executed by the SIM card (on MS side) during the
authentication process and its inputs are related to A-
key, we select f5 as our CPA’s target to recover A-key.

2.4 SHA-1 and the f5 Procedure

2.4.1 SHA-1

SHA-1 is a hash function that operates on a 512-bit
payload (message block) and produces a 160-bit mes-
sage digest. In CDMA2000, only one message block is
processed at a time. SHA-1 has several primary vari-
ables, constants, and operations, as follows.

e The variables W;,0 <t < 79, represent a message
schedule for 80 32-bit words.

e a, b, ¢, d, and e denote five 32-bit working vari-
ables.

e HO = (H" HY H HY H)Y i=0,.,N
represents five 32-bit words in the form of hash values,
where N is the number of message blocks (N = 1 in
CDMA2000) and H© is the initial hash value (IV).

o M = {My,..., M5} denotes a payload (message
block) consisting of 16 32-bit words.

e The constants Ky, 0 < t < 79, represent 80 con-
stant 32-bit words.

e ROTL™(x) denotes the circular left shift ope-
ration, where z is a w-bit variable and n is an integer
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such that 0 < n < w.

e The functions fi(x,y, z), 0 <t < 79, are a series of
logical functions, each with an input consisting of three
32-bit words and an output consisting of a 32-bit word.
As mentioned in the SHA-1 standard®, the XOR ope-
ration (&) in these functions may be replaced with a
bitwise OR operation (V), in which case the functions
will produce identical results. Hence, the sample code
for SHA-1 in the specification uses V instead of .

ft(xayvz)
Chz,y,z) = (x Ay) ® (mz A z), if 0<t<19,
Parity(z,y,z) =x®y P z, if 20 <t <39,
= Maj(z,y,5) =(xAy) & (x A 2)
By A 2),
Parity(z,y,z) =z Dy ® z,

if 40 < t < 59,
if 60 <t < 79.

The IV and the payload must be initialized before
the execution of SHA-1. After the initialization, there
will be 80 rounds of operation. Finally, a hash value
(HM) is outputted as the message digest. The detailed
procedure is shown in Fig.6®.

SHA-1(H©O, M)

Input:
HO, M;@G=0,..,15)
OQutput:
HOL
Procedure:
W _{Mt, if0<t< 15,
¢ 7\ ROTLY(Wi—3 @ Wi—s @ Wi—14 ® Wi—16), if 16<< < 79,

a:Héo);b:Hfg);c:Héo);e:H§O>;f:Hi0)
For t=0—79:

T = ROTL5(a) + ft(b,c,d) + e + K¢ + Wi;

e=d; d=c; ¢c=ROTL®®); b=a; a=T
HY =a+ 1Y, Y =04+ 5O, HY = c 4 H;
HY —d+ H; HY = e+ H;

Fig.6. One-block SHA-1 procedure.
2.4.2  f5 Procedure

The f5 procedure is presented in Fig.7. The 128-
bit A-key and the 128-bit RAND are the inputs of f5.
The constant Fmk (0x41484147) and the constant 77
of f5 (0x47) are also used in this procedure. First, the
160-bit IV and the 512-bit payload are initialized. The
IV is loaded with the standard initial hash value®@ and
the payload is loaded with the constant 0x5C repeated
64 times. Then, A-key is XORed into the leftmost 128
bits of the IV. TT is XORed into the 11th byte of the
payload. Fmkis XORed into the 12th to the 15th bytes
of the payload. RAND is XORed into the 16th to the
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31st bytes of the payload. Then, f5 executes SHA-1
to produce a 160-bit hash value. AK is obtained by
postprocessing this hash value.

£5(A-key, RAND)
Input:
A-key (A-key;, 1 =0,1,2,3), RAND (RAND;, i=0,1,2,3),
(each A-key; and RAND; are 32-bit words)
OQutput:
AK
Procedure:
Fmk= 0x41484147
TI= 0x47
") = 0x67452301, H.”) = 0xEFCDABS9, H{") = 0x98BADCFE,
H” = 0x10325476, H." = 0xC3D2E1FO
M; = 0x5C5C5C5C, i =0, ..., 15
H” = HY® a-key;, i=0,..,3
M>[3] = M2 [3|®TI
M3 = M3®Fmk
M; = M; ® RAND; _4,i =4,...,7
H® = sHA-1(HO© | M)
AK = postprocessing(H 1))

Fig.7. f5 procedure.

3 SCA for SSD Generation and f5 Procedure
3.1 SCA

SCADI! exploits the vulnerability of an implementa-
tion of a cryptographic algorithm by utilizing various
pieces of side-channel information, such as power con-
sumption, electromagnetic (EM) radiation, and time of
execution, which are produced by a device on which the
algorithm is executed!®!
at a particular moment depends on the operands and
the operations being performed at that time. Based
on the physical leakage of those data-dependent and
operation-dependent values, SCA can be applied either
to recover the key directly or to recover intermediate

. The side-channel information

key-related variables that are assumed to be invisible
from a mathematical point of view. With such interme-
diate key-related data, it is easier to extract the correct
key that is expected based on traditional cryptographic
analysis, in which it is assumed that the algorithm is
a black box. Although we consider power consumption
measurements in this paper, the strategies we propose
are general and are not limited to power consumption.

3.1.1 SPA

SPAM] offers a brief and effective means of inferring
secret data by directly observing the power consump-
tion of a device. Since there is a relationship between

@FIPS, PUB. 180-4 Secure hash standard (SHS), Mar. 2012.
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the operation being performed and the power consump-
tion, the position of the target operation can be approx-
imately located based on the pattern of the algorithm.
Moreover, if the algorithm has unbalanced branches,
meaning that the execution time of different branches
is different, then this imbalance may be observed in
the measurements. Consequently, the resulting distinct
pattern can be utilized to infer the condition of a branch
from a single power trace. We use SPA to locate the
position and recover part of A-key of the CAVE-based
protocol.

3.1.2 CPA

CPAMY is a variant of differential power analysis
(DPA)[". Tt can exploit the dependency between the
actual physical leakages and the hypothetical leakages
of intermediate data related to the key on the basis of a
statistical measure called the Pearson correlation coef-
ficient. Commonly, a physical leakage is related to only
part of the key due to byte-oriented or word-oriented
operations on the device. For this reason, a divide-and-
conquer strategy can be used for key recovery in CPA.
We use CPA to recover key-related variables in both
the CAVE-based and the AKA-based protocols.

3.2 SCA for SSD Generation

In this subsection, we propose a scheme for recov-
ering A-key used in the SSD generation procedure. For
a SIM card, RANDSSD is the external input that we
can control. Given a known RANDSSD, the first eight
iterations of the first outer loop of the CAVE algorithm
need to be analyzed to recover A-key. We will first de-
scribe the detailed analysis procedure for the first iter-
ation and then generalize the analysis to the remaining
seven iterations.

In the first “while” loop of the first iteration,
Since the
CaveTable is a bijective map, the hamming weight of
its output could be the target of CPA. As shown in
Subsection 2.2.2, the entry of the CaveTable is LFSR]0]
@ Ro+of fsetl. After the initialization, of fsetl = 128,
LFSR[0] = RANDSSD[3] & A-key[0] & A-key[4], and Ry
= A-key[0], thereby the entry is actually RANDSSDI[3]
@ A-key[4] +128. RANDSSD[3] can be treated as a
random and known variable since it can be controlled

a lookup table operation is performed.

from the outside. However, A-key[0] is always a con-
stant and unknown variable. We can regard the fixed
part (A-key[0]) as a “key” and the random part as a
“plain text” which is known. The “key” and the “plain

J. Comput. Sci. & Technol., Sept. 2019, Vol.34, No.5

text” are XORed, and the result is related to the entry
of the bijective map. This is the classic attack sce-
nario of CPA. We can perform an exhaustive search
of the possible “key” values and calculate the corre-
sponding outputs from the CaveTable with the known
RANDSSD[3] and the known of fsetl. Then, we can
obtain the hamming weight of each possible output. Fi-
nally, via the CPA, the correct “key” value (A-key[4])
can be obtained.

With the known “key” value, we can calculate the
correct lowNibble value for each power trace. As de-
scribed in Subsection 2.2.1, lowNibble has 16 possible
values, and one of them is equal to Rg/A 0xOF. The to-
tal trace set can be divided into 16 groups according
to the lowNibble value of each trace. Only one group’s
lowNibble value, i.e., the one that is equal to the low-
est four bits of Ry, makes the condition true. On the
true branch, the LFSR is updated once, and the “while”
loop runs again. The other 15 groups belong to the false
branch, which exits the “while” loop. These two cases
correspond to different patterns in the power traces. We
can calculate the mean trace for each group, and one
of these 16 mean traces will be different from the other
15 mean traces. The lowNibble value of the distinct
group will be the exactly correct value of the lowest
four bits of Ry. By combining the results of CPA and
SPA, we can obtain A-key[4] and the lowest four bits
of A-key[0]. At this time, the LFSR will have been up-
dated at least once in the distinct trace group, and no
update will have yet been performed for the other 15
groups. The distinct group must be filtered out since
the corresponding traces would complicate the subse-
quent analysis. Thus, the new trace set is composed of
the remaining 15 groups.

For the second “while” loop of the first iteration,
LFSR[1] @ Ry = RANDSSD[4] & A-key[l] & A-key[5]
@ A-key[0]. This can again be divided into a “key”
(A-key[l] @ A-key5] & A-key[0]) and “plain text”
(RANDSSD[4]), and we can obtain the “key” value via
CPA based on the remaining traces. Similar to the
previous analysis, we can perform SPA to identify the
highest four bits of Ry. Consequently, A-key[0] will be
known (the lowest and highest four bits of Ry). Then,
we can determine A-key[l] @ A-key[5]. Finally, to en-
sure that the LFSR is not updated during the “while”
loop, we again filter out the traces corresponding to the
true branch. After these two “while” loops, the LFSR
will be updated once, and the algorithm will proceed
to the next iteration.

The analysis procedure for the rest seven iterations
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is similar to those described above. For the convenience
of description, we define the following notations.

e IR;,i=0,...,7, denotes (i + 1)-th iteration of the
first outer loop.

e [R;o and IR; 1 denote the first and the second
“while” loops of IR; respectively.

e LSFR; denotes the status of the LSFR at the
beginning of I R;.

e IR;;p, j = 0,1, denotes the random part of
LFSR;[j]® R; in IR; j, which acts as the “plain text”
for IRZJ

o IR;;r, 7 = 0,1, denotes the fixed part of
LFSR;[j] ® R; in IR, ;, which acts as the “key” for
IR; j, i.e., the CPA result.

e [R; ;, denotes the exact nibble that makes the
“if” statement true, i.e., the SPA result.

e offsetl; and offset2; denote the values of offsetl
and offset2, at the beginning of I R; respectively.

e UB' denotes the fixed part of the MSB of LFSR;.

When analyzing IR, ; (i = 0,...,7, j = 0,1), the

first task is calculating the status of LFSR;[j] and R;.
LFSR;[j] can be derived according to its update pro-
cedure, and R; is always equal to A-key[i]. UB® is a
mnemonic bit that stores the fixed part of the MSB
of LFSR;. Then, LFSR;[j] ® R; can be divided into
IR; ;) and IR; ;. IR; ;. is the secret data whose cor-
rect value can be obtained through the CPA. We can
calculate the value of of fsetl; 1 (or of fset2;,1) with
IR; o (or IR; 1), IR;0p (or IR;1.p) and of fsetl; (or
of fset2;). Then, the SPA can be performed to obtain
the value of IR; ;.. IR;o.n (or IR;1.,,) is always equal
to the lowest (or highest) four bits of A-key[i]. Table 1
and Table 2 list the statuses of LFSR;[j], UB', IR; ;,
and IR; j . In these two tables, RANDSSD and A-key
are represented by RD and K respectively.

In the i-th iteration, we can derive some parts of
A-key and UB? with the known I R; ;.1 and the known
IR; jn. Since UB! is the fixed part of LFSR;[0]” and
IR; 0.1 is the fixed part of LF'SR;[0] ® R;, we can know
that UB* = IR!,, & R[i]” = IR!,, ® A-key[i]". In

Table 1. Statuses of LFSR;[0], UB?, IR; 0,p, and IR; o 1

i LFSR;[0] UB? IR o, IR; o

0 RD[3]®K[0]® K[4] (RD[3]®K[0]® K[4])7 RD[3] K[4]

1 {(RD[A]°® UB")|| K]SoK[5]%® {RD]%||RD[3]"'} K[1]e{UuB'||
(RD[3]®K[0]@K[4])" '} SX((RD[6]®K[3]@K[7])>?) (K[O]®K[4])"1}

2 {(RDHA]"°eUB*") K[1"®K[5]"® {RD[4]"%||RD[3]"*} K[2le{UB>!|

|
(RD[B]&K[0]@K[4])72}

SX((RD[6)®K[3]@K[T])*!)

(K[0]@ K[4])"2}

3 {({RD[3]°||RD[4]}& K[0]°®K[4]°® {RD[3)°|| K[3le{UB*|
UB*1)||(RD[3]@ K[0]@ K[4]) 73} SX((RD[6]® K[3]®K[7])*?) RD[4]"||RD[3]"3} (K[O]®K[4]) ™}
4 {(RDB]"@UB*®)||(RD[4]"5® K[0]' e K[4]'® {RD[3]*| Kl4o{uB*!||
UB*1)||(RD[3|@K[0]@ K[4]) "} SX((RD[6]@K[3]@K[7])>3) RD[4]5(|RD[3]"*} (K[0]@ K[4])"}
5 {(RD[3]3°@ UB%3)||(RD[4]"%® K[0]2@ K[4]*® {RD[3]29]| K[5|®{ UB™|
UB*1)||(RD[3]@ K[0]@ K[4])T*} SX((RD[6]®K[3]@K[7])%*) RD[4]"||RD[3]"%} (K[O]®K[4])™}
6 {(RD[3]*°@UB%3)||(RD[4]"°® K[0PoK[4]P® {RD[3]>| Ko[6){UB%!||
UB*1)||(RD[3|@K[0]@ K[4]) "6} SX((RD[6]@K[3]@K[7])") RD[4]"5(|RD[3]76} (K[0]@ K[4])"°}
7 {(RDB1*°®UB™®)||(RD[4]"°& K[0*® K[4]*®RD[5]°® K[2]°® {RD[3]*|| K[Te{UB™|
UB*1)||(RD[3]@K[0]@ K[4])7} K[6]°@SX((RD[6]@ K[3]® K[7])7°) RDJ4]"||RD[3]"} (K[O]®K[4])"}

Table 2. Statuses of LFSR;[1], IR; 1y, and IR; 1 i,

i LFSR;[1] IR; 1, IR; 1

0  RDU]&K[1]®K5] RD[4] K@ K[5]®K[0]

1 {(RDBl®K[0]&K[4])°|| (RDA4J®K[1]@K[5])"!} {RD[3]°||RD[4]"*} {(K[O)e K[4))°[|(K[1]&K[5) T e k1]
2 {(RDBl®K[0]@KA4)" || (RDUKL@K[)™}  {RD[3]V||RD4]72} {(K[O)o K[4]) " [|(K[1&K[5) T} K2]
3 {(RDBl@K[0]@K4)>°|| (RDA@KL@K[)™}  {RD[3]*°||RD4]7} {(K[0)o K[4])*°[|(K[1]&K[5) T} K[3]
4 {(RDBl@KO@K4)* || (RDMAeK1]@K[B)™}  {RD[3]>O||RD[4]7} {(K[0]® K[4])>°[|(K[1]@ K[5) "} K[4]
5 {(RDBleK[0]eKA4)*°|| (RDU&K@KB)™}  {RDBI*||RDA]™}  {(K0]&K[4)*°||(K[]&K[5]) "} K[5]
6 {(RDBleK[0]eK[4)>°|| (RDUI&K@K[)™}  {RD[BI™||RDA]™}  {(K[0]&K[4])>°||(K[1]&K[5]) "} K[6]
7 {(RDB]&K[0]@K[4])%°|| (RD[4]®K[1]&K[5])7} {RD[3]%°||[RD[4]"} {(K[0)@ K[4])*°||(K[1]&K[5) T} & K[T]
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IRy, we can get:

A—key[4]:IR0,0‘k,
A-key[o]:IRO.O_TLVIRO_L",
A-key[l]®A-key[5]=IRo.1.k & A-key[0].

A-key[1]® A-key[5] can be used in IRy, and we can ob-
tain A-key[1] and A-key[5],

A-key[1]=IR1 9.nVIR1 1.n
={(IR1.1.n")|(IR1.0.1°®
(A-key[0]A-key[4])"")},
A-key[5)=(A-key[1]®A-key[5])® A-key[1].

InIR;,i=2,..,7, we can get A-keyli]:

A-key[2]=IR3.0.,VIR3 1.n
={(IR2.1.")||(IR2.0.° @
{UB"[|(A-key[0]@A-key[4])™2})},
A-key[3]=IR3.0.,VIR3.1.n
={(IR3.1.0")[|(IR3.0..°°®
{UB*![|(A-key[0]® A-key[4])"})},
A-key[4|=1R4.0.n,VIR4 1.1
={(IR4.1.")||(IRa.0.5%"®
{UB*||(A-key[0]® A-key[4])™*})}, '
A-key[5|=1R5.0.,VIRs.1.n
={(IR5.1.0") ||(IR5.0.6""®
{UB]|(A-key[0]&A-key[4])™°})},
A-key[6]= IR¢.0.nVIR6.1.n
={(IRs.1.n")||(IRg.0..% &
{UB*!]|(A-key[0]&A-key[4])™})},
A-key[T|= IR7.0.,VIR7 1.,
={(IR7.1.0")||(IR7.0.,%"®
{UB*![|(A-key[0]®A-key[4])"})}.

Since A-key[4] and A-key[5] are already known in
IRy and IR; respectively, we do not need to perform
CPA and SPA in IR, and IR respectively. However,
we still need to filter out the traces in these two iter-
ations. In IR;, i = 1,2,3,6,7, there are two ways to
recover A-keyli]; one is to combine IR; o and IR; 1.,
and the other is to combine IR; y.,, and IR;1,. This

J. Comput. Sci. & Technol., Sept. 2019, Vol.34, No.5

redundancy provides us with an opportunity for a dou-
ble check. According to Table 1 and Table 2, only
RANDSSD[3] and RANDSSD[4] need to be random.
The other bytes of RANDSSD can be fixed to simplify
the analysis. To obtain the full A-key, 12 rounds of
CPA and 12 rounds of SPA are needed. Suppose that
the total number of traces in the original trace set is N
and that one round of CPA requires m traces. There
are 15 rounds of filtration and each filtration will reduce
the current trace set by %. To ensure that sufficient
traces will remain for the last round of CPA, N and m
must satisfy the following requirement:

15)15

NX(E

= m.

3.3 SCA for the f5 Procedure

In this subsection, we propose a strategy for recov-
ering A-key used in the f5 function. Similar to the ap-
proach for the SSD generation procedure, we can know
and control the 128-bit RAND. As Fig.7 shows, RAND
is XORed with the 16th to the 31st bytes of the pay-
load, which are represented as four words (M4, M5, Ms,
and My). In SHA-1, My—Mi5 are assigned to Wo—Wi5
respectively. Since My—M3 are fixed, all variables in the
first four rounds are fixed, and they cannot be used for
CPA. Instead, we must analyze starting from at least
the 5th round (t = 4).

In each round, T" will be updated first, and the new
T will be assigned to a. Therefore, at the beginning of
round ¢ (t > 1), a is T from round ¢ — 1. We have the
following expression:

T = ROTL’(a) + fi(b,c,d) + e + Ky + W;.

When ¢t = 4, T can be divided into a fixed part
(ROTL®(a) + fi(b,c,d) + €) and a random part (W;),
where a is T from round 3. Theoretically, with the
known random part and the secret fixed part, we can
apply CPA to this addition operation. However, it is a
32-bit addition, and we experimentally find it difficult
to successfully apply CPA to this operation. Thus, we
need to find another target. Let us look at the ROTL
operation. The ROTL operation is a circular left shift
operation, and it seems that the hamming weight of
ROTL’s output does not change compared with the
hamming weight of ROTL’s input.
MCU, ROTL is not a primitive operation. This means
that the ROTL operation will be divided into several
other operations for actual execution. We find the im-
plementation of ROTL in the C language in the spec-

However, for an

ification and compile it using avr-gcc. We choose the
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ATmegal28A, an 8-bit MCU, as our target chip. The
C code of ROTL and the assembly code of ROT L%(a)
with the default compilation settings are presented in
Fig.8.

// Implementation of ROTL"(a) in C

#define S(a,n) ((a << n) | (a > (32 - n)))

// Assembly of ROTL®(a)

// Roy4-Ro7 store the a

LDS R24,0x0116 Load direct from data space;
LDS R25,0x0117 Load direct from data space;
LDS R26,0x0118 Load direct from data space;
LDS R27,0x0119 Load direct from data space;
//R24-Ro7 are copied to Rap-Ra3

MOVW R20,R24 Copy register pair ;

MOVW R22,R26 Copy register pair ;

// 5 times 1-bit left shift

LSL R20 Logical shift left;

ROL R21 Rotate left through carry;
ROL R22 Rotate left through carry;
ROL R23 Rotate left through carry;
LSL R20 Logical shift left;

ROL R21 Rotate left through carry;
ROL R22 Rotate left through carry;
ROL R23 Rotate left through carry;
LSL R20 Logical shift left;

ROL R21 Rotate left through carry;
ROL R22 Rotate left through carry;
ROL R23 Rotate left through carry;
LSL R20 Logical shift left;

ROL R21 Rotate left through carry;
ROL R22 Rotate left through carry;
ROL R23 Rotate left through carry;
LSL R20 Logical shift left;

ROL R21 Rotate left through carry;
ROL R22 Rotate left through carry;
ROL R23 Rotate left through carry;
MOV RO,R23 Copy register;

// 27 times 1-bit right shift
LDI R23,0x1B Load immediate;

LSR R27 Logical shift right;

ROR R26 Rotate right through carry;
ROR R25 Rotate right through carry;
ROR R24 Rotate right through carry;
DEC R23 Decrement;

BRNE PC-0x05 Branch if not equal;

MOV R23,RO Copy register;

// Or the results of left shift and right shift
OR R24,R20 Logical OR;

OR R25,R21 Logical OR;

OR R26,R22 Logical OR;

OR R27,R23 Logical OR;

Fig.8. C code and assembly code of ROTL?(a).

We can see that for ROTL?(a), the 1-bit left shift
will be performed five times, and the 1-bit right shift
will be performed 27 times. The hamming weight
of each register will change during the execution of
ROTL?(a). Therefore, we can choose the result of

ROTL5(a) as our CPA target and perform byte-wise

CPA 4 times to recover the fixed part of a for an 8-
bit device. If we want to know the fixed part of T
from round ¢, we should apply the above method to
ROTL?(a) from round ¢ + 1.

For a 16-bit or 32-bit device, the only difference is
the length of the register; the ROTL operation will still
be divided into left shift operations and right shift ope-
rations. This difference simply increases the space to
be exhausted; the above strategy remains effective.

Next, we will describe how to recover A-key via CPA
for ROT L°(a) in specific rounds. First, we define some
notations as follows:

e RDy,t =0,..., 79 denotes the ¢-th round of SHA-1.

o A-key;, i = 0,...,3 denotes each 32-bit word of
A-key from the most significant word to the least sig-
nificant word.

o Ty ay, by, ct, di, and ey, t = 0,...,79, denote the
final statuses of T, a, b, ¢, d, and e at the end of RD,
respectively.

e T}, denotes the random part of T;.

e T} 1. denotes the fixed part of T;.

As shown in Subsection 2.4, the initial values of a,
b, ¢, d and e are as follows:

= HY"=67452301 ® A-keyp,
b= H”=EFCDABS9 & A-key,
¢ = HS”=98BADCFE & A-keys,
d = H{”=10325476 & A-keys,
e = H\"” =C3D2E1F0.

We can see that a, b, ¢, and d are related to A-key.
Therefore, the final goal is to recover them so that we
can infer A-key. Table 3 lists the statuses of a¢, by, ¢4,
dy, e, and the unfolded T3, t =0, ..., 11.

In RD4, Wy is random and denoted by Ty ,, and
ROTLS(Td) + K4 + e3 + ((T2 A 03) V (_‘TQ A dd)) is
fixed and denoted by T4 ; thus, Ty = Typ + Typ. In
RDs, ROTL5(Ty) is executed; this is the target of CPA
for the recovery of Ty ;. We must perform 8-bit CPA
The first round of CPA is performed to
recover 17619, Since there is an addition operation, if
T30+ 115" has a carry, then the CPA result will be af-
fected. To prevent this situation, we need to force T41_§j0
and T717 to be 0. Since Wy is equal to My, which is ini-
tialized with 0x5C5C5C5C and is XORed with RANDy,
we can load RANDy with 0x5C5C5C5C and then make
RANDZ619 random. With this chosen RAND, we can
efficiently recover T2%19. We can also load RAND,
with 0x5C5C5C5C and separately make RANDSL,

four times.
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Table 3. Statuses of at, bt, ct, dt, e+, and Tt in the First 12 Rounds

t at by Cct d et T

0 To a ROTL3%(b) c d ROTL%(a)+ Ko +e+ Wo+ (bAc)V (mbAd))

1 Ty To ROTL3 (a) ROTL3 (b) ¢ ROTLS (To) + K1 +d+ Wy + ((bo A CO) \ (—|b0 AN do))

2 T Ty  ROTL®*(T,) ROTL?*%(a) ROTL3°(b) ROTLA(T1) + Ko+ c+ Wa+ ((To Act) V (=To Ady))

3 Ts T  ROTL®*°(Th) ROTL3%(Ty) ROTL3(a) ROTL®(T)+ K3+ ROTL30(b) + W3+ ((T1 Ace) V (=Ti Adz))

4 Ty T3  ROTL®*°(T:) ROTL3°(Ty) ROTL3(Ty) ROTL?(Ts)+K4+ROTL3(a)+Ws+(To AROTL3O(Ty))V
(_\T2 A ROT L3 (TO)))

5 Ts Ty ROTL?*(T3) ROTL3°(T:) ROTL3*(Ty) ROTL?(T4)+Ks+ROTL3(Ty)+Ws+((Ts AROTL3C(Tz))V
(=T3 A ROTL3°(Ty)))

6 Ts Ts  ROTL®*°(Ty) ROTL3°(T3) ROTL3(Tz) ROTL®(Ts)+Ks+ROTL3C(T1)+Ws+((TuAROTL(T5))V
(=T4 A ROTL?*%(T3)))

7 T; Ts ROTL®*%(Ts) ROTL3%(Ty) ROTL3°(T3)  ROTL®(Ts)+Kr7+ROTL3(T)+Wr+((Ts AROTL30(Ty))V
(—\T5 A ROT L3 (Tg)))

8 Ts T  ROTL*°(Tg) ROTL3(Ts) ROTL3(Ty) ROTL®(T7)+Kg+ROTL3O(Ts)+Ws+((Tse AROTL3(T5))V
(=Ts A ROTL?0(Ty)))

9 Ty Ts  ROTL®*°(Ty) ROTL3®(Ts) ROTL3(Ts) ROTL®(Ts) + Ko +es + Wy + ((T7 Acs) V (=T7 Adsg))

10 Tho Ty ROTLSO(Tg) ROTL? (T7) ROTL? (Ts) ROTL? (To) + K10+ e9 + Wig + ((Ts Acg) V (=Ts A dy))

11 Th1 Tho ROTLSO(TQ) ROTL? (T3) ROTL? (T7) S(Th0,5) + K11 +e10 + Wit + ((To A c10) V (=T9 A d1o))

RAND}3, and {RANDZ°||RAND3 2"} random to re-
cover T8 T193 and {TF)|T3127}, respectively. Fi-
nally, we can obtain Ty ;. If we know T} j, we can com-
pute Ty with the known Wj. Similarly, if we wish to
recover Ty, t > 5, we can perform CPA for ROTL?(T})
in RD,;41 to recover T;.k and then compute the corre-
sponding 7} with the known T;.p.

Let us look at Table 3 and consider the unfolded T’
in each round. Based on the unfolded Tg, if we know
Ty, Ts, Ts, Tz, and Ts (Kg and Wy are known), we can
recover T5. Then, based on the unfolded T7, with the
known T5, Ty, T, Ts, T7, K7 and Wy, we can recover
Ts. Similarly, we can recover Ty, Ty, a, b, ¢, and d in
order from the unfolded Tg to T7i, respectively. Thus,
we need to recover Ty to Tg and then calculate T3, T,
Ty, Ty, a, b, ¢, and d in order. For an 8-bit MCU, we
need to perform CPA 20 times. Finally, we can obtain
A-key with the following formulas:

A-keyy = a @ 0x67452301,
A-key, = b ® 0xEFCDABS9,
A-key, = ¢ ® 0x98BADCFE,
A-keys = d ® 0x10325476.

4 Experiments

We implemented the SSD generation procedure and
SHA-1 based AKA on an 8-bit MCU, ATMegal28A.

We chose and controlled only the 56-bit RANDSSD
for SSD generation and the 128-bit RAND for SHA-
1 based AKA; all other parameters were fixed. A 5 Q)
resistor was inserted between MCU and GND to moni-
tor the power consumption. We used a LeCroy oscillo-
scope (WaveRunner 610Zi) to collect the power traces.
The sampling rate was 250 M/s. Moreover, we tested a
real SIM card that provides cdmaOne and CDMA2000
services. We used a self-made card reader to commu-
nicate with the SIM card through the ISO/IES 7816
protocol, and we inserted a suitable resistor to moni-
tor the power consumption. The oscilloscope and the
sampling rate were the same as for the MCU. To ex-
ecute the SSD generation procedure or SHA-1 based
AKA in a SIM card, it is necessary to send a specific
application protocol data unit (APDU), which is a com-
mon command format for ISO/IES 7816. According
to the speciﬁcation@, the APDUs of SSD generation
and SHA-1 based AKA are presented in Fig.9. For
our SIM card, SSD generation could be executed suc-
cessfully. However, we found that there was no SHA-1
based AKA procedure available, meaning that this SIM
card is a legacy 3G card and supports only the CAVE-
based protocol for 2G and 3G. Therefore, we will report
experiments performed on both the MCU and the SIM
card for SSD generation but only an experiment per-
formed on the MCU for SHA-1 based AKA.

@Removable user identity module for spread spectrum systems, Jul. 2009. https://www.3gpp2.org/Public_html/Specs/C.S0023-

D_v1.0_.R-UIM-090720.pdf, July 2019.
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1. APDU for SSD generation:

// Select the main file (3F00).

A0 A4 00 00 02 3FO0O

// Select the CDMA application (7F25)

A0 A4 00 00 02 T7F25

// Base station challenge (11223344)

A0 8A 00 00 04 11223344

// Update SSD.

A0 84 00 00 OF (7-byte RANDSSD) 00 (7-byte ESN)
2. APDU for SHA-1-based AKA:

// Select the main file (3F00).

A0 A4 00 00 02 3FO0O

// Select the CDMA application (7F25).

A0 A4 00 00 02 T7F25

// AKA authentication.

A0 88 01 00 21 (16-byte RAND) 10 (16-byte AUTN)

Fig.9. APDUs for SSD generation and SHA-1 based AKA pro-
tocol.

4.1 Experiments for SSD Generation

4.1.1 MCU

We chose RANDSSD[3] and RANDSSD[4] ran-
domly, while the other bytes of RANDSSD remained

shows a single power trace for all rounds of CAVE.
A zoomed-in view of the first round, showing the 16
iterations, is presented in Fig.10(Db).

| Round 0 | Round 1 | Round 2 | Round 3 | Round 4 | Round 5 | Round 6 | Round 7

(b)

Fig.10. Power traces for (a) 8 rounds of CAVE and (b) the 16
iterations of round 0.

We extracted the traces from the first eight itera-
tions of the first round and analyzed the trace set as

fixed. We acquired 20000 power traces. Fig.10(a) described in Subsection 3.2. Fig.11 shows the results
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Fig.11. CPA and SPA results for IRg.o on MCU. (a) Correlation traces of 256 candidate keys. The solid triangle represents the highest
correlation value (C) and its position (P). (b) Correct key (0xE9) rank vs the number of traces. (c) Mean trace of group 0 (solid line)
vs the mean traces of all the 16 groups (dotted line). (d) Mean trace of group 4 (solid line) vs the mean traces of all the 16 groups
(dotted line). The numbers 0-15 in (c) and (d) represent the indexes of the groups.
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of CPA and SPA for IRy . Fig.11(a) shows the corre-
lation traces from point 0 to point 5000 for all possi-
ble IRy..k, from which it can be seen that 0xE9 was
the best key with the highest correlation coefficient of
0.5205, which was far greater than the others. There-
fore, 0xE9 was the correct IRy .. We summarize the
relationship between the number of traces and the rank
of 0xE9 in Fig.11(b), from which it can be seen that 60
traces were sufficient for stable key recovery. Then, we
used 0xE9 to calculate the correct lowNibble for each
trace and divided the traces into 16 groups according
to their lowNibble values. The mean trace of group 0 is
plotted for comparison with the mean traces of all 16
groups in Fig.11(c). We can see that all groups were
similar except group 4. For confirmation, we present
similar plots comparing group 4 with all 16 groups in

Fig.11(d). These plots clearly indicate that group 4

0.6
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= 0.4
2
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=
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O
0.2
0.1
0.0
0 1000 2000 3000 4000 5000

Position

(a)

0Ovs O

(c)
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was the distinct one; therefore, I Ry ., was 4. Group 4,
which contains 1258 traces, was then filtered out, leav-
ing 18742 traces for subsequent analysis. In the final
step (IR7.1), there were 7340 traces remaining, which
were sufficient to complete the analysis.

4.1.2 SIM Card

As in the case of the MCU, we collected 20000
power traces, located the first eight iterations of the
first round, and then applied the strategy to this trace
set. Fig.12 shows the results for I Rgo. These summa-
rized results are similar to those in Fig.11 and prove
that the leakage from the SIM card is almost the same
as the leakage from the 8-bit MCU we used. For suc-
cessful CPA, fewer than 100 traces were needed. IR o
was 0x25, and I Rg.g., was 9. All analyses could be com-
pleted within 10 minutes.

200
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Fig.12. CPA and SPA results for IRg.9o on SIM card. (a) Correlation traces of 256 candidate keys. The solid triangle represents the
highest correlation value (C) and its position (P). (b) Correct key (0x25) rank vs the number of traces. (c) Mean trace of group 0
(solid line) vs the mean traces of all the 16 groups (dotted line). (d) Mean trace of group 4 (solid line) vs the mean traces of all the 16
groups (dotted line). The numbers 0-15 in (c) and (d) represent the indexes of the groups.
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4.2 Experiment for SHA-1 Based AKA

For SHA-1 based AKA, since the experiment was
performed on the 8-bit MCU, we performed CPA in a
byte-by-byte manner. As described in Subsection 3.3,
we first needed to infer T;. We acquired the power
traces related to Rounds and Roundg with the chosen
Wy, as shown in Fig.13. We recovered T7¢:19, T[8:11,
and T}93, {TF°||T32"} within 2000 traces. The re-
sults are shown in Fig.14. Fig.14(a) shows the corre-
lation traces of all candidates for T26 19: the best can-
didate key was Ox7E. Fig.14(b) shows the correlation
traces of all candidates for T;511; the best candidate
key was 0x70. Fig.14(c) shows the correlation traces
of all candidates for T} 93; the best candidate key was
0x24. Fig.14(d) shows the correlation traces of all can-

didates for {TZ°||T3¥27}; the best candidate key was
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0x48. Therefore, Ty was 0x4BF38120. Then, we cal-
culated T, with the known Wy and performed CPA for
Ts.i. Similarly, we could obtain Ts, T6.x, T7.k, and
Ts.r. Then, we derived T3, 15, T1, a, b, ¢, and d from T},
Ts, Ts, T7, and Tg. Finally, we obtained A-key. Each
round of CPA required no more than 2000 traces, and
the total number of traces we needed to acquire was
approximately 40 000.

———> Round 5 h }

ROTL3%(T3)

Round 6 *—TI

“ ROTL(T,)
_———

ROTLY(T4) ROTLY(T,)

MM@WMWWW | 'l

Fig.13. Power traces for the round 5 and the round 6 of SHA-1.
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Fig.14. CPA results for ROTL?(T}). (a) Correlation traces of T7619’s candidates. (b) Correlation traces of T%11’s candidates. (c)
Correlation traces of 7/93’s candidates. (d) Correlation traces of {T2 O||T3127} 4’s candidates. The solid trlangle on each sub-figure
represents the highest Correlatlon value (C) and its position (P).



1094

5 Conclusions

This paper reports the side-channel weaknesses of
the two main authentication protocols of CDMA net-
works. These weaknesses are vulnerable to the CPA
and the SPA, which cause that the secret internal data
of the protocols can be recovered. Based on the weak-
nesses, we proposed two specific attack strategies to
recover the whole authentication key for the two pro-
tocols, respectively. Through these strategies, the au-
thentication keys of the protocols can be extracted eas-
ily, which could cause a series of security problems. The
attack strategies are verified both on an 8-bit MCU and
a real SIM card. The experimental results showed that
our strategies are effective and demonstrated that the
authentication protocols of CDMA networks are not se-
cure against SCA.

In the future, it will be interesting to develop the
lightweight countermeasures for the CAVE-based and
the AKA-based protocols. On the other hand, 5G
technology is under development, and it will appear on
the market soon. The physical security of its authen-
tication protocol is still important. Thus, the research
of how to protect the SIM cards of the new generation
against SCA is very meaningful. We leave these topics
for future study.
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