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Abstract In software-defined networking (SDN), controllers are sinks of information such as network topology collected

from switches. Organizations often like to protect their internal network topology and keep their network policies private.

We borrow techniques from secure multi-party computation (SMC) to preserve the privacy of policies of SDN controllers

about status of routers. On the other hand, the number of controllers is one of the most important concerns in scalability

of SMC application in SDNs. To address this issue, we formulate an optimization problem to minimize the number of

SDN controllers while considering their reliability in SMC operations. We use Non-Dominated Sorting Genetic Algorithm

II (NSGA-II) to determine the optimal number of controllers, and simulate SMC for typical SDNs with this number of

controllers. Simulation results show that applying the SMC technique to preserve the privacy of organization policies causes

only a little delay in SDNs, which is completely justifiable by the privacy obtained.

Keywords software-defined networking (SDN), privacy, secure multi-party computation (SMC), structure function, multi-

objective optimization

1 Introduction

Computer networks form a critical infrastructure

for enterprises. Data center networks carry a great

amount of confidential traffic from the government,

users and companies. Therefore, privacy and security

are critical requirements for these networks. Software-

defined networking (SDN) is an architectural approach

that simplifies and optimizes network operations by

more closely binding the interactions such as messag-

ing between applications and devices which can be real

or virtualized [1]. It is achieved by employing a con-

troller which is a point of logically centralized network

software. The separation of control plane and data

plane facilitates the communication between applica-

tions needing to interact with network elements which

convey information [2].

In SDN, the control and management planes are sep-

arated from the data plane on the networking device

via the well-defined application programming interface.

This enables an SDN controller to manage the flows

in the forwarding network devices [1]. OpenFlow [3], the

de facto standard for the interaction between the con-

troller and the forwarding devices (e.g., SDN switches),

follows a match-action paradigm. The SDN controller

determines and installs rules of flow on the router con-

sisting of a match and an action part. If a packet

(flow) matches a rule, then the corresponding action

such as dropping the packet or forwarding it will be

applied [2]. However, SDN, and in particular Open-

Flow, an SDN standard, introduces a secure network,

but the paradigm depends on correctness of the under-

lying hardware including routers and switches. In re-

cent years, many attackers have compromised routers

or switches [4]. The attacker may compromise a router

and convert it to an adversary which behaves arbitra-

rily, i.e., it may reroute, mirror or modify packets on

its choice. Consequently, the adversarial router com-

pletely ignores the OpenFlow match-action rules which

are installed by the SDN controller.
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Protecting policies applied on SDN routers makes

it more difficult for an attacker to compromise routers.

For instance, if the attacker cannot determine which of

routers forwards a message, then he/she cannot easily

disturb routing operations. We use a state-of-the-art

secure multi-party computation (SMC) framework on

structure function to preserve the policies of SDN con-

trollers about routers. In SMC, multiple parties can

carry out a joint computation of any function on their

respective inputs, but it does not reveal any information

about the inputs [5]. SMC was first introduced in 1982

by Yao [6] who gave solutions for the so-called “million-

aires” problem in which two millionaires want to know

which one is richer without revealing their wealth to

each other and without any third party. After that,

many papers in the literatures of SMC have investi-

gated the maximal number of dishonest parties out of n

parties, which is tolerable by the secure n-party compu-

tation of any arbitrary function. The first multi-party

solution is proposed by Goldreich et al. called GMW

protocol [7], who proved that general SMC is possible if

and only if t < n/2 players are actively corrupted and

in the case of passive corruption if and only if t < n

players are corrupted.

The structure function is a model that deter-

mines the status of the system given the status of its

components [8]. We use the structure function to eva-

luate the performance of routing operation of routers.

In this work, we use SMC in an SDN scenario where

many controllers secretly share their private inputs, i.e.,

their policies, and run a secure computation of struc-

ture function on these private inputs. The structure

function can be considered as a Boolean circuit that

consists of AND gates and OR gates. We use the GMW

protocol [7] to implement the structure function which

uses a Boolean circuit and it is based on Boolean shar-

ing. In order to make the implementation of the GMW

protocol in SDNs as efficient as possible, the number of

SDN controllers involved in secure computation should

be optimal. For this purpose, a heuristic algorithm

called Non-Dominated Sorting Genetic Algorithm II

(NSGA-II) [9] is used to solve a multi-objective prob-

lem for determining the optimal number of SDN con-

trollers. We minimize the number of SDN controllers

while reducing the cost and latency between controllers

and routers and increasing the reliability.

The rest of this paper is organized as follows. Sec-

tion 2 summarizes related work about applications of

SMC in networks. Section 3 considers the prelimina-

ries of our method. In Section 4, the proposed ap-

proach for modeling of structure function is described

and the security and the privacy of our approach are

discussed. Section 5 determines the optimal number of

SDN controllers and Section 6 evaluates the proposed

multi-party computation of structure function. Finally,

we conclude the paper in Section 7.

2 Related Work

To the best of our knowledge, our paper is the first

work that proposes a privacy-preserving method for

protecting router policies of SDN based on SMC. How-

ever, SMC has many applications and it is applied for

preserving privacy in networks. In this section, we in-

vestigate some researches that have investigated using

SMC in networks as follows.

Border gateway protocol (BGP) is a standardized

exterior gateway protocol designed to exchange rout-

ing information among autonomous systems on the

Internet [10]. Unfortunately, BGP suffers from the lea-

kage of sensitive information about the routing prefe-

rences of domains. To overcome this problem, some re-

search papers such as [11–13] apply the idea of centra-

lizing and using SMC for interdomain routing. They

use the SMC approach to provide more privacy than

BGP while deploying new policies. Asharov et al. [13]

used a secure two-party computation (2PC) and they

outsourced the route computation to two computa-

tional parties who supposed that they do not collude.

To preserve the privacy of business relations of au-

tonomous systems (ASes), the ASes shared their rout-

ing preferences with these two parties such that no

party gets any information about the routing prefer-

ences between them. Then, these two parties run a se-

cure interdomain routing computation protocol to de-

termine the routes for any autonomous system. The

deployment of SDN on the Internet has raised concerns

about the correctness of the inter-domain data-plane. If

operators can deflect traffic from default BGP routes,

then SDN policies create permanent forwarding loops

invisible to the control-plane. Dethise et al. [14] used

SMC techniques to present a system for detecting SDN

induced forwarding loops among software-defined eX-

changes with a high accuracy without the leakage of

private routing information of network operators.

A social network with sensitive information such as

trust or hatred relationships between users has privacy

concerns. This issue restricts users to access these net-

works. Kukkala et al. [15] proposed a multi-party com-

putation protocol for securely constructing a graph.

This graph is used to model a social network such
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that nodes represent users and edges capture the re-

lationship between users. An unlabeled random iso-

morphic version of the graph is securely constructed

and the resultant graph is distributedly held by n par-

ties. The proposed protocol can be used to investigate

the behavioral aspects of network users while preserv-

ing the privacy of their sensitive data. Furthermore,

the authors [16] discussed that although in social net-

work users can communicate personal information with

others, there are privacy concerns when the personal

information of the users collected by the provider of

social networks is used for advertising purposes. To ad-

dress this problem, they proposed a privacy-preserving

group-based advertising system for secure social net-

works. Their design is run by n servers where each of

them is provided by an independent authority. They

utilized the group-based advertising notion for preserv-

ing user privacy and hid the identity of the exact target

customers.

In ad hoc networks, mobile devices hold users in-

formation such as photos, passwords and banking data.

Hence, they can provide an environment for secure com-

putation. Also, the sensors in special smartphones col-

lect a lot of sensitive information about users. There-

fore, it is important to protect the privacy of data han-

dled in the mobile domain. For this purpose, Demmler

et al. [17] suggested a scheme for token-aided ad hoc

SMC on mobile devices based on the GMW proto-

col. The Internet of Things (IoT) collects the infor-

mation about the activities of people and private infor-

mation such as travel routes or daily activities; there-

fore the user privacy preservation should be provided.

Oleshchuk [18] used the idea of multi-party computation

within the context of IoT and investigated which level

of protection can be satisfied by applying SMC in ubiq-

uitous applications. Also, in [19] a vision of privacy-

preserving data processing is provided. The authors

suggested an architecture which employs SMC at the

core of the architecture to realize data processing sys-

tems incorporating support for preserving privacy. The

architecture can be utilized in dynamic environments

such as IoT where nodes are constrained devices and

communication is done via unreliable connections.

Organizations offering Internet-based services such

as Internet service providers and content delivery net-

works join the Internet exchange points (IXPs) for

exchanging Internet traffic between their networks

(ASes). IXPs offer a useful service, called route server

(RS) which allows any member connected to an IXP

to exchange traffic with other members. However, RS

services have been deployed at IXPs to facilitate mana-

ging of the burden of BGP sessions for the operators,

and the usage of such services is along with the privacy

concerns and the members’ routing policies disclosure

to external commercial parties such as the IXPs. Chiesa

et al. [20] suggested an approach for preserving the pri-

vacy of routing policies at IXPs where the RS service

allows redistributing the information of BGP routing

according to the policies which are specified by the IXP

members while this approach reduces the risk of infor-

mation leakage to the semi-honest or malicious entities.

Also, as mentioned in [21], with an increasing num-

ber of IXPs as the emerging physical convergence points

for Internet traffic, privacy concerns have arisen. IXPs

offer centralized RS services for ranking, selecting, and

dispatching BGP routes to their member networks.

But, for using these centralized services, IXP mem-

bers should disclose private information including peer-

ing relationships and route-export policies to the IXP

or to other IXP members. Such information can re-

flect sensitive operational and commercial information.

Hence, Chiesa et al. [21] designed an IXP RS design

by using SMC where routes are dispatched according

to highly expressive routing policies of members and

performance-related information of IXP. Furthermore,

Cho et al. [22] presented a cloud-based system for secure

navigation operations between multiple parties while

privacy is preserved. In this system, public data is

stored on a cloud computing infrastructure. The system

performs a 2PC between the input data corresponding

to the current location of the first party and the public

data. Also, each party performs a 2PC on the public

data and its input data. Then, the system performs

SMC between multiple parties and the cloud comput-

ing infrastructure. The multiple parties privately up-

date the public data with an obtained result of the 2PC.

Finally, for the first party, a privacy-preserving naviga-

tion from the first party’s current location to a desired

location is generated using results obtained from the

2PC and the SMC.

In this paper, we suggest the use of SMC to compute

the structure function in SDNs. This method preserves

the privacy of policies of SDN controllers for routers.

In this scenario, the privacy means that no SDN con-

troller should learn anything more than the output of

structure function. Also, we formulate an optimization

problem to determine the optimal number of SDN con-

trollers participating in SMC operations. Simulation

results show that applying SMC in SDNs creates only

a little delay in routing operation.
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3 Preliminaries

This section introduces the preliminaries of this

work.

3.1 Software-Defined Networking

The term SDN (software-defined networking) refers

to a network architecture where the forwarding state in

the data plane is managed by a remote control plane.

An SDN can be defied as follows [23].

• The control and data planes are decoupled. Con-

trol functionality is removed from network devices

which become the simple packet forwarding devices.

• Forwarding decisions are flow-based. A flow is

defined by a set of packet field values and acts as a

match/filter and a set of actions/instructions. In the

SDN context, a flow is defined as a sequence of packets

between a source and a destination and the packets of a

flow receive same service policies at the forwarding de-

vices. Using the flow, the controller unifies the behavior

of different types of network devices including routers

and switches.

• Control logic is moved to an external entity which

is called SDN controller (or network operating system).

• The network is programmable through software

applications which run on top of the network operating

system interacting with the underlying data plane de-

vices.

In computer networks, routers compute routes using

routing protocols to decide which interfaces should for-

ward packets. In SDNs, controllers support route com-

putations and routers become just forwarding devices.

SDN controllers determine and apply the flow-based

forwarding rules instead of destination-based rules in

order to provide a better control of the network traf-

fic. Hence, the routing policy on defining the rule (for-

warding or dropping the received packet) for routers

is important, since attackers need to detect the active

routers to compromise them and make interference in

routing. Consequently, routing policies are considered

as sensitive information which must be kept private to

any entity except the SDN controller who determined

this policy. In this paper, we provide a solution to

this challenge. Hereafter, the privacy of routing policy

means preserving the defined rule for any router about

whether it forwards the received packet or not.

3.2 Secure Multi-Party Computation

SMC, first suggested by Yao [6], is a method that

allows two or more parties to compute a function

without trusting each other or one another. In the

setting of SMC, two or more parties, P1, P2, . . . , Pn,

with the private inputs x1, x2, . . . , xn wish to jointly

compute some predetermined function of their inputs,

f(x1, x2, . . . , xn). The computation should be such that

the parties received the correct output and the pri-

vacy of each party’s input is preserved. No party Pi

can obtain more information than what it can obtain

from its input xi and its output. SMC applications

include any distributed computing task such as elec-

tronic voting, electronic auctions, electronic and anony-

mous transactions [24]. The security of SMC is pre-

served even in the presence of some adversarial entity

who corrupts some of the parties and coordinates their

behaviors. In SMC protocols, two types of adversaries

are considered including a semi-honest adversary, also

known as honest-but-curios or passive, and a malicious

adversary or active. Semi-honest adversaries follow the

protocol specification but they try to learn secret in-

formation about the private information of the honest

parties from the exchanged messages while malicious

adversaries deviate from the protocol specification and

are allowed to follow any arbitrary behavior [25]. In our

method, like [12, 13], we suppose that the computing

parties, here SDN controllers, are semi-honest.

3.3 GMW Protocol

In distributed computing, a number of computing

devices, or parties, carry out a joint computation of

some function. The aim of SMC is to enable parties

to compute any function on their private inputs with-

out revealing anything but the result [24]. The GMW

protocol [7] allows secure evaluation of a function which

is represented as a Boolean circuit. In the GMW proto-

col, two parties interactively evaluate a Boolean circuit

using secret shared values. Each party shares its input

with the other party using a 2-out-of-2 secret sharing

scheme [26]. For instance, for any value v, each party

Pi, i = 1, 2, gains from secret sharing the share vi such

that v = v1⊕v2. Then the parties go through each

gate of the circuit and compute results on their shares

together.

In more details, for each gate the parties locally

compute their shares of the output wire using their

shares of the input wires. In the GMW protocol, each

XOR gate is evaluated locally by XORing the shares.

For the NOT gate, only one party complements its

share of the bit v over the input wire of the gate and

then all parties will hold shares of ¬v. Only the compu-
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tation of the outputs of an AND gate requires the inte-

raction between parties. For computing the outputs of

each AND gate, it needs the interaction between parties

to compute an oblivious transfer (OT) on inputs. OT is

an important building block for secure computation [27].

In OT, a sender has two l-bit inputs (x0, x1) and a re-

ceiver has an input bit s∈{0, 1}. The receiver receives

the message xs while the sender has no output. OT

guarantees that the receiver only learns xs and nothing

about x1−s while the sender does not learn the value of

s.

Due to the interaction between parties in evaluating

AND gate, the round complexity of the GMW protocol

depends on the depth of the circuit. Using multiplica-

tion triple [28] is an efficient method for securely evaluat-

ing an AND gate on inputs x and y, shared between two

parties as x0, x1 and y0, y1, respectively. Multiplica-

tion triple consists of three random shares ai, bi, ci, i =

0, 1, such that (c0 ⊕ c1) = (a0 ⊕ a1) ∧ (b0 ⊕ b1). The

parties use these pre-generated multiplication triples to

exchange di = xi⊕ai and ei = yi⊕bi. Then, by consi-

dering the values d = d0⊕d1 and e = e0⊕e1, the output

shares are obtained as z1= (d∧e)⊕(b1∧d)⊕(a1∧e)⊕c1
and z2 = (b2 ∧ d) ⊕ (a2 ∧ e) ⊕ c2. The advantages of

multiplication triples include sending only one message

for each party and using a smaller size of the messages,

which is 2 + 2 bits instead of 2 + 4 bits.

3.4 Structure Function

The focus of the theory of reliability is on de-

scribing the functioning of a system under the struc-

ture of this system and the functioning status of its

components [29]. The structure function is a model that

determines the status of the system given the status of

its components [30] which plays an essential role in reli-

ability assessment. For a system with m components,

considering the status of components as the state vector

x = (x1, x2, · · · , xm) ∈ {0, 1}
m
, xi = 1 if the i-th com-

ponent functions, and xi = 0, otherwise. In definition of

x, the labelling of each component is arbitrary but must

be fixed. The structure function ϕ: {0, 1}
m
→{0, 1}, is

defined for all possible vectors x ∈ {0, 1}
m
. In more

details, the structure function ϕ is a Boolean function

that indicates the status of the system (success or fai-

lure). ϕ(x) takes the value 1 if the system functions

(success state) and 0 if the system does not function

(failure state) for state vector x [31].

3.5 NSGA-II Algorithm

Multi-objective optimization models complex opti-

mization problems in which objectives under considera-

tion conflict with one another and optimizing a solution

with respect to a specific objective can lead to an un-

acceptable result with respect to other objectives [32].

Researches have proposed methods using genetic algo-

rithm (GA) to solve the multiple-objective optimization

problem. NSGA-II is one of the most popular multiob-

jective optimization algorithms because of the specific

characteristics including fast crowded distance estima-

tion procedure, fast non-dominated sorting approach

and simple crowded comparison operator. We briefly

describe NSGA-II as following steps [33].

• Population Initialization. The NSGA-II algorithm

initializes the population based on the problem range

and constraints.

• Non Dominated Sort. The sorting process is

done based on non domination criteria of the initialized

population.

• Crowding Distance. After completing sorting, al-

gorithm assigns the crowding distance value front wise

and selects the individuals in population based on rank

and crowding distance.

• Selection. In this step, the individuals are se-

lected by a binary tournament selection with a crowded-

comparison operator.

• Genetic Operators. The NSGA-II algorithm ap-

plies the single-point crossover and bitwise mutation for

binary-coded GAs and the simulated binary crossover

operator and polynomial mutation for real-coded GAs.

• Recombination and Selection. The current gene-

ration population and the offspring population are com-

bined. Then, the individuals of the next generation are

chosen by selection, crossover and mutation. Finally,

the new generation is filled by each front subsequently

until its size exceeds the size of current population.

4 Proposed Method

4.1 Motivation

In order to compromise a router and disrupt routing

process, an attacker should identify the active routers.

Therefore, if the router’s status is unknown, the suc-

cess of the attacker for its compromising will be re-

duced. Hence, the policies of SDN controllers about

which routers forward packets in routing operations

are important and the privacy of SDN policies must

be preserved. In this problem, privacy means that the
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action of routers in packet forwarding according to de-

fined rules should be kept private. On the other hand,

the source node needs to be informed to ensure that its

packet can reach the desired destination. One solution

is that the SND controllers compute a Boolean function

in which its output denotes the successful routing.

We utilize this concept of structure function which

determines the status of a system based on the sta-

tus of its components, and consider an SDN as the

system and the routers as its components. Then, the

structure function is computed, and the function out-

put taking value 1 denotes that the network routers in

path of source to destination forward packets. Also,

we apply the SMC technique for secure computing of

the structure function without disclosing the status of

routers. Then, to deal with the scalability problem of

the proposed method due to the number of controllers,

in Section 5 we model the problem as a multi-objective

problem and then compute the optimal number of SDN

controllers for secure computing structure function by

NSGA-II. The proposed method can be described in

these steps, where their details are specified in the fol-

lowings:

• modeling structure functions for the routing pro-

cess in SDN;

• determining the inputs of SDN controllers for

structure functions whenever a source node requests an

SDN controller to check whether it can send its packets

to a destination;

• constructing the circuit representing the resultant

structure function;

• evaluating the circuit by running the GMW pro-

tocol;

• computing the optimal number of SDN controllers

by modeling a multi-objective problem.

4.2 Modeling Structure Function

In this paper, the structure function

ϕ(x1, x2, . . . , xn) models the success or failure of the

SDN in routing process from a source to a destination,

given the policies defined for its route performance of

routers in the routing process. We consider an SDN

as a system and routers as its components. The net-

work routes successfully if all routers in at least one

path from the source to the destination successfully

transmit the network packets.

First, we consider the following labeling for each

router and the binary random variable xi that indicates

the status of router i.

• xi= 1 denotes that the router i forwards a packet.

• xi= 0 denotes that the router i does not forward

a packet.

We define packet transmission as success or failure.

In other words, two states are considered.

• Success Status. ϕ takes the value 1 if the SDN

transmits data from the source to the destination for a

given period of time.

• Failure Status. ϕ takes the value 0 if SDN fails to

perform routing satisfactorily.

4.2.1 Structure Function in Terms of Minimal Paths

To describe the SDN reliability, we define the con-

cepts of path, minimal path, cut set, and minimal cut

set for the network according to [30]. A path in the

network is a set of routers, such that if all the compo-

nents in this set are successful, then the system will be

successful. A minimal path is a set of routers that com-

prise a path, but the removal of any of these routers will

cause what remains from this path not to be a network

path. It is possible to determine the structure function

in terms of the set of minimal paths [34]. Let P be a set

of routers comprising a minimal path. Using xi as an

indicator of the status of router i, the event of a path

to be successful is the Boolean function
∏

i∈P xi. The

event of the failed path is 1−
∏

i∈P xi.

Let P1, P2, . . . , Pn be the collection of all minimal

paths of the network for a given source to a given des-

tination. The network is successful if at least one of

the minimal paths does not fail. Then the structure

function can be determined by

ϕ (x) = 1−

(

1−
∏

i∈P1

xi

)(

1−
∏

i∈P2

xi

)

. . .

(

1−
∏

i∈Pi

xi

)

. (1)

For example, the structure function for the bridge

network of Fig.1 from (1) is

ϕ (x)= 1− (1−x1x3x5) (1−x2x3x4) (1−x1x4) (1−x2x5) .

4.2.2 Input Data

It is our goal to simulate the structure function for

determining whether packets sent by the source are suc-

cessfully received by the destination or not. We set

xi = 1 if the associated SDN controller defines a rule

for forwarding the received packet in the routing ta-

ble of the i-th router. If there is no information in the

router table of the i-th router, then xi will be set to 0.
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1

2 5

3

4

Fig.1. Bridge network graph.

4.2.3 Circuit Representation

For computing the structure function, any multipli-

cation is represented by an AND gate. The addition

or subtraction operation that is calculated between the

sentences in structure function, can be computed with

XOR gate.

4.2.4 Secure Computation of Structure Function

When a source node wants to send a packet to a des-

tination node, it sends a request packet that contains

the destination address to the corresponding SDN con-

troller. Then the SDN controller sends a request to

all SDN controllers. All SDN controllers participate

in secure computation of the structure function over

the status of their routers based on the GMW proto-

col. Suppose there are K SDN controllers and Si de-

notes the i-th SDN controller who controls ni routers.

Si shares the values of xi,1, . . . , xi,ni
with other SDN

controllers using secret sharing scheme. Then all SDN

controllers compute the structure function on inputs

xi,1, . . . , xi,ni
, i = 1, . . . ,K by the GMW protocol, in

which the shares of final gate’s output are reconstructed

by the requester SDN controller. If the result of the

structure function is 1, then the requester SDN con-

troller informs the source node that it can send its

packet to the destination address.

4.3 Security and Privacy

In the proposed method, a circuit representing the

structure function is public and the GMW protocol

is applied for its secure evaluation. In other words,

the GMW protocol securely evaluates a Boolean cir-

cuit that computes the structure function. Similar

to [12, 13], we assume that the computing parties, i.e.,

SDN controllers, are semi-honest. The SDN controllers

secretly share their inputs to one another. Then, the

controllers apply the GMW protocol to evaluate the cir-

cuit gate-by-gate while they maintain the secret shard

value on each wire invariant. The SDN controllers se-

curely compute a secret sharing of the output wire of

the gate using the secret shared values over the input

wires, and XORing the shares and running OT proto-

col for XOR/NOT and AND gate, respectively. Finally,

the SDN controllers send their corresponding shares of

the output to the requester SDN controller to compute

the structure function. Note that for running the GMW

if only one party computes the output like our method,

a secure channel is not required and in the case that

multiple parties compute the output, only the final mes-

sages from the parties must be encrypted.

The correctness of the proposed approach is de-

rived from correctness of the circuit representing the

structure function and the correctness of the GMW

protocol [7]. The security and the privacy of our

method are derived from the security proof of the GMW

protocol [7]. To privately evaluate a given circuit, GMW

hides the intermediate values on internal wires of the

circuit. These properties are formally descried in Theo-

rem 1. In short, we say that the security of the semi-

honest computing parties lies in the security of the OT

protocol. Assuming the security of the OT protocol,

the security of the GMW protocol is derived from the

fact that parties only see random values until the end

of the protocol and hence, they learn nothing beyond

the output, as required. Note that the security of the

GMW is information-theoretic if an ideal OT can be

realized.

Theorem 1. The GMW protocol privately evalu-

ates the circuit representing a Boolean (for example the

structure function) in the presence of a semi-honest ad-

versary who corrupts at most n− 1 out of n computing

parties [7].

Proof. We use the standard method for show-

ing security of our scheme using the ideal/real world

paradigm [24]. This proof is inspired from [35] and to

put it simply, we prove and define the security of the

protocol for semi-honest setting as follows.

Definition 1. A protocol π is said to securely com-

pute the functionality f in the semi-honest model if

for every probabilistic polynomial-time real adversary

A there exists a probabilistic polynomial-time ideal ad-

versary or simulator S such that

{IDEALf ,S(z )(x, y)}x,y,z
c
≈ {REALπ,A(z )(x, y)}x,y,z ,

where x, y, z ∈ {0, 1}∗ and IDEALf ,S(z )(x, y) is defined

as the output pair of the honest party and the adver-

sary S from the ideal execution, and REALπ,A(z )(x, y)



870 J. Comput. Sci. & Technol., July 2020, Vol.35, No.4

is defined as the output pair of the honest party and the

adversary A from the real execution. In other words,

the input/output distributions of the adversary and the

participating parties in the real and ideal executions are

computationally indistinguishable.

Consider the parties P1, . . . , Pn with inputs

x1, . . . , xn and outputs y1, . . . , yn. Suppose that the

adversary A controls all parties but Pm, denoted by

C. Then, the simulator S receives values of xi and yi,

from all Pi ∈ C and behaves as follows. For shares of

inputs, S sends the random shares received from Pi’s,

denoted by si,m, to Pm. Moreover, it forwards the ran-

dom shares generated by Pm, denoted by sm,i, to all

Pi ∈ C. For emulation of a multiplication gate, the

simulator S considers the following values. ∀i < m, S

selects a random bit as the value which is obtained in

running the OT with Pm. Also, ∀i > m, S selects the

required random shares and sets the inputs of the OT

with Pm. Finally, for any output yi of Pi ∈ C, S com-

putes the message received from Pm by XORing of yi
and the shares of input owned by Pi.

According to the described simulation, the random

shares si,m and sm,i are identically distributed. Also,

similar to the protocol in running of the OT, for i < m,

OT’s output is random and for i > m, the OT’s input

is specified as in real execution of the protocol. Fur-

thermore, for outputs, messages received from Pm in

ideal and real worlds are identically distributed. Con-

sequently, the protocol is secure since the output distri-

butions of the adversary in the real and ideal executions

are identical and computationally indistinguishable. �

5 Determining the Optimal Number of SDN

Controllers

As described in Subsection 4.2.4, the SDN con-

trollers should participate to compute the structure

function. We determine the optimal number of SDN

controllers by considering this issue as a multi-objective

optimization problem. Multi-objective optimization is

concerned with optimization problems which include

more than one objective function to be optimized si-

multaneously. Multi-objective optimization is applied

in situations where optimal decisions must be taken in

the presence of trade-offs between two or more conflict-

ing objectives [36]. Our goal is determining the number

of SDN controllers while minimizing their number in a

way to reduce the cost and the latency between routers

and their corresponding controllers and simultaneously

increase the network reliability. We consider the system

model in Fig.2.

:
:

R

l֒֒ c֒֒ p֒

lN
֒֒
 cN

֒֒
 p

N
֒

lN֒֒
 cN֒֒

 pN֒

lN֒K֒ cN֒K֒ pN֒K

l֒֒ c
֒֒ p

֒
l
֒K ֒ c

֒K ֒ p
֒K

S

S

SKRN

:
:

:
:

:
:

Fig.2. System model.

The parameters used in the system model are as

follows.

• Ri represents a router i, for all integers i in the

interval [1, N ].

• Sj represents an SDN controller j, for all integers

j in the interval [1,K].

• cij represents the cost of a connection of router Ri

to the SDN controller Sj .

• aij is set to 1, if the router Ri is attached to con-

troller Sj . Otherwise, it is set to 0.

• pij represents the probability of honest behavior

of the controller Sj in the status announcement of the

router Ri.

• lij represents the latency of the shortest path be-

tween router Ri and controller Sj .

We suppose that the number of SDN controllers is

equal to or smaller than the number of routers, i.e.,

K 6 N . Also, any router is connected to only one

controller. In other words, for all i:

K
∑

j=1

aij = 1. (2)

We define the following reference object function to

model the latency metric.

L (a11, . . . , aNK) =

N
∑

i=1

K
∑

j=1

aij lij .

Also, the object function for cost metric is:

C(a11, . . . , aNK) =

N
∑

i=1

K
∑

j=1

aijcij .

We suppose that SDN controllers may have a malicious

behavior in the GMW protocol and share an incorrect



Maryam Zarezadeh et al.: Preserving Privacy of Software-Defined Networking Policies 871

value. Hence, we define the reliability of SDN con-

trollers as the following.

R(a11, . . . , aNK) =

N
∏

i=1

(

K
∑

j=1

aijpij).

Our goal is determining the number of SDN con-

trollers which decreases network latency, reduces cost,

and increases the reliability. Therefore, the optimiza-

tion problem is

minimize L (a11, . . . , aNK) , C (a11, . . . , aNK)

maximize R(a11, . . . , aNK)

subject to (2).

We use NSGA-II [9] to solve this multi-objective opti-

mization problem as described in Section 6.

6 Evaluation

In this section, we analyze the performance of the

proposed method. The experiments are run on a 64-

bit machine with an Intelr CoreTM i7-312QM CPU at

2.10 GHz and 6GB RAM, running Windows 7. We use

Python version 3.6.2 and Intelr Distribution to sup-

port parallelism across Python. As previously stated,

our work includes two parts. The objective of the first

part is secure and fast computing of structural function

in SDNs using the GMW protocol. The purpose of the

second part is to determine the optimal number of SDN

controllers that provides the least amount of cost and

delay in the SDN and the most reliability of SDN con-

trollers while assigning the routers to the controllers.

First, we evaluate the second part using NSGA-II [9].

The performance of NSGA-II is investigated on several

samples including different numbers of routers. The

parameters set are shown in Table 1. Also, the NSGA-

II algorithm applies the values according to Table 2.

We consider the cost of the SDN controllers in the inter-

val [3 000$, 200 000$]. We use the data of research [37]

for determining the values for the latency between a

router and an SDN controller and it is set to values

between 10 and 10 000 miles. Also, the probability of

honest behavior of any controller in the router’s status

announcement is set to [0.4, 0.8].

Table 1. Parameters of Our Simulation

Parameter Value

Latency [10, 10 000]

Cost ($) [3 000, 200 000]

Probability of honest behavior [0.4, 0.8]

Table 2. Parameters of NSGA-II

Parameter Description Value

Max gen Maximum of generation [100, 1 000]

Pop size Size of population [20, 50]

Mut prob Mutate probability 0.2

Mutate Mutate Random

Crossover Crossover Two point

It should be mentioned that all simulations have

been performed on random graphs. In this paper, six

samples are considered based on the number of routers

in the SDN, which covers a network with a number

of routers from 25 to 250. This number also supports

SDNs with millions of end-users. The results of simu-

lation are described in Table 3. This table contains

the minimum number of controllers required, K, and

the fitnesses which are provided by NSGA-II. It should

be noted that in genetic algorithms, a fitness function,

known as an evaluation function, measures how close

a given solution is to the optimum solution. It deter-

mines how a solution is fit for the desired problem. It is

obvious that with the increase in the number of routers

in SDN, the number of controllers required is also in-

creased. This increase can be observed in Table 3. For

250 routers, at least 13 controllers are needed. There-

fore, on average about 7.6% of routers are connected

to the same controller. In this method, the exact num-

ber of routers and which router is connected to which

controller are also determined by considering the proba-

bility of honest behaviors of the controllers, the latency

and the cost.

Table 3. Results of Samples Used in NSGA-II

Number of N K Latency Cost Reliability of

Samples SDN Controllers

1 25 2 2 756.429 93 51 927.800 8 1.641 115 13e-09

2 50 3 3 132.788 82 62 044.261 7 1.507 452 60e-18

3 100 3 2 150.242 92 52 401.238 3 2.106 253 83e-16

4 150 4 4 073.672 12 76 685.242 2 5.241 838 23e-31

5 200 5 3 776.374 27 86 505.148 4 5.560 912 83e-41

6 250 13 3 939.700 44 84 648.031 2 1.987 775 04e-52

In Fig.3, the number and values of the fitness func-

tion are observed for different generations. Fig.3 rep-

resents the optimal performance and convergence of

the selected response to the optimal value of cost, la-

tency and reliability. This output is calculated for 1 000

generations and for 100 routers. As seen in Fig.3(a),

the minimum and the best number of controllers is 3.
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Fig.3. Values of multi-objective fitness in NSGA-II. (a) Number of controllers. (b) Maximum reliability. (c) Minimum cost. (d)
Minimum latency.

This value converges to 3, after the 160th generation.

The maximum reliability of SDN controllers shown in

Fig.3(b) indicates that this method is successful in se-

lection of honest controllers. On the other hand, the

tendency to the lowest cost is clearly visible in Fig.3(c).

This figure indicates that the selection of controllers

and the allocation of routers to the controllers are such

that will lead to the least cost. Also, in Fig.3(d) the

minimum latency is selected.

We compute the optimal number of SDN controllers

according to NSGA-II and then evaluate the proposed

method for secure computing of structural function us-

ing the GMW protocol. According to Table 4, the run

time for almost all samples is less than 0.50 seconds that

indicates the efficiency of our method. As the number

of routers increases, the number of paths between them

increases and the length of relationships increases. As a

result, the number of gates increases at different levels

and the runtime increases. It should be mentioned that

the calculations of the gates are done in parallel at each

level, and the increase of the number of gates at one

level has no effect at run time. According to Table 4,

the growth rate of the number of SDN controllers is

low, which indicates the efficiency of the first proposed

method for secure computing of structural function in

networks with a large number of routers.

The accuracy of the results is also evaluated by an

algorithm that directly correlates the values in the diffe-

rent equations of structural functions and the accuracy

of 100% of the results is numerically verified. Regard-

ing other relationships for other random graphs, the

correctness of relationships has also been obtained. All
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the materials presented indicate the applicability and

the efficiency of the proposed method.

Table 4. Computation Time of the Structure Function in GMW
Protocol

Number of Number of Number of Time (s)

Samples Routers Controllers

1 25 2 61.0e-19

2 50 3 61.0e-19

3 100 3 0.010 000 228 881 835 938

4 150 4 0.029 999 971 389 770 508

5 200 5 0.050 000 190 734 863 280

6 250 13 0.480 000 734 329 223 630

7 Conclusions

In this paper, we employed secure multi-party com-

putation protocol for preserving the privacy of policies

of SDN controllers about the routers for forwarding a

received packet. Our framework is based on structure

function evaluation by the GMW protocol. We sug-

gested a method for determining the optimal number of

SDN controllers for the number of routers by NSGA-II.

The proposed solution seeks to minimize the number

of controllers in the network while reducing the cost

and latency and increasing the reliability that leads to

a multi-objective optimization problem. Then, the op-

timal number of controllers is used in SDN to compute

the structure function. The simulation results showed

that the proposed number of SDN controllers results

in a short time for computing the structure function.

Therefore, the proposed method can be used in secure

SDN to preserve the privacy of policies of network ad-

ministrators.
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