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Abstract    Among the plethora of IoT (Internet of Things) applications, the smart home is one of the fastest-growing.

However, the rapid development of the smart home has also made smart home systems a target for attackers. Recently, re-

searchers have made many efforts to investigate and enhance the security of smart home systems. Toward a more secure

smart home ecosystem, we present a detailed literature review on the security of smart home systems. Specifically, we cat-

egorize smart home systems’ security issues into the platform, device, and communication issues. After exploring the re-

search and specific issues in each of these security areas, we summarize the root causes of the security flaws in today's
smart home systems, which include the heterogeneity of internal components of the systems, vendors' customization, the

lack of clear responsibility boundaries and the absence of standard security standards. Finally, to better understand the se-

curity of smart home systems and potentially provide better protection for smart home systems, we propose research direc-

tions, including automated vulnerability mining, vigorous security checking, and data-driven security analysis.
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 1    Introduction

With  the  rapid  development  of  the  Internet  of

Things (IoT), digitally connected devices and applica-

tions, including the smart home, office, and car, play

an  increasingly  vital  role  in  human  life.  Among  the

plethora  of  emerging  IoT  applications,  the  smart

home is one of the most popular. IDC’s report shows

that  the  worldwide  market  of  smart  home  applica-

tions is growing rapidly— in the next five years, Chi-

na’ s  smart  home devices  market  shipments  will  con-

tinue  to  grow  at  a  compound  growth  rate  of  21.4%,

with  market  shipments  reaching  540  million  units  in

2025, while the number of smart home devices in Eu-
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rope will also reach 210 million in 2025①.

Today, the smart home has influenced users' lives

in various aspects, helping users manage their time ef-

fectively and save on various energy sources. One ad-

vantage  of  smart  home  devices  is  that  they  can  be

controlled remotely by users.  For example,  users  can

adjust  the  temperature  of  home  air-conditioning  be-

fore returning home, and Airbnb hosts can open doors

for  guests  remotely.  Another  advantage  is  that  they

can provide intelligent automation control. For exam-

ple,  soft  lights  and  music  will  wake  users  from their

dreams to a breakfast that has already been heated in

the microwave oven.

However,  as  a  huge  platform  with  all  kinds  of

powerful functions, the smart home is facing a grow-

ing number of security issues. Researchers report that

70% of  commonly-used IoT devices  have serious  vul-

nerabilities,  with  an average  of  25  vulnerabilities  per

device[1].  These different types of threats and attacks

not only compromise the security of the devices them-

selves  but  also  pose  a  challenge  to  user  privacy  and

authority and can directly endanger the user’s safety

or cause serious business losses. In fact, attacks on the

smart  home  are  increasingly  emerging.  For  example,

the Nest thermostat can turn on the camera without

the owner’s  knowledge②;  hackers  can monitor babies

through a  flaw in  the  Philips  baby cam[2];  and there

are distributed denial of service (DDoS) attacks such

as  the  ``Mirai  botnet"[3] that  swept  the  US  in  2016,

whose imitators later made more use of the back door

left  by  suppliers③.  In  general,  detecting  smart  home

security  problems  and  finding  effective  solutions  to

these issues have become a top priority.

In the past few years, researchers have investigat-

ed the security  problems of  smart  home systems.  To

provide  a  systematic  review  of  the  current  smart

home  security  research,  we  present  a  comprehensive

literature  survey  on  the  security  of  smart  home  sys-

tems.  It  has  a foundation for  summarizing future re-

search directions and providing practical guidance on

designing secure smart home systems.

We  will  first  introduce  the  current  mainstream

smart home architecture and describe various compo-

nents  in  the  architecture,  as  well  as  the  relationship

between  the  components,  in Section 2.  In Section 3,

we  categorize  the  security  issues  of  smart  home  sys-

tems into three areas: platform security, device securi-

ty,  and  communication  security.  We  then  review

these  security  issues  in  the  following  three  sections

(Section 4, Section 5 and Section 6) respectively. Sec-

tion 7 discusses the root causes of the security risks in

current  smart  home  systems  and  summarizes  future

research directions. Finally, we conclude this paper in

Section 8.

 2    Architecture of Smart Home Systems

Currently,  many  smart  home  platforms  are  de-

signed by different service providers, such as HomeK-

it  from  Apple④ and  SmartThings  from  Samsung⑤.

However, the systems of most of the mainstream plat-

forms  from  different  providers  are  similar.  This  sec-

tion  summarizes  the  architectures  of  the  current

mainstream  smart  home  systems  and  some  typical

smart home usage scenarios.

 2.1    Components of Smart Home Systems

We  summarize  the  main  components  of  smart

home systems and their  interactions in Fig.1,  includ-

ing  smart  devices,  gateway  devices,  IoT  cloud  plat-

forms, communication channels, and end users. These

five  components'  main  functions,  manufacturers,  and

interactions are described below.

• Smart devices can collect physical  environment

information  through  sensors  in  real  time  and  submit

it to cloud platforms or end users.  They can also re-

ceive  instructions  from  cloud  platforms  or  end  users

to perform corresponding device operations. Common

smart devices include the light bulbs made by LIFX⑥

and  Philips  Hue⑦,  the  home  appliances  made  by

SmartThings, Xiaomi⑧, and among many others.

• Gateway devices connect smart devices close to

the gateways with the help of multiple wireless proto-
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cols,  gather  sensor  data  from the  smart  devices,  and

submit it to the cloud platform or end user. Common

gateway devices include the SmartThings hub, the Xi-

aomi gateway, and the Aqara gateway.

• Cloud  platforms  consist  of  various  application

services  deployed  by  various  smart  home  platform

vendors  in  the  cloud.  For  instance,  SmartThings,

Philips,  and  LIFX  provide  certification  management

services  that  allow  users  to  manage  devices.  Smart-

Things  and  IFTTT  provide  programming  services

that help users create trigger-action rules (e.g., Smar-

tApp,  applet)  to implement automated device opera-

tions (such as opening the door when a movement is

detected at the door).

• Communication  channels  connect  to  the  Inter-

net  through  a  wired  network  (such  as  Ethernet)  or

wireless  protocol  (such  as  Wi-Fi,  Zigbee,  Z-wave,  or

BlueTooth)  to  achieve  communication  among  smart

devices,  gateway devices,  cloud platforms,  and users.

However,  because  of  the  differences  in  the  protocols

supported by various components in the smart home,

the protocols used for communication between differ-

ent  components  are  also  different.  We  mark  the  dif-

ferent  protocols  that  may  be  used  when  every  two

components communicate in Fig.1.

• With the help of the above components, the end

users  can  simply  control  smart  devices  by  operating

applications  and  web  pages.  For  example,  Smart-

Things, LIFX, and Philip Hues provide users with ap-

plications to remotely control smart devices.

 2.2    Typical Control Scenarios

Once  all  the  components  can  communicate  nor-

mally,  the  smart  home  systems  will  start  to  serve

users.  Typical  smart home scenarios  include automa-

tion  control  scenarios  and  cross-cloud  platform  con-

trol scenarios.

• Device  Automation  Control  Scenario.  Taking

SmartThings as an example, after a user purchases a

SmartThings  device,  the  user  first  needs  to  connect

the  device  with  the  SmartApp  in  the  SmartThings

companion application through the Wi-Fi protocol or

hub. Afterward, SmartApp can subscribe to SmartDe-

vice  (encapsulate  physical  devices  and  communicate

with  SmartApps  to  control  the  devices)  events  or

events related to a specific time, location, and mode.

When an event occurs in a device or an environment,

the event management subsystem triggers  the execu-

tion  of  SmartApp  and  sends  instructions  to  the  de-

vice  to  perform corresponding  device  automation op-

erations⑨.

• Cross-Cloud  Devices  Automation  Control  Sce-
narios. To relieve the burden on users of using multi-

ple  apps  to  control  different  manufacturers'  devices,

third-party  service  providers  offer  a  solution— cross-
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Fig.1.  Architecture of smart home systems.
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cloud device control—in which users can use one and

only one app to control all  their smart home devices

from different manufacturers. For example, to enable

cross-cloud device control with Google Home, the us-

er first binds/connects the device (e.g., a Philips Hue

bulb)  to  the  manufacturer’ s  cloud  platform  (Philips

Hue  cloud).  Then,  the  user  authorizes  Google  Home

to  control  the  Philips  Hue  bulb,  after  which  the

Philips  Hue  cloud  issues  an  OAuth  token  to  Google

Home. In this way, the user can use the Google Home

app  to  control  the  Philips  Hue  bulb  by  the  OAuth

protocol.

 3    Security Issues of Smart Home Systems

As introduced in Section 2, in the application sce-

narios of smart home systems, the components inter-

act with each other. Therefore, if any one of them is

exploited  by  an  attacker,  the  security  of  the  whole

smart home system may be affected.

Considering  that  the  gateway  device  is  a  special

smart device, we combine gateway devices and smart

devices  as  a  category  to  simplify  the  analysis  of  the

security issues of smart home systems. Ultimately, we

simplify  the  components  of  the  smart  home  systems

into  three  parts:  cloud platforms,  smart  devices,  and

communication channels, and we analyze the security

issues of the three parts, respectively.

Firstly,  cloud platforms  provide  users  with  appli-

cation-level  services  (such  as  authentication  manage-

ment,  voice  assistant,  automation  program  and  so

on). Therefore, the defects of the platform itself may

allow attackers to affect the normal use of these ser-

vices  or  even  threaten  the  security  of  other  compo-

nents  of  the  smart  home  systems[4– 9].  In  addition,

when  the  degree  of  automation  control  in  a  smart

home  becomes  higher,  the  interaction  between  plat-

form  automation  applications  becomes  more  compli-

cated and easier to be exploited by attackers[10–13].

Secondly,  smart devices provide services and per-

form operations  at  the  level  of  the  physical  environ-

ment.  The  malicious  operations  of  smart  home  de-

vices by attackers will directly affect the privacy secu-

rity,  personal  safety,  and  property  safety  of  end

users[3, 14–18].  Therefore, the security of intelligent de-

vices  and  the  environmental  changes  arising  from

their implementation must be focused on. In addition,

smart devices are different from traditional devices in

that they add many sensors, and their execution may

be affected by sensors[16].

Finally,  since  the  communication  channels  trans-

mit  data  between  components,  they  significantly  im-

pact  on  users'  private  information  security[19, 20].  In

addition, the communication channels are diverse and

have  different  characteristics  that  may  be  exploited

by attackers[21–25].

In  addition,  since  all  three  components  need  to

process  data  in  use,  we  are  concerned  about  these

three components' privacy security issues.

Table 1 lists the related questions of our investiga-

tion,  which  are  expanded  in  detail  in Sections 4– 6.

Besides, Fig.2 shows  the  scope  of  influence  of  smart

home systems security issues.

 4    Platform Security of Smart Home Systems

The  security  of  the  cloud  platforms  is  related  to

the  entire  smart  home  systems.  If  an  attacker  takes

advantage  of  the  security  risks  of  a  platform,  it  will

affect  all  the  devices  and  end  users  under  the  plat-

form.  After  conducting  a  systematic  investigation  of

existing research, we divide the security issues of the

cloud  platforms  into  six  categories:  programming  se-

curity, linkage security, authentication, authorization,

voice assistants security and privacy protection.

 4.1    Programming Security

 4.1.1    Threats

As  stated  in Section 2,  some  smart  home  plat-

Table  1.   Research Type of Smart Home Systems Security

Analysis Field Security Issue Category Specific Issue

Platform security Platform programming, platform
linkage, authentication,
authorization, voice assistant,
platform privacy protection

API interface interaction vulnerabilities, application dependency conflicts,
violations, cheats, defective authentication between users and platforms,
vulnerable access control between users and platforms, defective speech
recognition algorithm, information maliciously leaked

Device security Device vulnerability, sensor
linkage, side-channel information,
authentication, authorization,
device privacy protection

Devices abused or disabled, device sensor dependency conflicts, violations,
cheats, device cheating and privacy disclosure, defective authentication
between users and devices, vulnerable access control between users and
devices, information maliciously leaked

Communication
security

Protocol vulnerability,
communication flow

Protocol connectivity abused, information maliciously leaked
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forms  provide  developers  with  programming  frame-

works,  for  example,  SmartThings  allows  users  to  de-

velop  SmartApps,  and  virtual  personal  assistant

(VPA) allows users to develop skills, which greatly fa-

cilitates  the  customization  needs  of  users.  Unfortu-

nately,  attackers  can  exploit  vulnerabilities  in  pro-

gramming frameworks to write malicious applications

to carry out attacks.

By way of illustration, because of the coarse gran-

ularity  of  permissions,  Fernandes et  al.[4] proposed

that  SmartApp  can  use  the sendLocationEvent
API forgery event to change the mode and then trig-

ger malicious actions. Similarly, VPA can also be at-

tacked by malicious skills. Cheng et al.[26] proved that

it is still difficult to fully carry out the certification of

skills by the platform. They released some of their de-

sign of Amazon Alexa skills and Google Assistant ac-

tions, a large portion violating the platform provider’s
strategy but passing the certification.

In  addition  to  malicious  automated programs de-

veloped  by  attackers,  security  protection  is  insuffi-

cient in some APIs, for example, Google’s Nearby Co-

nnections  API[27],  which  can be  used  by attackers  to

access all Wi-Fi traffic of the victim, tamper with the

victim’ s  configuration,  and  even  force  the  victim  to

establish  a  TCP connection  with  other  arbitrary  de-

vices.

 4.1.2    Mitigations

For  security  issues  of  platform automation  appli-

cations, since many involve the underlying and undis-

closed design of the platforms, the solution to the vul-

nerability  requires  consultation  with  the  platform

provider.  To  be  more  specific,  there  will  be  different

solutions to specific attacks. For example, in response

to fake events, HoMonit[28] converts the behaviors in-

to  DFAs,  and  detects  abnormal  operations  of  Smar-

tApps  from  encrypted  wireless  traffic  by  comparing

them with the expected behaviors. In addition, for the

programming  problems  existing  in  VAP,  Zhang et
al.[5] conducted  a  review  of  skills  with  the  help  of  a

skill-name scanner to help prevent attacks.

Summary. The programming problems of the plat-

form  mainly  include  malicious  automated  applica-

tions  and  the  abuse  of  unsafe  API  interfaces.  At

present,  some  researchers  have  designed  the  audit

scheme of automated applications for platform suppli-

ers[5, 28].  However,  a  more  in-depth  research  is  still

needed to improve the accuracy and compatibility of

detection. In addition, platform providers can also re-

design insecure public interfaces to prevent them from

being abused by attackers.

 4.2    Linkage Security

 4.2.1    Threats

As  we  have  discussed,  cloud  platforms  connect

various  household  devices  and  make  it  easy  for  end

users  to  create  new  features  through  programmatic

abstractions such as automated rules. However, unex-
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pected  interactions  (such  as  conflicts,  violations,  and

cheats)  between  rules  can  lead  to  new  security

issues[11]. For example, an attacker could use a heater

to  trigger  the  ``open  windows  when  room  tempera-

ture reaches a certain value" rule and then enter the

room,  which  will  seriously  threaten  the  safety  of

users[13].

 4.2.2    Mitigations

In order to solve linkage security threats, some re-

searchers  use  static  program analysis  methods to  en-

sure the security of IoT applications through applica-

tion  description  and source  code  analysis.  For  exam-

ple,  Wang et  al.[11] first  enumerated  the  inter-rule

loopholes  in  the  trigger-action  platform,  then  devel-

oped a new evaluation method based on natural lan-

guage  processing(NLP),  checked  the  trigger  and  ac-

tion descriptions on the IoT platform website, and de-

termined that 66% of the deployments in the IFTTT

ecosystem  may  have  interaction  vulnerabilities  be-

tween  their  rules.  Similarly,  A3ID[12] uses  the  NLP

technology and a vocabulary database  to  extract  de-

vice information from the knowledge graph, and then

detect  the  antisense  relationship  between  two  func-

tional descriptions to identify conflicts. In addition to

using  NLP  techniques,  IoTMon[13] analyzes  applica-

tions  through  static  programs  to  obtain  essential  in-

formation  (such  as  triggers,  devices,  and  actions)  to

build applications.

However,  these  static  methods  are  insufficient  to

identify violations in a multi-application environment,

and the problem of dataset annotation exists in NLP.

Therefore,  another  type  of  solutions  dynamically  de-

tects by generating a directed graph and comparing it

with  the  actual  execution  graph.  For  instance,  Celik

et  al.[29] proposed  a  dynamic  system,  IOTGUARD,

which  collects  the  information  of  the  application  at

run time, describes its behavior with a directed graph,

and compares it with the previously generated policy

to  analyze  whether  there  are  exceptions,  and  then

perform operations according to the response.  Analo-

gously,  IOTSAFE[30] generates  static  interaction

graphs through static analysis and generates directed

interaction graphs by capturing real physical interac-

tions  between  IoT  devices  through  dynamic  testing

techniques  to  implement  safety/security  policies.

RemedIoT[31] uses actuation graphs and policies to de-

tect conflicts in an IoT-based smart environment.

In particular, by modeling the IoT ecosystem as a

finite  state  machine,  SAFECHAIN[32] transforms  the

problem of discovering the attack chain into an acces-

sibility  problem  in  the  finite  state  machine  (FSM).

Compared  with  other  methods  of  discovering  attack

chains[30, 31],  the method is more efficient and detects

more comprehensive attacks.

Summary. At present, there are two kinds of solu-

tions  to  the  linkage  problem  of  automation  applica-

tions.  One  combines  NLP and  static  program analy-

sis  methods,  and  the  other  combines  graph  and  dy-

namic  program  analysis  methods.  In  the  future,  dy-

namic  program analysis  can  be  combined  with  NLP,

and further machine learning models can be added to

achieve  more  automated  solutions.  In  addition,  more

novel  methods can be designed to discover  abnormal

linkage.

 4.3    Authentication

 4.3.1    Threats

There  are  usually  multiple  users  or  other  visitors

in  smart  home  scenarios.  An  incomplete  authentica-

tion mechanism in the platforms may allow attackers

to  gain  access  to  smart  home  components,  causing

great  harm to  users'  security  and  privacy.  Some  ad-

versaries  may  impersonate  a  real  user.  For  example,

malicious  attackers  can  imitate  real  users  to  send

smart home voice commands[6].

 4.3.2    Mitigations

To  solve  the  authentication  problem,  Dong  and

Yao[6] used  biometric  features  such  as  vocal  cord  vi-

bration  and  lip  movement  to  authenticate  users.  In

another  approach,  HomeShield[7] is  a  credential-less

authentication framework used to protect smart home

systems.

Summary. There  is  little  research  on  the  protec-

tion  measures  of  user  identity  authentication,  and

more novel solutions are needed in the future.

 4.4    Authorization

 4.4.1    Threats

Authorization  is  another  key  concern  for  plat-

forms,  and  flaws  in  platform  authorization  mecha-

nisms  may  allow  attackers  to  gain  excessive  device

control,  further  threatening  user  security.  Recently,

Fernandes et al.[4] discovered that the inherent design
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flaws  of  SmartThings  make  SmartApps  overprivi-

leged,  exposing  users  to  risks.  They  exampled  four

proof-of-concept  attack  cases  that  demonstrated  the

seriousness of the overprivileged problem.

In addition, there is no standard delegation agree-

ment  for  cross-cloud  delegation  supported  by  main-

stream IoT clouds. Therefore, delegation will bring se-

curity risks, such as allowing an attacker to access the

victim’s device without authorization[33]. Similarly, Sc-

huster et  al.[34] found  that  many  commercial  frame-

works  couple  the  implementation  of  the  situation

tracking  with  access  control,  resulting  in  excessive

privileges.

 4.4.2    Mitigations

In  response  to  the  above  problems,  some  re-

searchers  have  proposed  corresponding  solutions.  On

the one hand, authorization operations rely heavily on

the user’s understanding of permissions. Therefore, Sm-

artAuth[35] uses  information gleaned from application

descriptions,  code,  and  comments  to  generate  inter-

faces  that  explain  the  connection  between  authoriza-

tion  and  actual  operations,  ultimately  enhancing  the

platform’ s  security  policies.  On  the  other  hand,  we

need to strengthen the platform’s control over permis-

sions.  To achieve  the  goal  of  access  control,  Contex-

IoT[36] automatically  patches  SmartApps  and  pro-

vides rich context information to help users run time

to achieve the goal of access control. SoftAuthZ[37] us-

es a linear regression model to generate scores related

to  specific  attributes  (such  as  environment  context

and  requested  functions)  to  make  context-sensitive

authorization decisions. HoMonit[28] infers SmartApps

activities  from  encrypted  traffic,  and  then  compares

them  with  the  expected  behavior  specified  in  source

code or UI interfaces.

In addition to access control on a cloud, the privi-

lege  problem  caused  by  the  cross-cloud  platform

OAuth  also  needs  to  be  noticed.  Fernandes et  al.[38]

introduced  decentralized  action  integrity  to  prevent

attackers from abusing OAuth tokens in ways incon-

sistent  with  the  given  user  rules.  They  installed  the

client on the device, obtained the rule-specific tokens

bound  to  related  information,  and  then  interacted

with the cloud service to achieve access control. Fur-

thermore,  Schuster et  al.[34] proposed  a  new  access

control  method,  introducing  environmental  situation

oracles  (ESOs)  to  enable  multiple  access  control

frameworks  in  the  entire  ecosystem  to  execute  com-

mon  policies  consistently  and  reduce  excessive  privi-

leges.

Summary. At  present,  researchers  have  paid  at-

tention  to  the  issues  of  single-platform  authorization

and  cross-cloud  platform  authorization  and  have  de-

signed  many  context-sensitive  mechanisms  for  plat-

form authorization. In the future, we still need to in-

novate  the  authorization  scheme of  the  platform.  He

et  al.[39] conducted  a  user  study  of  425  participants.

They  have  determined  the  keywords  of  the  access

control  that  participants  want,  providing  new  ideas

for the future redesign of access control and authenti-

cation of the IoT.

 4.5    Voice Assistant Security

 4.5.1    Threats

As  a  special  component  of  the  smart  home  plat-

forms,  voice  assistants  suffer  more  stealthy  security

threats due to their unique voice processing technolo-

gy. First, as a typical threat to voice assistants, Dol-

phinAttack[8],  a  completely  inaudible  attack,  can  be

correctly parsed by the device’s hardware without be-

ing  noticed  by  the  user’ s  voice  recognition  systems.

Similarly, Yuan et al.[9] proposed an attack to embed

voice commands into songs, which sounds completely

normal to ordinary users but will  be well understood

by the automatic speech recognition (ASR) software.

Particularly,  Yan et  al.[40] studied  the  characteristics

of  different  communication  media  and  designed

SurfingAttack,  which  extends  the  attack  distance  by

utilizing  the  unique  characteristics  of  acoustic  trans-

mission through solid materials.

Second,  the  natural  language  understanding

(NLU)  algorithms'  recognition  accuracy  also  affects

speech recognition’s security. For example, intent cla-

ssifier[41] may have semantic misunderstandings when

encountering some common grammatical errors. Voice

Squatting Attack[5] takes advantage of the platform’s
longest match principle by naming a skill close to the

user’s needs, enabling the attacker to trigger the VPA

to work without the user’s knowledge.

 4.5.2    Mitigations

First, existing solutions to resist inaudible attacks

are  mainly  divided  into  two  types,  depending  on

whether  they  are  based  on  hardware  or  software.

From  the  hardware  point  of  view,  defense  is  mainly

carried out  through hardware designed to strengthen
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the hardware to supplement the signals[8, 40]. However,

Mao et  al.[42] stated  that  changing  the  hardware  de-

sign of all voice-activated devices developed by differ-

ent  manufacturers  is  impractical.  Therefore,  to  pre-

vent  attackers  from  modulating  voice  commands  on

the  ultrasonic  carrier,  they  proposed  a  detection

method based on signal processing and used an inde-

pendent  device.  Software-based  solutions  generally

work through algorithms to extract signal features for

further analysis to determine the attack[8, 9, 40].  Meng

et al.[43] proposed a wireless signal-based voice authen-

tication  system,  which  verifies  the  activity  of  voice

commands by sensing the movement of lips, face, and

tongue and reflecting it on the channel state informa-

tion of the Wi-Fi signals.

Second,  to  avoid  semantic  misunderstanding,

Zhang et al.[41] designed the LAPSUS language model

to model  incorrect  voice  commands to help the plat-

form find malicious skills.

Summary. The  current  problems  of  speech  assis-

tants mainly lie in the accuracy of the speech recogni-

tion algorithm and NLU algorithms. However, in the

current  solutions,  there  are  few improvements  in  the

NLU algorithms, and further research is needed to en-

sure that the corresponding operations of the voice in-

structions can be correctly matched.

 4.6    Privacy Protection

 4.6.1    Threats

Smart home platforms have important privacy is-

sues. To be specific, Bastys et al.[44] proved that com-

mon IoT application platforms, including IFTTT, Za-

pier, and Microsoft Flow, are vulnerable to malicious

applications,  which  can  leak  user  privacy,  such  as

users' photos and locations.

Besides the common smart home cloud platforms,

special  systems  such  as  voice  assistants,  which  can

provide users with specific services, will also pose pri-

vacy issues. For example, the user’s voice may be re-

corded and uploaded to  the  cloud server.  The  user’ s
voice information will also be disclosed if the cloud is

attacked.

 4.6.2    Mitigations

To  alleviate  the  privacy  problem  of  smart  home

platforms, Bastys et al.[44] provided FlowIT, a tool to

track information flow and automatically check appli-

cations' security before they are published. Moreover,

FlowFence[45] requires  consumers  to  declare  the  ex-

pected data flow patterns and limits the flow when an

undeclared  pattern  occurs.  However,  this  scheme

needs  to  reconstruct  the  automation application pro-

gram, which is difficult to be applied in practice.

For  special  voice  assistant  privacy  issues,  Mic-

Shield[46] obfuscates  the  private  voice  to  ensure  that

the  voice  is  not  leaked  while  the  voice  assistant  can

still work normally.

Summary. At  present,  the  platform  privacy  pro-

tection  solutions  mainly  use  data  flow  tracking  and

encryption methods, but the application cost is high.

Further improvement measures need to be designed in

the future.

 5    Device Security of Smart Home Systems

Various smart devices are used in smart home ap-

plication scenarios built by end users. Attackers may

exploit  the  smart  devices'  vulnerabilities  to  disclose

the user’s private information and living habits. Even

directly affecting the physical environment of the us-

er’s home and threatening the user’s safety or the sa-

fety  of  the  property.  After  systematic  research,  we

classify  device  security  issues  into  six  categories:  de-

vice  vulnerabilities,  device  sensor  linkage  issues,  de-

vice  side-channel  issues,  device  authentication  issues,

device authorization issues, and device privacy issues.

 5.1    Device Vulnerability Analysis

 5.1.1    Threats

Device firmware is susceptible to various software

errors  (such  as  memory  corruption  vulnerabilities)

and  application  logic  defects  (such  as  authentication

bypass)[47].  Specifically,  memory  corruption  vulnera-

bilities  may directly  cause  the  program to  crash  and

execute the corresponding exception handler, and au-

thentication bypass allows an attacker to control the

victim’s devices without the victim’s knowledge, thus

forming a botnet.

To  illustrate,  [3, 14, 15, 48]  conduct  comprehen-

sive investigations on the Mirai botnet and its deriva-

tives  and  find  that  the  Mirai  botnet  behavior  has

worm  characteristics.  The  authors[3, 14, 15, 48] pointed

out that some large-scale smart device manufacturers

have  been  found  to  use  insecure  default  passwords

and  to  lack  adequate  security  design,  which  makes

the smart devices vulnerable to attacks[3].
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 5.1.2    Mitigations

Currently,  many researchers are focusing on min-

ing  security  vulnerabilities  in  the  firmware  of  smart

home  devices.  Hence,  we  summarize  and  compare

some  firmware  vulnerability  mining  methods  in Ta-

ble 2.

First, fuzzy testing is the most widely-used vulner-

ability  mining  technology.  Chen et  al.[49] first  intro-

duced  FIRMADYNE’ s  dynamic  analysis  technology,

which  uses  software-based  full-system  simulation  to

perform analysis and identified 14 new device vulnera-

bilities.  However,  the  full-system  simulation  con-

sumes high computing resources. Therefore, Zheng et
al.[50] proposed  an  enhanced  process  simulation  Firm

AFL  grey  box  fuzzy  platform  combining  full  system

simulation and user mode simulation to optimize FIR-

MDYNE’s full system simulation performance bottle-

neck.  The  above  traditional  fuzzing  typically  gener-

ates inputs for fuzzing through binary analysis, while

Redini et al.[52] proposed a new approach to generat-

ing  fuzzing  inputs  for  devices  by  analyzing  compan-

ion applications.

Second, as the fuzzing test usually depends on the

device  hardware,  applying  it  systematically  to  de-

vices  with  different  operating  systems  is  not  easy.

Therefore,  Shoshitaishvili et al.[47] proposed the bina-

ry analysis framework Firmalice, using the concepts of

static  program  slicing,  symbolic  execution  and  input

determinism to detect authentication bypass vulnera-

bilities in firmware.  Firmalice can improve the scala-

bility  of  vulnerability  analysis,  but  it  needs  to  pro-

vide  manually  obtained  security  policies  for  each  de-

vice.  Therefore,  it  is  impossible  to use it  on research

of large-scale devices.

Finally, to perform a wide range of device vulnera-

bility analyses, Wang et al.[51] inferred the vulnerabili-

ties of device reuse components by analyzing the mo-

bile  companion  applications  of  smart  home  devices.

Notably, their method does not require actual devices

or firmware mirroring, and thus it can be used to per-

form large-scale device vulnerability analysis.

Summary. Most of the existing vulnerability min-

ing research adopts  a  fuzzy testing method,  which is

difficult  to  be  compatible  with  various  devices.  Few

methods  are  widely  applicable  to  all  kinds  of  equip-

ments,  and  innovative  methods  still  need  to  be  de-

signed.

 5.2    Device Sensor Linkage Analysis

 5.2.1    Threats

The  smart  home  systems  realize  interaction

through  the  devices'  event  sensor  information,  and

thus a device’s one or more event sensors' failures or

attacks can also trigger abnormal behaviors of the us-

er’s other devices[53].

 5.2.2    Mitigations

First, researchers can analyze the different activa-

tion  sequences  of  sensors  when  the  device  performs

user  tasks  to  implement  the  anomaly  detection  sys-

tem.  By  illustration,  Sikder et  al.[54] targeted  smart

devices such as smartphones and smart-watches based

on  the  Android  system.  They  designed  the  6thSense

context-aware  intrusion  detection  system,  which  uti-

lizes the data changes of different sensor groups acti-

vated when the device performs different user tasks to

determine whether the device’s behavior contains ma-

licious elements. Analogously, Cameranesi et al.[55] an-

alyzed sensor data based on the sensor activation se-

quence  and  combined  it  with  the  process  discovery

technology to identify macro activities to describe us-

er behavior patterns. Bianchi et al.[56] used deep learn-

ing technology to classify Wi-Fi wearable sensor data

to infer user behaviors.

Furthermore,  in  order  to  deal  with  malicious  de-

vice behaviors caused by sensor data errors, Birnbach

et al.[53] developed Peeves, which uses common sensor

collection  data  in  the  physical  environment  of  smart

homes to measure the impact of device operations on

the  physical  environment  and verify  the  authenticity

of device events.

Summary. Currently,  for  the  interaction  security

Table  2.   Comparison of Firmware Vulnerability Mining Methods

Literature Vulnerability Type Discovery Method Dynamic/Static Large-Scale Analyzed Type

Firmalice[47] Authentication bypass Symbolic execution Static No Binary

FIRMADYNE[49] Software vulnerabilities Fuzzing Dynamic Yes Binary

FIRM-AFL[50] Software vulnerabilities Fuzzing Dynamic Yes Binary

Wang et al.[51] Software vulnerabilities Program analysis Static Yes App source code

Diane[52] Software vulnerabilities Fuzzing Dynamic Yes App source code
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between  device  sensors,  researchers  usually  find  ex-

ceptions based on the activation sequence of  sensors.

However,  such schemes are only applicable  to single-

user  device  scenarios[54, 55].  In  the  future,  it  is  neces-

sary  to  expand  anomaly  detection  in  multi-user  sce-

narios.  In  addition,  there  needs  to  be  more  research

on  the  reliability  of  device  sensor  information  in  the

future.

 5.3    Device Side-Channel Attack

 5.3.1    Threats

Smart  devices  are  composed  of  various  sensors,

which gather information and generate electromagnet-

ic  radiation,  physical  information,  communication

traffic,  and  other  side-channel  characteristics  during

an  operation.  However,  this  side-channel  information

may be exploited by attackers to cause harm to users.

Firstly,  attackers  can  use  electromagnetic  radia-

tion  to  cheat  smart  device  sensors.  Tu et  al.[16] used

the rectification effect in the operational amplifier and

the instrumentation amplifier to remotely control the

temperature  sensor  readings,  and then controlled the

system  or  prevented  the  operations  of  the  tempera-

ture alarm.

Secondly, attackers can also use smart device sen-

sors  to  sense  the  physical  information  generated  by

user activities to gain access to user privacy informa-

tion. For example, Liu et al.[17] used an accelerometer

built  into  the  smartwatch  to  capture  hand  move-

ments and combined them with the sound signal col-

lected  by  the  smartphone  microphone  to  infer  the

content entered by the user on the keyboard. Sami et
al.[57] designed the LidarPhone eavesdropping system.

The  system  senses  the  vibration  signal  of  the  user’ s
household objects through the lidar sensor and recov-

ers the sound traces that cause the object’s vibration,

eavesdropping on the private dialogue.

Summary. Because the side channel information is

usually generated by the user or used to prompt the

user,  it  is  not  easy  to  eliminate  it.  At  present,  there

are  few  systematic  defense  schemes  for  side-channel

attacks. In the future, we can further study the solu-

tions or focus on improving users' security awareness

when using devices.

 5.4    Device Authentication

 5.4.1    Threats

The  smart  home  environment  typically  includes

multiple  family  members  and  may  also  have  visitors

(e.g., babysitters, neighbors, relatives) who legitimate-

ly  and temporarily  use  the  devices.  However,  not  all

members should be allowed to configure devices arbi-

trarily. In addition, smart devices and users that com-

municate  over  unsecured  Internet  channels  may  suf-

fer  from  various  attacks,  such  as  capturing  attacks,

imitating attacks, and so on.

 5.4.2    Mitigations

Since  smart  home  devices  often  lack  the  user  in-

terface  of  traditional  devices  (e.g.,  keyboards  and

monitors),  they cannot use traditional authentication

methods  based  on  username  and  password.  In  addi-

tion,  due  to  the  limited  cost  and  high  diversity  of

smart devices, most smart devices do not integrate in-

ertial sensors (such as hardware components, e.g., fin-

gerprint  scanners  or  NFC  readers)  that  can  be  used

for authentication, and thus they cannot implement a

unified  authentication  scheme.  To  this  end,  re-

searchers have proposed novel authentication schemes

to identify device users,  such as biometrics,  key, and

protocol  authentication. Table 3 summarizes  and

compares  the  device  authentication  methods  pro-

posed in some research work.

• Biometrics  Authentication.  Some  studies  em-

ploy timestamp-based biometric authentication to ad-

dress  the  physical  resource  constraints  of  device  au-

thentication. In 2019, Li et al. proposed an authenti-

cation  scheme  based  on  the  device  clock  P2Auth[58].

Li et  al.[58] authenticated  by  comparing  the  device

with the sequence of descriptions of the user’s physi-

cal  actions  perceived  by  the  user’ s  wristband.  Their

authentication  method  does  not  require  retrofitting

the device hardware and can be applied directly to a

commercial off-the-shelf (COTS) device. In 2020, Li et
al. again  proposed  the  T2Pair[18] authentication

scheme. They used the motion data captured by user

wristband inertial measurement unit (IMU) to identi-

fy the device timestamp description of the significant

points,  encoding  the  interval  between  significant

points for authentication. Another biometric authenti-

cation  method  is  based  on  challenge-response,  which

can use gyroscope and accelerometer sensors to mea-

sure the user’s response signals to the random vibra-

tions  when  the  smartwatch  emits  a  vibration,  and

then generate a verification model to verify the user’s
identity[59].

• Key  Authentication.  In  order  to  enable  secure
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communication  between  users  and  smart  devices  un-

der  an  unsecured  channel,  some  researchers  use  key

negotiation mechanisms when implementing authenti-

cation  schemes.  Based  on  the  smart  home  software-

defined network (SDN) centralized controller, Iqbal et
al.[60] proposed  a  new privacy  protection  security  ar-

chitecture  using  heterogeneous,  symmetrical  keys,

one-way hash, and other lightweight encryption origi-

nal  design  authentication  mechanisms.  Their  method

protects  against  replay  and  de-synchronization  at-

tacks  and features  low computational  costs  for  quick

verification.  A  typical  smart  home  scenario  allows

users  to  use  gateway  devices  to  communicate  with

smart  home  devices.  Therefore,  some  research  work

achieves  key  agreement  through  a  gateway.  For  ex-

ample, Zhang et al.[62] proposed a hybrid key negotia-

tion  mechanism.  They  generated  Merkle  puzzle  keys

on  the  home  gateway,  extending  the  short  random

key generated by the device to a high-entropy encryp-

tion key. As a result, their work significantly reduced

the time and computational overhead of key negotia-

tion. Lin et al.[63] integrated blockchain into their de-

sign  of  a  new  security  inter-certification  system,

which  uses  group  signatures  to  authenticate  anony-

mous users and message verification codes to authen-

ticate home gateways. Moreover, Wazid et al.[61] pro-

posed  a  remote  user  authentication  mechanism  that

establishes  a  protected  session  between  the  user  and

the device over the gateway node.

• Protocol  Authentication.  Traditional  key  au-

thentication  schemes  discussed  above  incur  a  large

overhead of processing, memory, and communication.

For  example,  lightweight  encryption  authentication

protocols rely on trusted permissions to generate and

manage  keys  when  storing  certificates.  However,  not

all  smart home devices have enough computing pow-

er  to  implement  these  scenarios.  With  this  in  mind,

Neto et al.[65] used identity-based cryptography to dis-

tribute  keys,  used  attribute-based  cryptography  to

perform access control, and realized the whole life cy-

cle  of  authentication  and  access  control  of  a  device.

These keys are encrypted without certificates and do

not  incur  additional  overhead  on  a  device.  Last,

Huang et al.[64] proposed a keyless authentication pro-

tocol. In their work, smart devices use command mes-

sages  sent  by gateways to  generate  puzzles  and vali-

date  evidence  to  authenticate  between  gateways  and

smart  home  devices.  However,  command  messages

sent  by  the  gateway in  clear  text  can  be  easily  read

by an attacker.

Summary. Researchers  have  designed  correspond-

ing biometric authentication, key authentication, and

protocol  authentication  schemes  according  to  differ-

ent  characteristics  of  intelligent  devices,  and  com-

bined SDN, blockchain, and other emerging technolo-

gies  in  traditional  authentication  methods  to  opti-

mize the performance of authentication. In the future,

more specific  types of  smart devices  must be provid-

ed with appropriate authentication.

 5.5    Device Authorization

 5.5.1    Threats

Different  platforms  have  independently  designed

device management channels (DMCs). For the conve-

nience of users, today’s devices usually support multi-

ple  DMCs.  However,  DMCs with inconsistent  securi-

ty  policies  and  controls  may  allow  attackers  to  ex-

ploit one DMC to bypass the security policies of oth-

er  DMCs,  causing  confusion  in  device  management

and allowing attackers to gain additional control[66].

Table  3.   Comparison of Device Authentication (AuthN) Methods

Literature Type Method Encryption Resistant to Attacks

P2Auth[58] Biometrics Physical operation - Replay attack, imitation attack

T2Pair[18] Biometrics Physical operation Diffie-Hellman encryption Imitation attack, man-in-the-middle
attack

Lee et al.[59] Biometrics Random vibrations - Not-in-wear attacks, impersonation
attacks

Alam[60] Key Trusted registration
agency

Bitwise XOR, symmetric key, one-
way hash

Replay attack, desynchronization attack

Wazid et al.[61] Key Trusted registration
agency

One-way hash, bitwise XOR,
symmetric key

Imitation attacks, internal privilege
attacks

Zhang et al.[62] Key Key agreement Merkle puzzle Brute force password cracking

HomeChain[63] Key Integrated blockchain Public key encryption, symmetric
encryption, group signature

Hijacking attacks, denial of service attacks

Huang et al.[64] Key Keyless authentication Hash collision puzzle Replay attacks, message forgery attacks,
man-in-the-middle attacks
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 5.5.2    Mitigations

To  this  end,  Jia et  al.[66] also  built  the  first  sys-

tematic  and  practical  cross-DMC  access  control

framework  CGuard,  which  utilizes  the  device  manu-

facturer’s application logic layer (ALL) in the device

to control the accessibility of each DMC.

Summary. Device  authorization  problems  mainly

occur  in  the  cross-cloud platform scenario,  and there

needs  to  be  more  research  on  such  problems.  In  the

future,  it  is  necessary  to  study  the  device  manage-

ment  mode  of  the  platform  that  supports  the  cross-

cloud  platform  scenario  and  propose  suitable  solu-

tions.

 5.6    Device Privacy Protection

 5.6.1    Threats

Firstly,  the  smart  devices  themselves  may  have

some  privacy  risks.  For  example,  surveillance  came-

ras directly monitor all aspects of a user’s life. If a da-

ta  leak  occurs,  the  user  may  be  blackmailed  or  bur-

glarized.

Secondly, if  there is information leakage or unau-

thorized  access  to  a  gateway  device,  the  information

of all devices connected to the gateway will be threat-

ened, causing greater security and privacy issues.

 5.6.2    Mitigations

First,  the  research  work  of  both  Yu et  al.[67] and

Fang et  al.[68] concerned  the  data  security  of  specific

surveillance camera devices. Pinto[67] uses hash pixila-

tion for real-time signatures, which can protect visual

privacy and video authenticity without affecting video

clarity. For a wider range of smart devices, Javaid et
al.[69] established a BlockPro network model based on

the  blockchain,  using  physical  unclonable  functions

(PUFs)  and  Ethereum  to  provide  data  sources  and

ensure data integrity.

Second, to enhance the privacy protection of gate-

way  devices,  Lee et  al.[70] designed  an  operating  sys-

tem called S2Net,  which can distinguish and manage

multiple  sessions  belonging  to  different  users.  Conse-

quently,  S2Net  improves  throughput  performance

while reducing the overhead of implementing encryp-

tion tasks. However, it has limited program functions

and only supports coarse-grained access control.

Summary. Because  various  devices  have  different

features and functions, the solutions to privacy prob-

lems of various devices are different. We also need to

investigate  special  devices'  characteristics  and  corre-

sponding  design  solutions.  For  example,  gateway  de-

vices  also  need  more  fine-grained  privacy  protection

solutions.

 6    Communication  Security  of  Smart  Home

Systems

Communication  is  an  important  part  of  a  smart

home architecture, completing data exchange and in-

formation  transfer  among  devices,  platforms,  and

users. Each protocol has its specific functions. For ex-

ample, protocols such as Zigbee, Bluetooth Low Ener-

gy  (BLE),  and  BlueTooth  (BT)  mainly  solve  the

problem of device interconnection and network access,

and the MQTT protocol mainly solves the problem of

data  exchange  between  applications.  However,  some

design  flaws  in  these  protocols  will  pose  a  threat  to

users[21–23, 25, 71].  Therefore,  much research focuses  on

the  protocol’ s  vulnerability  to  help  further  optimize

the protocol, strengthen communication security, and

protect users from attacks.

 6.1    Protocol Vulnerability

 6.1.1    Threats

First,  we  focus  on  the  security  issues  caused  by

design flaws in smart home communication protocols

(including Zigbee, BLE, BT, Wi-Fi, and MQTT).

• Vulnerabilities of Zigbee.  Based on Philips Hue

smart lamps, Ronen et al.[21] discovered that develop-

ers  protect  firmware  updates  by  sharing  an  easy-to-

crack  symmetric  encryption  key  across  multiple  de-

vices.  Therefore,  they  simply  used  its  built-in  Zigbee

wireless connection to launch worm attacks.

• Vulnerabilities of  BLE.  Zuo et al.[22] discovered

that UUID could be obtained from broadcast packets

sent  by  smart  devices  to  applications.  With  UUID,

applications  could  identify  and  bind  BLE  devices  to

allow  further  data  communication.  They  further  re-

vealed  that  attackers  could  exploit  many  vulnerable

applications  and  devices  connected  to  BLE.  In  addi-

tion, Zhang et al.[71] discovered that BLE does not re-

quire  the  boot  device  to  use  secure  connections  only

(SCO) mode,  which  makes  all  BLE applications  vul-

nerable  to  degrade  attacks.  At  the  same time,  if  the

BLE  programming  framework  of  the  initiator  does

not  implement  the  SCO mode  correctly,  an  attacker

could  create  a  fake  BLE  device  to  carry  out  an  at-
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tack.

• Vulnerabilities  of  BT.  Since  BT  addresses  are

fixed,  attackers  can  infer  device  addresses  and  track

users[23] by  collecting  traffic  from  BT  channels

through signal processing and iterative reasoning.

• Vulnerabilities  of  Wi-Fi.  The  radio  frequency

signals  emitted by Wi-Fi devices are everywhere and

easy to  obtain,  which may constitute  a  severe  priva-

cy security problem. For instance, Zhu et al.[24] found

that  attackers  could  track  users'  movements  and ac-

tivity information in buildings through existing Wi-Fi

signals,  which  may  reveal  users'  behavior  patterns

and physiological characteristics, and if used for mali-

cious purposes, may present huge risks.

• Vulnerabilities  of  MQTT.  Since  there  are  few

built-in authentication and authorization mechanisms

in MQTT, and the smart home scenarios are complex,

it  is  difficult  for  cloud  platform providers  to  provide

customized  protection  measures.  For  example,  Jia et
al.[25] focused  on  the  security  issues  of  smart  home

clouds that use the MQTT protocol.  More specifical-

ly,  the  paper  points  out  that  malicious  former  users

can  retain  control  over  devices  whose  access  rights

have  expired,  secretly  issue  commands  when  the

smart  devices  serve  other  users,  and  take  advantage

of  MQTT protocol  vulnerabilities  to  control  the  vic-

tim’ s  devices,  infer  user  behavior  patterns,  and  con-

nect to the cloud platform via any ClientId to launch

a DoS attack.

 6.1.2    Mitigations

It can be seen from the research on protocols ref-

erenced above that there is currently no unified stan-

dard  for  smart  home  device  communication.  There-

fore,  if  the  implementation  process  of  the  protocols

themselves has design flaws or problems, users will be

exposed to great danger. The security problems of the

protocols  need  to  be  solved  urgently  using  two  ap-

proaches. On the one hand, optimizing the protocols'

designs  and  standardizing  the  protocols'  use  to  re-

duce  security  vulnerabilities  are  necessary.  On  the

other hand, the security and the availability of proto-

cols need to be balanced to reduce security threats to

users  when  security  vulnerabilities  cannot  be  com-

pletely eliminated.

• Mitigation of Vulnerabilities. As mentioned ear-

lier,  communication  protocols  have  security  vulnera-

bilities, and researchers have put forward solutions to

these issues[72]. First, it is possible to reduce the gen-

eration  of  security  threats  by  standardizing  protocol

standards  and  application  processes.  For  Zigbee,  the

encryption method of firmware updates in the device

should  be  examined  and  improved[21].  In  view  of  the

authentication flaw of BLE, programmers should im-

plement a secure encryption function to reinforce the

credentials in the app. In addition, Zhang et al.[71] ar-

gued  that,  in  the  process  of  applying  BLE,  both  the

initiator  and  peer  devices  should  have  the  option  of

SCO  mode  so  that  mutual  authentication  between

them can be realized. Furthermore, the privacy leak-

age caused by BT requires new revisions to the Blue-

Tooth standard to maintain the anonymity of BT de-

vices[23]. Additionally, there is a method based on the

Wi-Fi access point (AP) to inject traffic to obfuscate

and  prevent  attackers  from  tracking  human  move-

ments  from  the  Wi-Fi  signals[24].  Finally,  to  address

the  problem  of  MQTT,  Jia et  al.[25] introduced  new

design principles and an access model for MQTT that

allows for more fine-grained checking of access rights.

• New  Design  Related  to  Communication.  Be-

yond  the  mitigation  of  vulnerabilities  mentioned

above,  some  new  ideas  based  on  existing  protocols

have been proposed recently[73–75]. First, there are so-

me  designs  related  to  encryption.  Zhang et  al.[76]

specifically  designed  a  method  for  smart  home  sys-

tems  to  establish  secret  keys  without  preloading  the

secrets of the third party. Sciancalepore et al.[77] opti-

mized several schemes and proposed a new key man-

agement protocol (KMP) that can guarantee a greater

degree  of  communication  security.  Finally,  Secure-

IoT[78] implements a security solution suitable for IoT

networks  based  on  service-oriented  architecture

(SOA) to pair and transmit data.

Second,  some  of  the  work  relates  to  communica-

tion  patterns.  Borgia et  al.[79] proposed  MobCCN,  a

content-centric  rather  than  device-centric  protocol,

with  the  main  focus  on  supporting  data  access  near

the physical location of data generation.

Summary. Smart  home  systems  use  a  variety  of

protocols  to  achieve  interactions.  According  to  the

different  characteristics  of  each  protocol,  researchers

have  designed  their  own  security  solutions  for  each

protocol. However, it is a new direction to design new

and  more  applicable  protocols  according  to  smart

home system communication requirements.

 6.2    Communication Flow Analysis

 6.2.1    Threats

During the operation of smart home devices, net-
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work  traffic  that  contains  information  related  to  the

devices, users, applications, or the traffic itself will be

generated.  The question of  how to analyze this  com-

munication traffic is another key area in the study of

smart  home  security.  By  analyzing  the  traffic  be-

tween  devices,  platforms,  and  user  interactions,  at-

tackers can understand the relationship between traf-

fic  characteristics  and  device  behaviors,  resulting  in

privacy leakage.

For example, for the communication traffic gener-

ated by smart  devices,  Beyer et  al.[80] found that  at-

tackers  can  use  communication  traffic  to  classify  de-

vices  from  smart  home  systems  in  order  to  identify

devices  in  the user’s  home,  infer  user  behaviors,  and

even gain physical access to the home. Similarly, Tri-

mananda et al.[19] proposed a tool that can automati-

cally  extract  the  packet-level  signature  of  device

events  from  network  traffic,  which  is  more  effective

and  convenient  than  previous  statistically-based

methods.  Moreover,  more  detailed  information,  such

as  the  type  of  events,  can  be  inferred  from  the  ex-

tracted traffic. In addition, Yu et al.[20] extracted net-

work traffic characteristics from broadcast and multi-

cast  packets  and  proposed  a  deep  learning  model  to

identify devices.

Summary. The research on communication traffic

protection in smart home systems is still in its infan-

cy,  and  there  are  relatively  few  related  studies.  We

look forward to more security research related to com-

munication  traffic  that  may  bring  more  unexpected

insights.

 7    Discussion

 7.1    Root Causes

The  reasons  for  the  risks  in  current  smart  home

systems are numerous and varied. We summarize the

root causes of the risks as follows.

Heterogeneity. The heterogeneous nature of smart

home  systems  makes  it  challenging  to  secure  the

whole system with a single solution. The heterogene-

ity comes from many different levels and layers—vari-

ous communication protocols (e.g., Wi-Fi, BlueTooth,

Zigbee,  and  Z-wave),  device  control  methods  (e.g.,

commands originated from clouds, mobile apps, third-

party cloud, and automation rules),  application layer

protocols  (e.g.,  MQTT,  OAuth,  and  HTTP(S)),  au-

thentication  mechanisms  (e.g.,  signature,  certificate,

and password), access control mechanisms (e.g., ACL,

white-list,  role-based,  and  token-based)  and  different

delegations  (e.g.,  user-to-user,  user-to-cloud,  and

cloud-to-cloud).  To  make  it  worse,  different  plat-

forms  often  choose  different  schemes  to  implement

their  unique  systems.  As  a  result,  real-world  users’
smart  home  systems  are  highly  heterogeneous  and

complex, for they involve multiple devices,  protocols,

and platforms from different vendors or organizations.

Hence, any susceptibility in a single point of the sys-

tem will threaten the security of the whole system.

Customization. Current  smart  home  systems  ap-

ply many protocols or schemes customized from exist-

ing or legacy protocols  or  schemes that were not de-

signed for smart home systems. For example, the Ac-

tions on Google protocol is a customized OAuth pro-

tocol by Google⑩ that requires the delegator cloud to

send  device  information  (e.g.,  device  ID  or  device

type)  to  Google  Home  along  with  an  OAuth  token.

Such  customization  usually  has  not  undergone  rigor-

ous  security  analysis  and  sufficient  user/market  in-

spections. Therefore, customized protocols or schemes

have become a source of hazards in smart home sys-

tems.

Unclear  Boundaries  of  Responsibility. Many  dif-

ferent parties are involved in a user’s smart home sys-

tem, including the end user, the manufacturer(s), the

cloud  service  provider(s),  and  the  design/manage-

ment organizations of the protocols. These parties in-

teract  with  each  other,  each  providing  certain  func-

tionalities to make the whole system work. However,

the  responsibility  each  party  should  bear  is  unclear.

For  instance,  in  Apple’ s  HomeKit  system,  end  users

are  responsible  for  preventing  the  setup codes  of  the

HomeKit  accessories  from  being  disclosed.  In  the

meantime,  Apple  asks  the  Homekit  accessory  manu-

facturers to safely manage the AAD (additional autho-

rization data). Such unclear boundaries of responsibil-

ity  make  it  quite  challenging  to  design  a  secure  sys-

tem in practice.

Absence  of  Standardization. In  the  rapidly  grow-

ing  area  of  smart  home technology,  new designs  and

practices  are  emerging  daily.  However,  the  standard-

ization of the implementation and enforcement of se-

curity for smart home systems is absent. Consequent-

ly,  there  is  no  guarantee  that  a  new mechanism will

not  inadvertently  introduce  new security  flaws,  espe-
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cially when the newly released platform interacts with

existing platforms. To be more specific,  if  a new ser-

vice provider (e.g., the owner of a new platform) does

not fully understand the security assumption and pol-

icy  of  an  existing  platform A,  the  interactions  be-

tween  the  new  platform  and  platform A will  intro-

duce  new  security  risks.  We  believe  the  absence  of

standardization is one of the major root causes of the

vulnerability of today’s smart home systems.

 7.2    Future Research Directions

Toward  more  secure  smart  home  systems,  we

summarize the following research directions based on

our  understanding  of  the  work  reviewed  in Sections

3–6, including automated vulnerability discovery, vig-

orous security checking and data-driven analysis.

Automated  Vulnerability  Discovery. Recent  re-

search  has  identified  many  new  vulnerabilities  in

smart  home  systems[11, 44, 45, 47].  In Subsection 5.1.1,

we  discuss  vulnerability  discovery  methods  in  smart

home devices, and in Subsection 4.2.2, we discuss so-

lutions  to  linkage  problems  related  to  smart  home

platforms.  We find that  because  the  problems of  de-

vices  and  platforms  involve  their  underlying  undis-

closed designs,  and devices  and platforms are  mostly

heterogeneous,  most solutions adopt manual or semi-

automatic designs in order to discover specific vulner-

abilities  of  different  devices  or  platforms.  For  exam-

ple,  some  methods  require  humans  to  input  specific

security  rules  into  the  tool[11, 47],  and  some  methods

require  building a  model  to  describe  the  investigated

smart home system[32, 44]. Given the time cost and hu-

man  effort,  a  more  efficient  and  promising  approach

would be to discover the vulnerabilities in a fully au-

tomated way.  This  may require  abstracting solutions

independent of a specific device or platform architec-

ture for wider applications.

Vigorous  Security  Checking. Due  to  the  parties

that make up a smart home system do not have uni-

form standards and clear boundaries of responsibility,

smart home systems require stricter security reviews.

Hence, developing a way to perform a vigorous check

and comprehensive analysis of a system is very impor-

tant.  Potential  techniques  that  can  be  used  here  in-

clude formal verification, fuzzing, and differential test-

ing. In our discussion in Subsection 5.1.1, we find that

many  vulnerability  mining  methods  use  fuzzing,

which can be further  optimized.  In  addition,  in Sub-

section 4.2.2 we mention that there is work to model

the IoT ecosystem as an FSM for model checking, and

it  has  achieved  better  results.  However,  this  formal

verification  method  is  rarely  used  in  the  current  re-

search  work,  and  it  needs  to  be  further  studied  and

used in the future.

Data-Driven Analysis. Smart home systems gener-

ate a great account of data, including the system log,

device status,  environment data collected by sensors,

and  traffic  among  the  components.  There  is  a  huge

amount of valuable information in the data. Like our

discussion  in Subsection 5.2.2,  the  anomaly  detection

based  on  device  sensor  behavior  is  mainly  driven  by

sensor data. Similarly, we discuss the communication

traffic  data-driven  vulnerability  discovery  in Subsec-

tion 6.2,  but  this  kind  of  research  is  little  and  needs

further supplementation and improvement. Hence, da-

ta-driven analyses, such as root cause analysis of ma-

licious  events  in  the  systems,  are  also  important  to

enhance the security of smart home systems.

 8    Conclusions

We conducted a comprehensive review of security

research on smart home systems, dividing security is-

sues into three areas: platform security, device securi-

ty,  and  communication  security.  Then  we  summa-

rized that the root causes for the security flaws of the

current  smart  home  systems  are  the  combination  of

heterogeneous  components  within  the  systems,  the

specially customized protocols and solutions for differ-

ent  platforms,  the  lack  of  clear  responsibility  bound-

aries for each part of the systems, and the lack of uni-

form standards. Toward more secure smart home sys-

tems,  we  also  discussed  future  research  directions,

such  as  the  development  of  automated  vulnerability

mining tools, more stringent security checks on smart

home systems, and security analysis through the gen-

erated data of smart home systems, which will help to

better study the security of smart home systems and

provide a more powerful security guarantee for smart

home systems.
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