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Abstract    Payment Channel  Network (PCN) provides the off-chain settlement of  transactions.  It  is  one of  the most

promising solutions to solve the scalability issue of the blockchain. Many routing techniques in PCN have been proposed.

However,  both  incentive  attack  and privacy  protection  have  not  been  considered  in  existing  studies.  In  this  paper,  we

present an auction-based system model for PCN routing using the Laplace differential privacy mechanism. We formulate

the cost optimization problem to minimize the path cost under the constraints of the Hashed Time-Lock Contract (HTLC)

tolerance and the channel capacity. We propose an approximation algorithm to find the top  shortest paths constrained

by the HTLC tolerance and the channel capacity, i.e., top -restricted shortest paths. Besides, we design the probability

comparison function to find the path with the largest probability of having the lowest path cost among the top -restrict-

ed shortest paths as the final path. Moreover, we apply the binary search to calculate the transaction fee of each user.

Through both theoretical analysis and extensive simulations, we demonstrate that the proposed routing mechanism can

guarantee the truthfulness and individual rationality with the probabilities of 1/2 and 1/4, respectively. It can also ensure

the differential privacy of the users. The experiments on the real-world datasets demonstrate that the privacy leakage of

the proposed mechanism is 73.21% lower than that of  the unified privacy protection mechanism with only 13.2% more

path cost compared with the algorithm without privacy protection on average.

Keywords    blockchain, payment  channel  network, routing  mechanism, differential  privacy, personalized  privacy-pre-

serving

 
 

1    Introduction

Blockchain  provides  a  promising  solution  for  dis-

tributed  ledgers,  and  has  been  widely  used  in  the

cryptocurrencies,  such  as  Bitcoin[1],  Ripple①,  and

Ethereum[2].  The  number  of  transactions  in

blockchain  had  reached  to 250 000 per  day  in  July

2021.  However,  Bitcoin  and  Ethereum can  only  pro-

cess  at  most  15  transactions  per  second②,  which  is

much  less  than 65 000 transactions  per  second  of

Visa③.  Since each transaction in blockchain needs to

be  confirmed  by  the  entire  network,  the  blockchain-

based  transactions  consume  a  large  amount  of  re-

sources (e.g., storage, communication, and computing

resources)[3]. The scalability problem of the blockchain

largely  impedes  its  development.  A  novel  and  effi-

cient  approach  to  solving  the  scalability  issue  of  the

blockchain is the payment channel[4].

The payment channel is designed to solve the scal-

ability  problem  of  the  blockchain.  The  advantage  of

the payment channel is that there is no need to com-

mit  every  transaction  to  the  blockchain.  Each  user
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only  needs  to  upload  the  channel  state  and  the  de-

posit  to  the  blockchain  when  the  channel  is  estab-

lished or closed, and the details of transactions do not

need to be uploaded to the blockchain. The lifetime of

a payment channel consists of three phases[4]: channel

establishment, transition, and dispute. The users first

establish a peer-to-peer  (P2P) channel  with deposits,

and transfer funds by adjusting the deposit allocation

in  the  channel.  When  any  user  wants  to  disconnect

from the channel or any user's deposit in the channel

becomes zero,  the users  on both sides of  the channel

will enter the dispute phase. The final deposits of this

channel  are  published  in  the  blockchain.  After  the

confirmation  of  the  final  deposits  by  the  blockchain,

the payment channel is closed.

w0, w1, w2, w3, w4

w0

w4 w4

R H w0

w0 → w3 → w2 → w4 w0 w4

w3, w2

w4 R

Multiple  payment  channels  together  form  a  pay-

ment channel network (PCN), and the transactions in

PCN  follow  the  Hashed  Time-Lock  Contract

(HTLC)[4]. The users in PCN have payment channels

with  their  neighbors.  An  example  of  PCN  with  five

users ( ) is illustrated in Fig.1. Con-

sider that user  wants to transfer payment to user

.  The  recipient  first  generates  a  random value

,  then sends  its  hash  to  the  sender  by com-

munication  links.  Once  the  route  (e.g.,

) from  to  has been found,

the  payment,  transaction  fee,  and H are  transferred

and temporarily stored in the intermediate users (i.e.,

) along the route. After receiving the payment,

the  recipient  sends  the  secret  via  the  reverse

route,  and  each  intermediate  user  of  the  route  ob-

tains its own transaction fee only when it receives the

secret R from its predecessor in the reverse route. In

addition,  the  transaction  is  restricted  by  the  HTLC

tolerance.  Each  user  has  an  HTLC  tolerance  for  its

every payment channel, which is the upper bound on

time for  transaction.  If  any user  in  the  route  cannot

receive secret R within its HTLC tolerance, the trans-

action is failed, and the payment and transaction fee

will  be  sent  back  to  the  sender  along  the  reverse

route. When the sender receives secret R, the transac-

tion is completed finally.

The route calculated by the sender is based on the

information  (i.e.,  channel  capacity,  HTLC  tolerance,

transaction  fee,  etc.)  submitted  by  the  users.  In  the

payment channel network, the information transfer is

with the help of the routing table stored in each user.

The transaction fee for each selected user is based on

their  bidding  transaction  cost.  These  methods  will

generate the incentive attack and the differential pri-

vacy attack. Therefore, it is essential to design a rout-

ing  mechanism for  resisting  the  incentive  attack  and

the differential privacy attack.

The  routing  decision  in  PCN  is  based  on  the

users’ information.  From  the  sender's  perspective,  it

aims  to  minimize  the  total  transaction  fee  of  the  se-

lected  route[5–7].  Most  studies  on  PCN  routing  as-

sume  that  the  users  are  honest.  However,  the  users

are often selfish and rational, and may take a strate-

gic  behavior  by  claiming  dishonest  transaction  cost

(i.e.,  the  bidding  transaction  cost  is  inequal  to  the

transaction  cost)  to  improve  their  own  utilities.  The

incentive  attack  will  undermine  fairness  and  make

users  reluctant  to  participate  in  transaction.  The

strategy-proof  routing  mechanism  can  eliminate  the

fear  of  market  manipulation  and  the  overhead  of

strategizing  over  others  for  the  users.  Thus,  it  is  es-

sential to develop a truthful routing mechanism to re-

veal  the  users’ transaction costs.  Note  that  the  term

“transaction  cost” stands  for  the  cost  for  payment

transfer through the payment channel rather than the

cost to create or close the payment channel in this pa-

per. The transaction cost indicates that the user has a

cost  to  transfer  the  payment  through  its  payment

channel.  The consumption of the channel capacity of

users  may  make  the  users  cannot  undertake  subse-

quent  transactions.  Thus,  the  consumption  of  the

channel capacity needs to be compensated. Auction is

an  efficient  method  to  design  truthful  mechanisms

and has been widely used in many fields, such as mo-

bile  crowdsensing[8–10],  edge  computing[11, 12],  spec-

trum allocation[13],  and blockchain systems[14].  In this

paper, we model the routing decision of PCN transac-

tions  as  a  reverse  auction.  Note  that  the  transaction

fee may be different from the transaction cost in the

auction.

In a truthful auction-based routing mechanism[15],
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Fig.1.  Example of transaction route in PCN.
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the  users  are  stimulated  to  submit  their  transaction

costs, which are the private information of the users.

For transparency, the outcome of the auction mecha-

nism will be published, which consists of the winners

and their  transaction fees.  The malicious  users  could

infer  others’ transaction  costs  according  to  the  out-

come  of  the  mechanism  (elaborated  in Section 3).

Then, the transaction costs of the attacked users may

be  inferred  and  the  attacked  users  may  lose  in  next

auction, which make users reluctant to participate in

PCN.  Therefore,  it  is  essential  to  design  a  privacy

protection mechanism to protect the transaction costs

of the users. The encrypted methods are often used to

protect the privacy of the users. However, differential

privacy attack is that the attacker guesses the priva-

cy  of  the  attacked  users  by  constantly  changing  its

own  bids.  Hence,  the  encrypted  methods  cannot  re-

sist the differential privacy attack. Differential priva-

cy[16] provides  formal  privacy  guarantees  for  users  in

data  analysis.  The  mechanism  is  differentially

private[17] if the outcome cannot be used to infer any

user's private information, when the change of user's

bid  is  small  enough.  Compared  with  other  privacy

protection  methods  (anonymity[18],  encryption[19],

etc.),  differential  privacy does  not  need to  make any

assumptions  about  the  attacker's  ability  and  auxil-

iary  information.  However,  the  original  differential

privacy  only  provides  the  uniform  level  of  privacy

protection for  all  users  or  data.  Actually,  the  impor-

tance  of  data  and  the  privacy  requirements  of  the

users are not uniform. In this paper, we consider that

the users can require different levels of privacy protec-

tion  for  their  transaction  costs  personally.  Different

privacy  protection  levels  correspond  to  different  pri-

vacy budgets.  Smaller  privacy budget  corresponds to

lower privacy leakage, which leads to a lower privacy

cost.  However,  small  privacy  budget  results  in  poor

precision of the bidding cost, which may decrease the

utility  of  the  user.  Thus,  the  privacy  budget  is  the

trade-off between the privacy protection level and the

utility.  From  the  perspective  of  PCN,  small  privacy

budget  results  in  high  path  cost  since  more  noise  is

added. In this paper, we employ the Laplace differen-

tial  privacy  mechanism[20] to  protect  users’ transac-

tion costs.

In this paper, we aim to design the truthful priva-

cy-preserving  routing  mechanism  for  the  off-chain

transactions in PCN through the reverse auction and

the differential privacy technique. We model the rout-

ing decision process as the reverse auction, where the

buyer is the sender of the transaction, and the sellers

are the potential intermediate users (termed users for

short).  Meanwhile,  the  differential  privacy  mecha-

nism  is  used  to  protect  the  transaction  costs  of  the

users.  The  objective  of  our  routing  mechanism  is  to

minimize  the  path  cost  (sum of  the  transaction  cost

and  the  privacy  cost  of  all  the  winners  in  the  path)

such  that:  1)  the  channel  capacity  of  each  payment

channel  in  the  path  is  feasible  for  the  transaction;

2) the HTLC tolerance of each user in the path is sat-

isfied.

Designing  an  auction-based  personalized  differen-

tial  privacy routing mechanism in PCN is  very chal-

lenging. First, due to the Laplace noise, the path with

the  lowest  obfuscated  bidding  path  cost  may  not  be

the  exact  path  with  the  lowest  cost.  Thus,  the

method  for  finding  the  path  which  has  the  largest

probability  of  having  the  lowest  cost  is  needed.  Sec-

ond, to find the path with the largest probability, we

have to compare the probabilities between any pair of

feasible  paths.  However,  it  takes  exponential  time.

Moreover, each user may take a strategic behavior by

submitting dishonest transaction cost to maximize its

utility.  Since  the  final  path  is  selected  through  the

probability  comparison,  the  final  path  selection  may

not be monotone. Hence, it is hard to find the critical

value of the transaction fee of a winner (i.e., the high-

est  transaction  cost  a  winner  can  bid).  The  critical

value calculation of the transaction fee of a user is the

key to guarantee the properties of truthfulness and in-

dividual  rationality,  which  poses  a  challenge  to  the

design of the incentive mechanism.

The  main  contributions  of  this  paper  are  as  fol-

lows.

● To  the  best  of  our  knowledge,  this  is  the  first

work to design an auction-based and personalized dif-

ferential privacy routing mechanism in PCN.

● We present the system model  for PCN routing

using the Laplace mechanism, and formulize the cost

optimization routing (COR) problem to minimize the

path  cost  under  the  constraints  of  the  HTLC  toler-

ance and the channel capacity.

3

3

∑q

i=0
max(ϵi)

q

max(ϵi)
wi

● We  propose  the  Personalized  Privacy -Preserv-

ing  Routing  Mechanism  (P RM).  We  show  that

P RM guarantees the truthfulness and individual ra-

tionality with the probabilities of 1/2 and 1/4, respec-

tively. Moreover, it achieves  differential

privacy,  where  is  the length of  the final  path,  and

 is  the  maximum  privacy  budget  of  all  pay-

ment channels for user  in the final path.
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● The extensive simulations based on the real-wo-

rld  datasets  demonstrate  that  the  privacy  leakage  of

P3RM is 73.21% lower than that of the unified priva-

cy protection mechanism with only 13.2% more path

cost  compared  with  the  algorithm  without  privacy

protection on average.

The rest of this paper is organized as follows. Sec-

tion 2 reviews  the  state-of-the-art  research. Section 3

presents  the  auction  model  and  the  threat  models,

and formulates the COR problem, and lists some de-

sirable  properties. Section 4 presents  the  detailed de-

sign  of  our  routing  mechanism,  and  the  theoretical

analysis  of  the  routing  mechanism.  We  evaluate  the

performance  of  our  routing  mechanism  in Section 5,

and conclude the paper in Section 6. 

2    Related Work

Several  PCN routing  mechanisms  have  been  pro-

posed. Zhang et al.[5] regarded the transmission dead-

line constraint as the routing hop constraint, and pro-

posed  a  distributed  algorithm  to  find  the  optimal

path for payment routing by the Bellman-Ford algo-

rithm. Yu et al.[7] took into account the timeliness of

the transactions, and proposed a routing model based

on network flow and concurrent flow so that the pay-

ments in PCN could reach the recipient through mul-

tiple  paths.  The  authors  used  the  Ford-Fulkerson

max-flow algorithm to find the max transaction flow

from the sender to the recipient. Zhang et al.[21] pro-

posed  an  extended  routing  algorithm  based  on  the

multi-hop Delaunay Triangulation to achieve low de-

lay  and  low probing  overhead.  Khalil  and  Gervais[22]

took into consideration the remaining deposits in the

channels,  and  proposed  a  routing  algorithm  to  solve

the problem of the channel balance with the purpose

of  prolonging  the  lifetime  of  PCN.  In  [23],  the  au-

thors  proposed  a  robust  payment  routing  protocol,

which  constructs  two or  more  node-disjoint  payment

paths. Each payment path can fulfill the payment re-

quest. The main optimization objective of these rout-

ing  algorithms mentioned above  is  to  find the  short-

est transaction path in PCN. However, all these stud-

ies do not solve the problems of the privacy leakage of

the transaction cost and the strategic behavior of the

users.

Some efforts have been made to protect users’ pri-

vacy  in  PCN.  Tripathy  and  Mohanty[24] proposed  a

multi-hop, anonymous privacy preserving PCN based

on Elliptic Curve Cryptography, which can ensure the

balance  and  the  payment  privacy,  and  prevent  the

stealing transfer fee attack. Mazumdar and Ruj[25] al-

so designed an atomic multi-path payment protocol to

guarantee  the  value  privacy  and  resist  the  worm at-

tack. Yu et al.[26] proposed the Chameleon Hash func-

tion  based  payment  protocol  to  resist  the  malicious

users to recover the payment paths. Thus, it can pro-

tect the balance security, value privacy, and the iden-

tities of users in the paths. In [27], the authors uncov-

ered  a  balance  discovery  attack  in  PCN,  and  dis-

cussed some potential  countermeasures to handle the

attack. Tang et al.[28] proposed a noise mechanism to

protect  the  balance,  and  revealed  the  trade-off  be-

tween  the  utility  and  the  privacy.  SpeedyMurmurs

generates anonymous addresses for the sender and the

recipient  to  protect  their  identities[29].  Based  on  the

anonymous  addresses,  SpeedyMurmurs  uses  embed-

ding-based path discovery to find the route from the

sender to the recipient. Li et al.[30] moved PCN-relat-

ed  modules  into  the  trusted  execution  environment

and sent the redundant transactions to the pseudo re-

cipients,  which  can  confuse  adversaries  and  prevent

the  intermediate  users  from  collusion  to  obtain  the

payment  amounts  and  the  payment  recipient.  The

methods mentioned above take into consideration the

value privacy, payment security, and the identities of

the  users;  however,  users’ strategic  behaviors  are  ne-

glected. The users may falsely report their own infor-

mation to gain more benefits.

Differential privacy was first proposed in [16]. The

commonly  used  differential  privacy  mechanisms  in-

clude  the  Laplace  mechanism,  Gaussian  mechanism,

and  Exponential  mechanism.  The  first  two  mecha-

nisms mainly aim at  numerical  output functions  and

can  be  applied  to  develop  the  personalized  privacy

protection  mechanisms[20].  The  exponential  mecha-

nism[31] is mainly used in non-numerical output func-

tions.  The  personalized  differential  privacy[32] is  de-

rived from differential privacy to provide different pri-

vacy protection levels for users or database based on

its privacy requirements. Different from the standard

differential privacy, if the noise adding process is im-

plemented  by  the  users,  it  is  called  local  differential

privacy[33]. The differential privacy technique is wide-

ly used in various fields, such as spectrum system[34],

mobile crowdsensing system[35], big data[36], edge com-

puting[37],  and machine learning[38].  However,  there is

no  differential  privacy  mechanism  to  protect  users’
privacy  information  in  PCN  routing.  Note  that  our

object is finding the transaction route in PCN. There-

fore, the exponential mechanism cannot be used since

it  cannot  guarantee  that  the  winners  selected  based

on  the  score  function  of  the  exponential  mechanism

can form a path definitely. On the other hand, if  we
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use the exponential mechanism to select the path di-
rectly,  all  candidate  paths  should  be  found  in  ad-
vance, which takes exponential time. In this paper, we
use  the  Laplace  mechanism  to  protect  the  users’
transaction costs. The designed mechanism has no as-
sumption  about  the  attacker's  ability,  and  can  pro-
vide  personalized  differential  privacy  protection  for
each user. 

3    Model and Problem Formulation
 

3.1    Auction Model

s

d g

s

U

wi ∈ U

Bi = (Bi1, Bi2, . . . , BiNi
) Ni

wi Bij wi

<i, j> j ∈ {1, 2, . . . , Ni} Bij

(btij, rij, tij, ϵij, σij) btij, rij, tij, ϵij σij

<i, j>

<i, j> ctij
wi btij

wi ctij
tij

wj

wi

ϵij ∈ (0, 1]

wi

<i, j>

At  the  beginning  of  the  auction,  sender  publi-

cizes  a  transaction  request  to  all  users  in  the  PCN.

Recipient  and payment  are  the  private  informa-

tion  of  sender ,  which  are  not  publicized.  Assume

that a set  of users are interested in transferring the

payment.  Each  user  submits  a  bid

 to  the  sender,  where  is

the  number  of  the  bidding  payment  channels  of  the

user .  is user 's bid for the payment channel

, .  is  a  quintuple

,  where ,  and 

are  obfuscated  bidding  transaction  cost,  channel  ca-

pacity,  transaction  time,  privacy  budget,  and  the

HTLC tolerance of the payment channel ,  re-

spectively. The transaction cost of the payment chan-

nel  is ,  which  is  the  private  information

and known only to user .  is the bidding transac-

tion cost  of  user ,  and it  may differ  from .  The

transaction  time  is  the  sum  of  time  consumption

for transferring payment to user  and transmitting

secret R to user , and can be estimated from histor-

ical  data.  The  privacy  budget  represents

any user 's desired privacy protection level of trans-

action  cost  on  the  payment  channel .  The

smaller the privacy budget is, the better privacy pro-

tection level there will be.

We  consider  that  each  user  will  honestly  report

the  channel  capacity,  transaction  time,  and  HTLC

tolerance  because  the  information  can  be  easily  veri-

fied by the transactions and PCN. Moreover, the pri-

vacy  of  the  channel  capacity,  transaction  time,  and

HTLC tolerance can be protected through the meth-

ods used in [24–26].

T

B = (B1, B2, . . . , Bn)

lf
pij

<i, j> ∈ lf

Given the transaction request  and the bid pro-

file  ,  the sender  calculates  the

winning payment channel set to form a path  from

the sender to the recipient, and the transaction fee 

for each winning payment channel . A us-

wi

Sf

(
∪
{<i, j>}) ∩ lf ̸= ∅

j ∈ {1, 2, . . . , Ni} lf
wi

wi pi = pij

<i, j> ∈ lf

er  is called a winner and is added into the winner

set  if one of its payment channels is selected as the

winning payment channel, i.e., ,

.  Since  contains  at  most  one

payment  channel  of  any  winner ,  the  transaction

fee of  each winner  can be represented as ,

.

wi

<i, j> cpij cpij
wi

<i, j>

We denote the privacy cost of any user  for any

payment channel  as . The privacy cost 

represents  the  privacy  threat  to  user  when  using

the payment channel  to transfer the payment.

The  larger  of  the  privacy  budget  is,  the  higher  the

privacy  leakage  is.  We  adopt  the  linear  relationship

between the  user's  privacy cost  and its  privacy bud-

get,  which  is  widely  used  in  the  studies  on  differen-

tial privacy[20].
 

cpij = αϵij,

α > 0where  is the coefficient to scale the value of pri-

vacy cost.

<i, j> ∈ lf wiFor any , the cost of winner  is
 

ci = ctij + cpij.

Cmax Cmax

ci ⩽ Cmax pi ⩽ Cmax

∀wi ∈ U

Cmax

We assume  the  maximum cost  for  establishing  a

payment  channel  is .  We  consider  that  is

large  enough  so  that  and  for

. Otherwise, the sender can establish a direct

payment channel connecting the recipient with cost at

most .

wiWe define the utility of any user  as the differ-

ence between the transaction fee and its cost:
 

ui =

{
pi − ci, i ∈ Sf ,
0, otherwise.

(1)

G = (W,E) W

E

n m

<i, j> ∈ E

btij
rij tij

ϵij σij

Then, a PCN  can be constructed. 

is  the  set  of  users  in  the  whole  network,  which  con-

tains the sender, the recipient, and the users who are

interested in transferring the payment.  is the set of

users’ bidding payment channels. Without loss of gen-

erality,  we  consider  that  there  are  users  and 

channels  in  the  PCN.  Each  channel  is

with an obfuscated bidding transaction cost , chan-

nel  capacity ,  transaction  time ,  privacy  budget

, and HTLC tolerance .

The  whole  process  of  the  auction-based  PCN

transaction  is  illustrated  in Fig.2.  We  consider  that

the  auction-based  PCN transactions  follow  the  stan-

dard HTLC. 1) The recipient generates a random val-

ue R, and then sends its hash H to the sender. 2) The

sender publicizes a transaction request to all users in
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PCN.  3)  Each  user  submits  its  bid  with  the  privacy

budget. 4) The sender selects a subset of users to es-

tablish  a  path  from the  sender  to  the  recipient,  and

notifies  the  winners  of  the  determination.  5)  The

sender sends the encrypted payment, transaction fee,

and H to  the  recipient  along  the  path  hop-by-hop.

6) After the recipient receives the payment, the recip-

ient will send the key R to its successor along the re-

verse path. When a winner receives R from its prede-

cessor,  it  obtains  the  transaction  fee,  which  is  deter-

mined  by  the  sender  to  compensate  the  transaction

cost  and  privacy  cost  of  the  winners.  Then  the  win-

ner  further  transfers R to  its  successor.  When  the

sender receives R, the transaction is completed. 

3.2    Threat Model

w0 w6

w0 → w2 → w5 →w6

w2

w2 <w2, w5>

w2

w2

Threats to Incentive. As shown in Fig.3, the num-

ber  on  each  channel  is  the  transaction  cost  of  each

channel.  We assume that  the  transaction cost  of  the

two directions on one channel are the same. When us-

er  transfers payment to user , the path with the

lowest  transaction  cost  is ,  and

the transaction fee  of  user  is  1.  We suppose  that

user  bids 1.5 of channel  , which is differ-

ent  from  the  transaction  cost  1.  Although  the  path

with the lowest transaction cost does not change, us-

er 's transaction fee increases to 1.5, thus, the utili-

ty of  user  increases.  Therefore,  the users have an

incentive  to  misreport  the  transaction  costs  to  in-

crease their utilities.

w0

w6

Threats  to  Privacy. As  shown  in Fig.4,  we  as-

sume that the bidding transaction costs of the two di-

rections  are  the  same.  User  transfers  payment  to

user .  Based  on  the  truthful  routing  mechanism

w0 → w1 → w2 → w3 → w6

<w0, w1>

<w0, w4> <w0, w5>

w5

<w5, w6>

w0 → w5 → w6 w5

<w1, w2> <w2, w3> <w3, w6>

w5

<w1, w2> <w2, w3>

<w3, w6>

w5

<w5, w3>

<w5, w4> w5

<w1, w2>

<w2, w3> <w3, w6>

w5

proposed in [15],  we can illusrate the differential  pri-

vacy attack. The path with the lowest bidding trans-

action cost is . In PCN, the

sender  does  not  need  to  pay  for  itself,  thus  the  bid-

ding  transaction  costs  of  the  channels ,

, and  do not effect the route se-

lection.  As  the  user  changes  the  bidding  transac-

tion cost of channel  from 10 to 7, then the

shortest path changes to , and user 

infers  the  sum  of  the  bidding  transaction  costs  of

channels , , and  is be-

tween  7  and  10.  After  many  rounds,  user  might

narrow  down  the  range  of  the  sum  of  the  bidding

transaction  costs  of  channels , ,

and , and even infer the exact value. With

the similar operation, user  can change the bidding

transaction  cost  of  channel  or  channel

. At last, user  could obtain the bidding

transaction  costs  of  the  channels ,

,  and  by  modifying  the  bidding

transaction  costs  of  its  channels.  As  the  truthful

mechanism is used, user  can infer the transaction

costs of these channels. 

 

Sender

Recipient

Winners

Users

1
. 
H

a
sh

 

2. Transaction Request

3. Bid with Privacy Budget

4. Notify Winners

6. Secret Key 

6. Secret Key 

5. Encrypted Payment, , and Transaction
 Fee

5. Encrypted Payment and 

Fig.2.  PCN transaction process as a reverse auction.

 

Payment Channel Transaction Route

1

2

2 3

3

2

1

1
1





 







Fig.3.  Example of incentive attack in PCN.
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3.3    Problem Formulation

M(T, B)

lf Sf

p = (p1, p2, . . . , p|Sf |

lf
w0 → w1 → w2 → . . .→ w|Sf | → w|Sf |+1 w0 = s

w|Sf |+1 = d

The routing mechanism  outputs a path

 from the sender to the recipient,  a  winner set ,

and  a  transaction  fee  profile ).

Without  loss  of  generality,  we denote  the  path  as

, where ,

. The objective is minimizing the total cost

of the winners. We refer this problem as the Cost Op-

timization Routing (COR) problem, which can be for-

mulated as follows:
 

(COR) : min
∑
i∈Sf

ci

s.t. σi, i+1 ⩾ (ti, i+1 + σi+1, i+2), ∀i∈{0, 1, . . . , |Sf | − 1},
(2)

 

σi, i+1 ⩾ ti, i+1, i = |Sf |, (3)

 

ri, i+1 ⩾ (g +
∑|Sf |

j=i+1
pj), ∀i ∈ {1, . . . , |Sf | − 1}, (4)

 

ri, i+1 = g, i = |Sf |. (5)

lf

lf

Constraint (2) ensures that the HTLC tolerance of

current payment channel  is  no smaller  than the sum

of its transaction time and the tolerance of successive

payment  channel.  Constraint  (3)  ensures  that  the

HTLC tolerance of the last payment channel in  is

no  smaller  than  its  transaction  time.  Constraint  (4)

ensures  that  the  channel  capacity  of  the  payment

channel is enough to transfer the sum of the payment

and  accumulate  transaction  fees  for  the  successive

winners.  Constraint  (5)  ensures  that  the  channel  ca-

pacity of the last payment channel in  is enough to

transfer the payment. 

3.4    Desirable Properties

Our objective is to design the PCN routing mech-

anism satisfying the following desirable properties:

Truthfulness. A  mechanism  is  truthful  if  any

user's  utility  is  maximized  when  it  bids  the  transac-

tion cost, no matter what others submit.

ui ⩾ 0,

∀wi ∈ W

Individual Rationality. A routing mechanism is in-

dividually  rational  if  each  user  has  a  non-negative

utility  while  bidding  transaction  cost,  i.e., 

.

In addition, we take users’ transaction cost priva-

cy-preserving into consideration.

(Bi, ϵi)

wi M ϵi

bi, b
′
i ∈ Bi b∗ ∈ Range(M)

Definition  1 (Personalized  Local  Differential  Pri-

vacy[39]). Given  a  privacy  requirement  of  user

, a randomized mechanism  satisfies  personal-

ized  local  differential  privacy  if  and  only  if  for  all

 and any possible output :
 

Pr(M(bi) = b∗) ⩽ eϵiPr(M(b′i) = b∗).

M ϵ

x, x′ ∈ X
Z ∈ Range(M)

Definition  2 (Differential  Privacy[40]). A  random-
ized  mechanism  satisfies  differential  privacy  if
and  only  if  for  all  and  any  possible  output

:
 

Pr(M(x) = Z) ⩽ eϵPr(M(x′) = Z).

ℓ1 ℓ1
f N|x| → Rk

Definition  3 ( -Sensitivity[17]). The -sensitivity
of a function :  is :
 

∆f = maxx,y∈N|x|,||x−y||1=1||f(x)− f(y)||1.

∆f = CmaxIn the context of PCN routing, we set .

f N|x| → Rk

Definition  4 (Laplace  Mechanism[40]). Given  any
function : ,  the Laplace mechanism is  de-
fined as:
 

M(x, f(·), ϵ) = f(x) + (η1, . . . , ηk),

ηi
∆f/ϵ

where  are  independent  and  identically  distributed
random variables drawn from Lap( ).

Definition 5 (Laplace Distribution[40]). The Laplace
distribution (centered at 0) with scale b is the the dis-
tribution with probability density function:
 

Lap(x|b) = 1

2b
exp

(
−|x|

b

)
.

2b2

Lap(b) X ∼
Lap(0, b)

The  variance  of  this  distribution  is .  The
 can  simply  denote  a  random  variable 

.
B1,

B2, . . . , Bn n

Mi

Bi max(ϵi)

Theorem  1. (Parallel  Composition[41]). Let 
 be  arbitrary disjoint datasets. The com-

posite  algorithm  obtained  by  applying  each  on  a
corresponding  provides  differential priva-
cy.

 

Payment Channel

4

22

3

2

10

1

3

2

4
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  



 

Fig.4.  Example of differential privacy attack in PCN.
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Table 1 lists the frequently used notations in this

paper. 

4    Personalized  Privacy-Preserving  Routing

Mechanism
 

4.1    Design Rationale

Theorem 2. The COR problem is NP-hard.

Cmax

Proof. We  consider  a  special  case  of  COR  prob-

lem. Suppose that the channel capacity of every pay-

ment channel and the HTLC tolerance of the interme-

diate  users  can  always  be  satisfied.  We  demonstrate

that the special case of the COR problem belongs to

NP  firstly.  Based  on  the  special  case  of  the  COR

problem,  we  can  check  whether  the  transaction  time

of  the  final  path  is  not  more  than  the  HTLC  toler-

ance of  the sender,  and check whether the total  cost

of the final path is at most .

Next,  we prove that the special  case of  the COR

problem is  NP-hard  by  giving  a  polynomial  time  re-

duction  from  the  NP-hard  Restricted  Shortest  Path

(RSP) problem[42].

G = (V, E)

V = {v1, v2, . . . , vn} E

<i, j> ∈ E cij
tij t(l)

l T

s d

Cmax t(l) ⩽ T

We  first  give  the  instance  of  the  RSP  problem

(denoted  by A).  For  a  graph  with  the

vertex  set  and  the  edge  set ,

each edge  has a length  and a transi-

tion time .  Let  be  the  total  transition time of

path . For a given value , the question is whether

there exists a path from vertex  to vertex  with to-

tal cost no more than , such that .

G = (V, E) V = {w1, w2, . . . ,

wn} E

<i, j> ∈ E (ci + cj)/2

tij t(l)

l σs, s+1

s d

Cmax t(l) ⩽ σs, s+1

s+ 1 s l

Then, we consider a corresponding instance of the

special case of the COR problem (denoted by B). For

a PCN  with the user set 

 and  the  payment  channel  set ,  each  channel

 has  a  cost  and  a  transition

time . Let  be the total transition time of path

.  For  a  given  value ,  the  question  is  whether

there exists a path from sender  to recipient  with

total cost no more than , such that ,

where  is the next user of sender  in path .

q

q

This  reduction  from A to B ends  in  polynomial

time.  We can simply see  that  is  a  solution of A if

and only if  is a solution of B.

Since  the  special  case  of  COR  problem  is  NP-

hard, the COR problem is NP-hard. □

K

In  order  to  solve  the  problem,  we  need  to  com-

pare  any  pair  of  paths  to  find  the  path  with  the

largest  probability  of  having  the  lowest  path  cost.

However, we cannot find all paths in polynomial time

since  the  COR  problem  is  NP-hard.  Therefore,  we

first  obtain  the  top -restricted  shortest  paths,  and

 

Table  1.    Frequently Used Notations

Notation Description

n Number of users

m Number of channels

s Sender of the transaction request

d Recipient of the transaction request

g Payment of the transaction request

W Set of users in PCN

wi wiUser 

B Bid profile

Bi wiBid of the user 

btij <i, j>Bidding transaction cost of channel 

btl lBidding transaction cost of path 

btij <i, j>
Obfuscated bidding transaction cost of channel

btl
lObfuscated bidding transaction cost of path 

rij <i, j>Channel capacity of channel 

tij <i, j>Transaction time of channel 

ϵij <i, j>Privacy budget of channel 

σij <i, j>HTLC tolerance of channel 

ηij <i, j>Laplace noise of channel 

bl lBidding path cost of path 

ci wiCost of user 

ctij <i, j>Transaction cost of channel ,

cpij <i, j>Privacy cost of channel 

Cmax Maximum cost of a channel

p Transaction fee profile

pi wiTransaction fee of user 

LK KSet of the top -restricted shortest paths

bK
K
Set of the obfuscated bidding path cost of the top

-restricted shortest paths

SK KWinner set of the top -restricted shortest paths

lk k KThe -th path in top -restricted shortest paths

lvk v kDeviating path of the -th user on the -th path

Sv
k

v
k

Winner set of the deviating path of the -th user on
the -th path

bvlk v k
Obfuscated bidding path cost of the deviating path
of the -th user on the -th path

wk
v

v kThe -th deviating user of the -th path

blk
kObfuscated bidding path cost of the -th path

Sk kWinner set of the -th path

l0 Path before the deviating user

lf Final path

Sf Winner set of the final path

plf
lf
Transaction fee profile of winners in the final path

α Coefficient to scale the value of privacy cost

γ Approximation factor

δ Search precision
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K K

K

then the path comparison is executed among the top

-paths. The top -restricted shortest path problem

can  be  solved  approximately.  Thus,  we  can  compare

any  two  paths  among  the  top -restricted  shortest

paths to find the final path. At last, we calculate the

transaction fee of each user in the path to satisfy the

properties of truthfulness and individual rationality.
3

K

Overall,  P RM consists  of  a  path  selection  stage

and  a  transaction  fee  determination  stage,  and  the

path selection stage consists of two substages: the top

-restricted shortest path selection and the final path

selection. The flowchart of the high-level  overview of

the proposed mechanism is illustrated in Fig.5.
3

K

K
K

K

The  proposed  mechanism  P RM  has  four  novel-

ties.  First,  we  propose  the  personalized  differential

privacy protection method to protect the transaction

cost  of  the  users  based  on  the  Laplace  mechanism.

Second, due to the COR problem is NP-hard, it can-

not  find  the  final  path  in  polynomial  time.  We inte-

grate the -shortest path selection algorithm and the

restricted shortest path selection algorithm to narrow

the  search  space.  By  adjusting  the  size  of ,  the

shortest path can be included in the top -restricted

shortest  paths  to  ensure  the  reliability  of  the  algo-

rithm. Third, the obfuscated bidding transaction cost

of each user contains the Laplace noise, and it is hard

to  find  the  shortest  path  in  the  top -restricted

shortest paths. We propose the path comparison algo-

rithm,  which  can  find  the  path  that  has  the  largest

probability  of  having  the  lowest  bidding  path  cost.

Fourth,  we  use  the  binary  search  to  find  the  critical

value  of  transaction  fee  for  each  winner,  which  can

ensure the truthfulness and individual rationality. 

K4.2     -Restricted Shortest Path Selection

Algorithm

K K
K

K ⩾ 1

K
K

K

Cmax

pi ⩽ Cmax ∀wi ∈ W

K

The top -restricted shortest path ( -RSP) prob-

lem is to find the top -restricted shortest paths with

the  lowest  obfuscated  bidding  path  cost.  is  a

predefined parameter, which is related to the scale of

the network. Generally, a larger PCN has more possi-

ble paths from the sender to the recipient, and a larg-

er  will be set to maintain the low cost of the final

path. If there are no -restricted paths for the trans-

action, we can reduce the value of  or abandon this

transaction  straightforwardly.  Each  selected  path

needs  to  satisfy  the  channel  capacity  and the  HTLC

tolerance constraints. Since we do not know the trans-

action fee  of  each user  before  the transaction fee  de-

termination  stage,  we  use  the  maximum  cost  of  the

channel  as  the  transaction  fee  of  each  payment

channel. Since , , the channel capac-

ity  constraint  is  always  effective.  The -RSP  prob-

lem can be formulated as follows:
 

(K − RSP) : min
∑

lk∈LK
blk

s.t. σi, i+1⩾(ti, i+1 + σi+1, i+2), ∀i ∈ {0, 1, . . . , |Sk| − 1},
(6)

 

σi, i+1 ⩾ ti, i+1, i = |Sk|, (7)

 

Bid Profile

Stage 1:

Path Selection

Stage 2：
Transaction Fee Determination 

Final Path, Winning Users, Transaction Fee Profile 

Substage 1:

Select Top -Restricted Shortest Paths Based on  

the Obfuscated Bidding Transaction Cost

Substage 2:

Select the Final Path Through Finding the Path with the

Largest Probability of Having the Lowest Bidding Path Cost

Fig.5.  Flowchart of the high-level overview of the proposed mechanism.
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ri, i+1 ⩾ (g+(|Sk|−(i+1))Cmax), ∀i ∈ {1, . . . , |Sk|−1},
(8)

 

ri, i+1 = g, i = |Sk|. (9)

K K
K

lk

lk

Given the number of the restricted shortest paths

, the objective of the -RSP problem is to find the

first  shortest  paths  under  the  constraints.  Con-

straint  (6)  ensures  that  the  HTLC  tolerance  of  the

current payment channel  is  no smaller  than the sum

of its transaction time and the HTLC tolerance of the

successive  payment  channels.  Constraint  (7)  ensures

that the HTLC tolerance of the last payment channel

in  is  no  smaller  than its  transaction  time.  Due  to

the  transaction  fee  of  winners  is  not  determined,  we

use  the  maximum cost  of  the  channel  to  replace  the

transaction fee. Constraint (8) ensures that the chan-

nel  capacity  of  the  payment  channel  is  enough  to

transfer the sum of the payment and the accumulate

maximum cost for the successive winners.  Constraint

(9) ensures that the channel capacity of the last pay-

ment channel in  is enough to transfer the payment.

K

K

We adopt the Yen's  algorithm[43] to solve the -

RSP  problem.  In  [43],  the  selection  of  each  path  is

based on the Dijkstra algorithm. However, each feasi-

ble  PCN  path  should  be  constrained  by  the  HTLC

tolerance  and  the  channel  capacity.  To  solve  this  is-

sue,  we  enhance  the  restricted  shortest  path  algo-

rithm[44] by considering  the  constraints  of  the  HTLC

tolerance  and  the  channel  capacity  to  select  each

path. Then, we use the Yen's algorithm to iteratively

select the top -restricted shortest paths.

(G, s, d, g, γ)

g s d

G γ

γ > 0

γ

We use the function DCLC  to find

the  restricted  shortest  path  for  the  transaction  re-

quest with payment  from sender  to recipient  on

network ,  where  is  the  approximation  factor,

.  DCLC compares the cost (the sum of  the ob-

fuscated bidding transaction cost and the privacy cost

in this paper) of current node and its neighbor nodes

to the sender, and selects a path with the lowest cost

to update the next hop and the cost, which are stored

in current  node.  When the recipient  has  been found,

HTLC checks whether the time constraint (the HTLC

tolerance  of  the  sender  in  this  paper)  can be  met.  If

the time constraint is met, it means that the shortest

path has been found. We have added the HTLC toler-

ance  and  the  channel  capacity  constraints  when  we

execute the cost comparison to ensure that the short-

est  path  is  feasible.  The  approximation  factor  af-

fects the precision of the path cost and the time com-

γplexity  of  DCLC.  Hence,  the  determination  of  de-

pends on the balance of the performance and the time

complexity of the algorithm.

bl
l

Let  be the obfuscated bidding path cost of path

, which can be calculated as:
 

bl =
∑

<i, j> ∈l
bij = (

∑
<i, j> ∈l

btij) + cpl .

LK K
bK SK

K

Let  be the set of the top -restricted shortest

paths. Let  and  be the corresponding obfuscat-

ed bidding path cost and the winners of the top -re-

stricted shortest paths, respectively.

K K

K

g d

(G, s, d, g,

γ) l1
K − 1

k lk

wk
v

wk
v−1

l0⊎
wk

v

wk
v+1

(G
′
, wk

v , d, g, γ)

g wk
v

d

G
′

(lvk, b
v
lk
, Sv

k)

l0 lvk
tem

lk

tem k + 1

k + 1 tem

K
LK bK SK

The  top -restricted  shortest  path  selection  ( -

SP)  is  illustrated  in Algorithm 1,  which  selects  the

shortest  path  iteratively  by  deviating  the  nodes  and

paths  until  the  top -restricted  shortest  paths  are

found. Since the algorithm is executed by the sender,

the payment  and the recipient  are chosen as the

input of Algorithm 1. We first use DCLC
 to find the first path  (line 2), and then we find

the remaining ( ) paths through while-loop (lines

3–20).  Given  the -th  path ,  we  traverse  all  the

users  in  order  on  this  path  (lines  5–15).  If  the  tra-

versed user  is not the sender, then we remove its

predecessor  from the network, and add the pay-

ment  channel  with  its  predecessor  into ,  which  is

used to save the path before the deviating node (lines

6–8). Here, operation  represents the assembling of

two  paths.  The  payment  channel  connecting  and

 is removed from the network (line 9). Then, we

call DCLC  to  find  the  restricted

shortest  path  for  the  transaction  request  with  pay-

ment  from the deviating user  to the recipient 

on the new network , and the result is denoted by

 (line 10). If we can find the feasible devi-

ating path, we assemble path  and path , and put

the  assembled  path  into  the  candidate  path  set 

(lines 11–14). When all  users on  are traversed, we

choose  the  path  with  the  lowest  obfuscated  bidding

path cost in  as the ( )-th path (lines 16, 17).

Then,  we  remove  the  ( )-th  path  from  and

add  it  into  the  set  of  the  top -restricted  shortest

paths (lines 18, 19). Finally, we return ,  and 

(line 21).

K 1 + γ

γ > 0

Theorem 3. -SP is ( )-approximation, where
 is the approximation factor.

γ > 0

1 + γ

LK K

K 1 + γ

Proof. In  [44],  for  any  given ,  DCLC  gives

( )-approximation  for  each  restricted  shortest

path  selection  in .  The -shortest  path  selection

algorithm  provides  the  optimal  solution.  Thus,  the

approximation ratio of -SP is ( ). □ 
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4.3    Final Path Selection

KAlgorithm 1 finds  the  top -restricted  shortest

paths based on the obfuscated bids. However, it is dif-

ficult  to  find  the  path  with  the  minimum  bidding

path cost since the sender does not know the original

bidding transaction cost of the users. To solve this is-

sue, we transform the problem to find the path with

the  largest  probability  of  having  the  lowest  bidding

path cost.

KAlgorithm 1. -SP

G K g
γ

Input: network , path number , payment , approximation
  factor .

k ← 1 tem← ∅ LK ← ∅ bK ← ∅ SK ← ∅1: ; ; ; ; ;

(lk, blk , Sk)← DCLC(G, s, d, g, γ)2: ;

k ⩽ K3: while  do

l0 ← ∅ W
′ ← W E

′ ← E4: 　 ; ; ;

v = 0 |Sk| − 15: 　for  to  do

v ⩾ 16: 　　if  then

W
′ ← W

′\{wk
v−1} l0 ← l0

⊎
<v − 1, v>7: 　　　 ; ;

8: 　　end if

E
′ ← E

′\{<v, v + 1>} G
′ ← (W

′
, E

′
)9: 　　 ; ;

(lvk, b
v
lk
, Sv

k)← DCLC(G
′
, wk

v , d, g, γ)10: 　  ;

lvk ̸= ∅11: 　  if  then

lvk ← l0
⊎
lvk12: 　　　 ;

tem← tem
∪
{lvk, bvlk , Sv

k}13: 　　　 ;

14: 　　end if
15:   end for

k ← k + 116:   ;

(lvk, b
v
lk
, Sv

k)← argmin(lvk
′
, blv

k

′
, Sv

k
′
)∈tem blvk

′
17:   ;

tem← tem\{lvk, bvlk , Sv
k}18:   ;

LK ← LK
∪
{lvk} bK ← bK

∪
{bvlk} SK ← SK

∪
{Sv

k}19:   ; ; ;
20: end while

LK bK SK21: return ( , , );

lφ ∈ LK lξ ∈ LK |Sφ| |Sξ|

lφ lξ

Without  loss  of  generality,  we  consider  any  two

paths  and  with  and  interme-

diate  users,  respectively.  Then,  the  obfuscated  bid-

ding path cost of  and  can be calculated as:
 

blφ =
∑

<i, j> ∈lφ
bij = (

∑
<i, j> ∈lφ

btij) + cplφ ,

 

blξ =
∑

<i′ , j′> ∈lξ
bi′ j′ = (

∑
<i′ , j′> ∈lξ

bt
i′ j′

) + cplξ ,

cplφ cplξ
lφ lξ

where  and  are total privacy cost of the users on

path  and , respectively.

<i, j> ∈ lφ <i
′
, j

′
> ∈ lξ

Using the Laplace mechanism, the obfuscated bid-

ding  transaction  cost  of  the  payment  channel

 and  can be calculated as:
 

btij = btij + ηij, ηij ∼ Lap
(
0,

Cmax

ϵij

)
,

 

bt
i′ j′

= bti′ j′ + ηi′ j′ , ηi′ j′ ∼ Lap(0,
Cmax

ϵi′ j′
),

ηij ηi′ j′where  and  are  variables  that  follow  the

Laplace probability density function (pdf). 

f(ηij) =
ϵij

2Cmax
e

−(ϵij|ηij|)
Cmax ,

 

f(ηi′ j′ ) =
ϵi′ j′

2Cmax
e

−(ϵi′ j′ |ηi′ j′ |)
Cmax .

The bidding path cost of two paths are: 

btlφ =
∑

<i, j> ∈lφ
btij,

 

btlξ =
∑

<i′ , j′> ∈lξ
bti′ j′ .

blφ blξThen, the probability that  is no larger than 

is:
 

Pr(blφ ⩽ blξ) = Pr(btlφ + cplφ ⩽ btlξ + cplξ)

= Pr(btlφ − ηlφ + cplφ ⩽ btlξ − ηlξ + cplξ)

= Pr(blφ − blξ ⩽ ηlφ − ηlξ),

ηlφ =
∑

<i, j> ∈lφ
ηij ηlξ =

∑
<i′ , j′> ∈lξ

ηi′ j′

blφ blξ lφ lξ

ηlφ , ηlξ
D

where  and .

 and  are the bidding path cost of  and , re-

spectively. It can be viewed as a probability problem

about  two-dimensional  continuous  variables  ( )

in the plane set :
 

D = {(ηlφ , ηlξ)|ηlφ − ηlξ ⩾ blφ − blξ}. (10)

We use the double integral operation to solve this

problem:
 

Pr(blφ − blξ ⩽ ηlφ − ηlξ) =

∫ ∫
D

f(ηlφ , ηlξ)dηlφdηlξ ,

f(ηlφ , ηlξ)
(ηlφ , ηlξ)

where  is  the  joint  probability  distribution

function of .

Since the Laplace noise of each user in two differ-

ent paths is independent, we have:
  ∫ ∫

D

f(ηlφ , ηlξ)dηlφdηlξ =
∫ ∫

D

f(ηlφ)f(ηlξ)dηlφdηlξ

=

∫ +∞

−∞

∫ ηlφ−(blφ−blξ )

−∞
f(ηlφ)f(ηlξ)dηlφdηlξ .

(11)

Pr(blφ ⩽ blξ) > 1/2

lφ lξ

To sum up, if , it indicates that

the bidding path cost of  is smaller than that of 

with  a  higher  probability.  We  can  compare  any  two

paths to find the path with the largest probability of

having the lowest bidding path cost.

Remark.  The  obfuscated  bidding  transaction  cost

processed  by  the  Laplace  mechanism  could  be  nega-

tive, though the probability of negative is very small
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Cmax

(blφ − blξ)

since  we  have  carefully  set  the  sensitivity  of  the

Laplace mechanism as . If the user adds negative

noise  in  the  bidding  transaction  cost,  it  may lead  to

negative  bidding  transaction  cost.  Hence,  the  nega-

tive obfuscated bidding transaction cost is reasonable.

Even  if  the  negative  obfuscated  bidding  transaction

cost  leads  to  the  negative  obfuscated  bidding  path

cost,  (11)  can  be  calculated,  and  the  value  of  (11)

monotonically  decreases  with  respect  to .

Therefore,  the  negative  obfuscated  bidding  transac-

tion cost will not affect the correctness and feasibility

of the path comparison. 

4.4    Routing Mechanism Design and Analysis

3As illustrated in Algorithm 2, P RM consists of a

path selection stage and a transaction fee determina-

tion stage.

3Algorithm 2. P RM

G K g
γ

Input: network , path number , payment , approximation
   factor .

　  // Path Selection

(LK, bK, SK)← K SP(G,K, g, γ)1: - ;

lmin ← l1 Sf ← ∅2: ; ;
k = 2 K3: for  to  do

Pr(blk ⩽ blmin
) >

1

2
lmin ← lk4: 　if  then ;

5: end for

lf ← lmin Sf ← Slmin
6: ; ;

　// Transaction Fee Determination

wi ∈ Sf pi ← 07: for each  do ;

wi ∈ Sf8: for each  do

W
′ ← W\{wi} E

′ ← E\
∪

j∈Ni
{<i, j>}9: 　 ; ;

G
′ ← (W

′
, E

′
)10: 　 ;

(L
′

K, bK
′, S

′

K)← K (G
′
,K, g, γ)11: 　 -SP ;

pupi ←
∑

l
′
k∈L

′
K
bl′k − (

∑
lk∈LK

blk − numibij)

numi
12: 　 ;

pi

[bij, p
up
i ] wi

13: 　let  be the lowest price calculated through binary search
  in range  such that the user  is not in the final
  path;

14: end for

lf p Sf15: return ( , , );

K
In  the  path  selection  stage,  we  first  call Algo-

rithm 1 to  find  the  top -restricted  shortest  paths

(line  1),  and then find  the  path  that  has  the  largest

probability of having the lowest bidding path cost as

the final path (lines 2–6).

wi ∈ Sf

K W\{wi}
L

′

K

In the transaction fee determination stage, we use

the Myerson's Theorem[45] and binary search to calcu-

late  the  critical  value.  For  each  winner ,  we

find the top -restricted shortest paths over ,

and  the  set  of  selected  paths  is  denoted  by  (line

K
wi

wi numi

pupi
wi

[bij, p
up
i ]

wi

bij wi

lf
wi

11). We compute the difference of the total obfuscat-

ed  bidding  path  cost  of  the -restricted  shortest

paths with and without user . We divide the price

averagely over the number of paths that includes us-

er  (denoted  by ),  and  denote  the  average

price by  (line 12). We will prove that this price is

an  upper  bound  of  critical  value  for  user  later.

Then we binary search the range  to find the

lowest price such that user  does not exist in the fi-

nal  path  (line  13),  where  is 's  obfuscated  bid-

ding cost in . We will prove that this price is a criti-

cal payment for user  later.

3

In  the  following,  we  present  theoretical  analysis,

demonstrating  that  P RM  can  achieve  the  desirable

properties.
3

O(Kmn3(loglogn+ (1/γ))log(Cmax/δ))
Lemma  1. The  time  complexity  of  P RM  is

.

K

O(mn(loglogn+
(1/γ))) n

O(mn2(loglogn+ (1/γ)))

K K
O(Kmn2(loglogn+ (1/γ)))

3

3

δ

O(log((pupi − bij)/δ))

Cmax

O(log(Cmax/δ))

O(Kmn2(loglogn+ (1/γ))log(Cmax/δ))

n
3 O(Kmn3(loglogn+ (1/γ))log(Cmax/δ))

Proof. We  first  analyze  the  time  complexity  of

-SP,  which  is  dominated  by  finding  the  deviating

path  for  each  user  in  the  current  selected  path  (line

10).  Based  on  [44],  DCLC  takes 

 time.  Since  there  are  at  most  users  in  a

path,  finding  all  deviating  paths  for  all  users  takes

 time. The while-loop (line 3)

runs  times.  Thus,  the time complexity of -SP is

. Next, we analyze the time

complexity  of  P RM.  It  is  clear  that  the  time  com-

plexity  of  P RM  is  dominated  by  the  binary  search

(line 13). If we set the search precision as , then the

time  complexity  of  binary  search  is

.  Since  the  difference  of  any  two

bidding  prices  is  no  more  than ,  the  time  com-

plexity  of  the  binary  search  is  bounded  by

.  In  each  iteration  of  binary  search,  a

path  selection  stage  is  performed.  Thus,  calculating

the  critical  value  for  any  winner  takes

 time.  Since

there  are  at  most  winners,  the  time complexity  of

P RM is . □
3

P

Before  analyzing  the  truthfulness  of  P RM,  we

first introduce the Myerson's Theorem[45] and the defi-

nition of -truthfulness.

Theorem 4. An auction mechanism is truthful iff:

B wi bi
b
′

i ⩽ bi

● Monotone  Allocation:  Given  users’ bid  profile
, if user  wins by bidding , it also wins by bid-

ding .

wi ∈ W

● Critical  Value:  There exists  a critical  value for
each user  such that it would not win the auc-
tion if it bids higher than this value.
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P P

P

Definition 6 ( -Truthfulness). A mechanism is -
truthful  if  any user's utility is maximized with proba-
bility at least  when it bids the transaction cost, no
matter what others submit.

3Lemma 2. P RM is 1/2-truthful.

3 K

btij
′ ⩽ btij btij

′ ⩽ btij

Proof. We  first  analyze  the  monotonicity  of  the

path selection of P RM. Note that both the top -re-

stricted shortest path selection substage and the final

path selection substage are monotone if we select the

path  based  on  the  bidding  transaction  cost  rather

than  the  obfuscated  bidding  transaction  cost.  Thus,

we  need  to  calculate  the  probability  of  monotonicity

on  the  obfuscated  bidding  transaction  cost.  Without

loss  of  generality,  we  consider  a  bidding  transaction

cost , then the probability of  can be

calculated as:

 

Pr(btij
′ ⩽ btij) = Pr(btij

′
+ ηij

′ ⩽ btij + ηij)

= Pr(btij
′ − btij ⩽ ηij − ηij

′). (12)

ηij ηij
′

D = {(ηij, ηij ′)|ηij − ηij
′ ⩾ btij

′ − btij}

According to (10), we can get the two-dimension-

al  continuous  variables  ( , )  in  the  plane  set D,

i.e., .  Hence,  we

can use double integral operation to solve (12):

 

Pr(btij
′ − btij ⩽ ηij − ηij

′) =

∫ ∫
D

f(ηij)f(ηij
′)dηij ′dηij

=

∫ +∞

−∞

∫ ηij−(btij
′−btij)

−∞
f(ηij)f(ηij

′)dηij ′dηij. (13)

∆ = btij
′ − btijWe set . Then, the result of (13) is as

follows:

 

Pr(btij
′ − btij ⩽ ηij − ηij

′) = 1− 1

2
eϵij∆ +

ϵij∆

4
eϵij∆.

(14)

∆ ∆ ⩽ 0

∆ = 0 Pr(btij
′ ⩽ btij) ⩾ 1/2

3

The function of (14) monotonically decreases with

respect  to  when .  The  lowest  probability  is

1/2  when .  Hence, .  This

means  P RM  is  monotone  with  the  probability  at

least 1/2. Specifically, the more the change of the bid-

ding transaction cost is, the higher the probability of

monotonicity is.

pi

wi pi

wi

pupi
wi wi bij ⩾ pi

We next show that  is the critical value for user

 in the sense that bidding higher than  could pre-

vent  user  from winning the auction.  As shown in

Algorithm 2, we set  as the upper bound of critical

value of user . If user  bids  we have:

 

bij ⩾
∑

l
′
k∈L

′
K
bl′k − (

∑
lk∈LK

blk −
∑

<i, j> ∈lk,lk∈LK
bij)

numi

⇒ numibij ⩾
∑

l
′
k∈L

′
K

bl′k − (
∑

lk∈LK
blk − numibij)

⇒
∑

lk∈LK
blk ⩾

∑
l
′
k∈L

′
K

bl′k .

LK L′
K

L′
K

LK

This  means  will  be  replaced  by  since  the

total  obfuscated  bidding  path  cost  of  is  smaller

than that of .

3

[bij, p
up
i ]

wi

wi

Supposing  P RM  is  monotone,  we  can  binary

search  the  range ,  and  find  the  lowest  price

that user  is  not in the final  path. Obviously,  this

price is the critical value of user . Since the proba-

bility of monotonicity is at least 1/2, we get the lem-

ma. □

3 P
Before  analyzing  the  individual  rationality  of

P RM, we introduce the definition of -Individual ra-

tionality.

P
P

wi ui

P Pr(ui ⩾
0) ⩾ P ,∀wi ∈ W

Definition 7 ( -Individual Rationality[20]). A rout-
ing mechanism is -individually rational if each user

 has  a  non-negative  utility  with  probability  at
least  while  bidding  transaction  cost,  i.e., 

.
3Lemma 3. P RM achieves 1/4-individual Rational-

ity.
wiProof. Based on (1), for any winner , we have:

 

ui = pi − (ctij + cpij).

pi btij + cpij

Therefore,  the probability of the winner receiving

a non-negative utility can be converted to the proba-

bility of  larger than , which is
 

Pr(pi ⩾ ctij + cpij)

⩾ Pr(btij = ctij)Pr(pi ⩾ bij)Pr(bij ⩾ btij + cpij)

= Pr(btij = ctij)Pr(pi ⩾ bij)Pr(btij + cpij ⩾ btij + cpij)

= Pr(btij = ctij)Pr(pi ⩾ bij)Pr(btij + ηij ⩾ btij).

Pr(btij = ctij)

Pr(btij = ctij) ⩾ 1/2

bij pi Pr(pi ⩾
bij) = 1 Pr(btij + ηij ⩾ btij)

Pr(pi ⩾ ctij + cpij) ⩾ 1/4

Pr(ui ⩾ 0) ⩾ 1/4

 represents the probability of truthful-

ness. Based on Lemma 2, we have .

Since  is  the  lower  bound  of ,  we  have 

. Moreover, it is obvious that 

= 1/2. Therefore, we have . In

other words, . □
3

∑q

i=0
max(ϵi)

q

max(ϵi)
wi

Lemma 4. P RM is  differential  pri-
vacy,  where  is  the  length  of  the  final  path,  and

 is the maximum privacy budget of all the pay-
ment channel for the user .

btij
<i, j>

btij M(btij) = btij + ηij, ηij ∼ Lap(0, (Cmax/ϵij))

Proof.  is the bidding transaction cost of chan-

nel . We use the Laplace mechanism to add nois-

e to , i.e., .
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Bij B′
ij

btij

For any two bids  and ,  the output is  the ob-

fuscated bidding transaction cost . We have:
 

Pr(M(Bi) = btij)

Pr(M(B′
i) = btij)

=
exp(

−ϵij|btij − btij|
Cmax

)

exp(
−ϵij|btij − btij

′|
Cmax

)

= exp(
ϵij(|btij − btij

′| − |btij − btij|)
Cmax

)

⩽ exp(
ϵij|btij − btij

′|
Cmax

) ⩽ exp(ϵij),

|btij − btij
′| ⩽ Cmax

ϵi

wi

max(ϵi)
wi

where  the  last  inequation  relies  on  the  fact  of

.  Each  user  has  more  than  one  pay-

ment channel, and each channel is disjoint. We use 

to denote the privacy budget of all the payment chan-

nels  for  user .  Based  on  Theorem  1,  we  have  the

obfuscated mechanism which satisfies  person-

alized local differential privacy for the user .

M

<i, j>

M M(B) M(B′)

M

l = (w0, w1, . . . , wq) q

l btl = (bt0, b
t
1, . . . , b

t
q)

After  the  noise  is  added  to  the  bidding  transac-

tion cost, the restricted shortest path selection mecha-

nism  is operated based on the obfuscated network.

Let B and B' be  two  bid  profiles  that  differ  in  any

channel 's obfuscated bidding transaction cost.

We can get the path with the lowest obfuscated path

cost as  is  excuted. Let  and  denote

the path cost of the users in the shortest path select-

ed  by  based  on B and B',  respectively.  For  any

shortest path  with length , and

the  obfuscated  bidding  transaction  cost  of  users  in

path  is ,  the  mechanism  can

achieve  differential  privacy.  We  consider  the  relative

probability of the restricted shortest path selection for

given bid inputs B and B':
 

Pr(M(B) = btl)

Pr(M(B′) = btl)
=

∏q

i=0

exp(
−ϵi|bti − bti|

Cmax
)

exp(
−ϵi|bti − bti

′|
Cmax

)

=
∏q

i=0
exp(

ϵi(|bti − bti
′| − |bti − bti|)
Cmax

)

⩽
∏q

i=0
exp(

ϵi|bti − bti
′|

Cmax
)

⩽ exp(
q∑

i=0

max(ϵi)).

M∑q

i=0
max(ϵi)

As a user has only one channel that can be select-

ed  as  the  wining  payment  channel,  satisfies

 differential privacy.

KSince  the -restricted  shortest  paths  have  been

selected, the final path is determined. Thus, the final

3 3∑q

i=0
max(ϵi)

path  selection  phase  does  not  effect  the  differential

privacy  of  P RM.  In  summary,  P RM  satisfies

 differential privacy. □
The  above  lemmas  together  prove  the  following

theorem.
3

O(Kmn3(loglogn+ (1/γ))log(Cmax/δ))

∑q

i=0
max(ϵi) n

m q

max(ϵi)

wi

Theorem  5. The  time  complexity  of  P RM  is
, and the mecha-

nism  achieves  truthfulness  with  probability  at  least
1/2,  individual  rationality  with  probability  at  least
1/4, and  differential privacy, where  is
the number of users,  is the number of channels, 
is the length of the final path, and  is the max-
imum  privacy  budget  of  all  payment  channel  for  the
user .

3Since  P RM  is  not  strictly  truthful,  we  analyze

the maximum gain a user can achieve by bidding un-

truthfully.

wi ∈ W wi

pupi −
(
ctij + cpij

)
<i, j>

wi

cpij − ηij
<i, j>

Lemma  5. For  any  user ,  if  the  user 
loses  by  bidding  truthfully,  it  may  obtain  the  maxi-
mum gain  when it wins by bidding un-
truthfully, where  is the winning channel when
bidding  untruthfully;  if  the  user  wins  by  bidding
truthfully,  it  may  obtain  the  maximum  gain 
when it loses by bidding untruthfully, where  is
the winning channel when bidding truthfully.

Proof. We consider the following two cases.

wi

ui = 0

Case 1.  User  loses  by  bidding  truthfully,  and

thus .

wiCase 1.1. If the user  still  loses by bidding un-

truthfully, nothing changes.

wi

pupi
3

wi

u′
i = pupi −

(
ctij + cpij

)
Case 1.2. If the user  wins by bidding untruth-

fully, the maximum transaction fee is  based on the

transaction  fee  determination  rule  of  P RM.  Thus,

the  maximum  gain  user  can  achieve  is

 based on (1).

wi

ui = pi −
(
ctij + cpij

)Case 2.  User  wins  by  bidding  truthfully,  and

thus  based on (1).

wi

3

wi

Case 2.1. If user  still wins by bidding untruth-

fully, nothing changes since the transaction fee deter-

mined  by  P RM  does  not  depend  on  the  bidding

transaction cost of the user .

wi

u′
i = 0 ui < 0 wi

Case 2.2. If user  loses by bidding untruthfully,

we have . If , user  can gain
 

u′
i − ui = ctij + cpij − pi

⩽ ctij + cpij − bij = ctij + cpij −
(
btij + ηij

)
= cpij − ηij,

bij
pi

3

where the inequality relies on the fact that  is the

lower bound of  based on the transaction fee deter-

mination rule of P RM. □
3Since P RM is not of strict individual rationality,
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we  analyze  the  maximum  loss  a  user  can  incur  by

participating in the auction truthfully.

wi ∈ W

wi

cpij − ηij <i, j>

Lemma  6. For  any  user ,  the  maximum
loss user  can incur by participating in the auction
truthfully  is ,  where  is  the  winning
channel when bidding truthfully.

wi

wi −ui = − (p
i
−

(
ctij + cpij

))
= ctij+

cpij − pi ⩽ cpij − ηij

Proof. The  loss  only  happens  when  user  wins

with negative utility. In this case, the maximum loss

of  the  user  is 

. □ 

5    Performance Evaluation
 

5.1    Simulation Setup

3We evaluate  the  performance  of  P RM based  on

the  real-world  datasets  from the  path-based  transac-

tion  network  Ripple④,  which  contains  link  creations,

channel  capacities,  modifications,  and  transactions,

from  January  2013  to  November  2016.  For  each  in-

stance of simulations, we randomly select a subgraph

of the whole network. The parameter settings are list-

ed in Table 2. We will vary the value of key parame-

ters to explore the impacts of these parameters.
 
 

Table  2.    Parameter Settings

Parameter Value

n 150

ctij (0, 1]Uniform distribution over 

α 0.5

ϵij (0, 1]Uniform distribution over 

σij [13, 15]Uniform distribution over 

tij [0.5, 1]Uniform distribution over 

g [10, 1 000]

Cmax 10

K 9

γ 2

δ 0.02
 

3We compare P RM with following benchmark al-

gorithms.

● DCLC [44].  DCLC  finds  the  restricted  shortest

path and does not offer the privacy protection. Actu-

ally,  it  provides  the  upper  bound  of  performance  in

terms of the path cost.
2

2 3

● Privacy-Preserving Routing Mechanism (P RM).

The  process  of  P RM is  the  same as  that  of  P RM.

The  difference  is  that  the  privacy  budget  is  set  uni-

2formly as 1 for all users in P RM. 

5.2    Performance Metrics

We  use  the  following  metrics  for  performance

evaluation.

Average Path Cost: average path cost over all ac-

cepted transaction requests.

Average Transaction Fee: average transaction fee

over all accepted transaction requests.

Success  Ratio: the  ratio  of  accepted  transaction

requests.

M
B′

M(B) M(B′)

B′

Privacy Leakage (PL): given a mechanism , let

B and  be two bid profiles, which only differ in one

user's  bid.  Let  and  denote  the  out-

come  of  the  selected  path,  respectively.  The  privacy

leakage  is  defined  as  the  Kullback-Leibler  divergence

of  two  outcome  probability  distributions  based  on B
and :
 

PL =
∑

lk∈L
Pr(M(B) = lk)ln(

Pr(M(B) = lk)

Pr(M(B′) = lk)
),

where L is the set of all the possible feasible paths for

the  transaction  request.  The  smaller  the  PL  is,  the

harder  it  is  to  distinguish  the  two  bid  profiles,  and

the  better  the  privacy  preserving  of  the  transaction

cost is.

All  the  simulations  are  run  on  a  Windows  ma-

chine  with  Intel  Core  i5-8600K  CPU  and  16-GB

memory. Each measurement is averaged over 100 in-

stances. 

5.3    Average Path Cost

2

2

2

3 2

The objective of the COR problem is to minimize

the path cost. We can see from Fig.6 that DCLC al-

ways  has  the  lowest  path  cost,  while  P RM has  the

highest path cost.  This is because DCLC has no pri-

vacy  cost.  P RM  has  the  highest  privacy  cost  since

P RM  has  the  highest  privacy  budget.  On  average,

the path cost of P RM is 95% of that in P RM and

113.2% of  that in DCLC. Moreover,  the privacy-pre-

serving  routing  mechanisms  always  output  higher

path cost than that of DCLC. This is because the pri-

vacy-preserving routing mechanisms rely on the prob-

ability to choose the shortest path, resulting in the fi-

nal path they choose is not necessarily the true short-
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④Dataset  of  path-based  transaction  network  Ripple. https://crysp.uwaterloo.ca/software/speedymurmurs/download.php,  Nov.
2024.

https://crysp.uwaterloo.ca/software/speedymurmurs/download.php
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2

3 2

3

2

est path. We can see from Fig.6(a), the average path

cost of all the three algorithms increase with the num-

ber of nodes. This is because more transactions can be

completed  through  the  paths  with  larger  average

transaction cost when the number of nodes increases.

When  the  number  of  nodes  increases,  the  maximum

privacy budget of the path in P RM approaches that

in P RM, and the noise in two algorithms follows the

similiar pdf. Therefore, the result of path comparison

in P RM is similiar to that in P RM. This indicates

that the average path cost of P RM approaches that

of P RM. As shown in Fig.6(b), the average path cost

of all  the three algorithms decrease with the increas-

ing  HTLC  tolerance.  This  is  because  the  increase  of

HTLC  tolerance  indicates  that  the  sender  has  more

chance  to  select  the  cheapest  path  to  transfer  the

payment. 

5.4    Average Transaction Fee

2

Fig.7 shows the  average  transaction fee  of  the  fi-

nal  path,  which  is  the  sum of  the  transaction  fee  of

each user in the final path. We can see from Fig.7(a)

that the average transaction fee of  the final  path in-

creases when the number of nodes increases. A larger

PCN leads to a longer transaction path, and the num-

ber of winners of the path increases accordingly. As a

result, the average transaction fee increases. As shown

in Fig.7(b),  the  average  transaction  fee  of  all  the

three algorithms decreases with the increasing HTLC

tolerance.  This  is  because  the  sender  can  select  the

cheapest  path  when  the  HTLC  tolerance  increases,

and thus, the transaction fee will decrease. P RM has

the higher privacy budget, then the average path cost
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2is higher. Thus, the average transaction fee of P RM

is the highest among the three algorithms. 

5.5    Success Ratio

2

2

2

3

Fig.8 shows  the  success  ratio  of  the  three  algo-

rithms. The success ratio of DCLC is the highest, and

P RM  is  the  lowest.  This  is  because  DCLC  has  no

privacy cost, and P RM has the largest privacy bud-

get and the largest  privacy cost  of  each user.  There-

fore,  under the same setting of  the channel  capacity,

P RM has a higher probability of transaction failure.

From Fig.8(a),  we  can  see  that  the  success  ratio  in-

creases  when  the  number  of  nodes  increases.  This  is

because  there  are  more  feasible  paths  to  fulfill  the

transaction  requests.  Next,  we  explore  the  impact  of

privacy budget on success ratio. Note that the priva-

cy  budget  of  P RM is  uniformly  distributed  over  10

[0, 0.1], [0.1, 0.2], . . . , [0.9, 1]

3

ranges:  in  this  simula-

tion. As shown in Fig.8(b), the success ratio decreas-

es with the increasing privacy budget. The higher pri-

vacy budget  is,  the higher  privacy cost  is.  Thus,  the

total path cost becomes larger,  which probably caus-

es  the  failure  of  transaction.  It  can  be  seen  from

Fig.8(c)  that  the  success  ratio  will  increase  when we

relax  the  HTLC  tolerance  constraint  since  the  users

have more time to transfer the payment. As shown in

Fig.8(d),  when  the  transaction  cost  of  each  user  in-

creases, the path cost increases. Thus, the success ra-

tio  decreases  accordingly.  Our  P RM  achieve  98.7%

success ratio of that in DCLC averagely. 

5.6    Privacy Leakage

Fig.9 shows the privacy leakage of the three algo-

rithms. Since DCLC does not provide the privacy pro-
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3

3

3 [0, 1]
3

3 2

tection,  the  privacy  leakage  of  DCLC  is  infinite.  As

shown  in Fig.9(a),  the  PL  of  P RM  is  higher  than

that of P RM because the privacy budget of P RM is

higher  than  that  of  P RM.  The  privacy  leakage  of

P RM is  lower  than  0.2  since  the  privacy  budget  of

P RM is uniformly distributed over . We can see

from Fig.9(a)  that  P RM shows  great  superiority  in

terms of privacy protection. As shown in Fig.9(b), the

privacy  leakage  increases  with  the  increasing  privacy

budget. This is because the larger the privacy budget

is, the weaker the privacy protection level can be of-

fered by P RM and P RM according to Lemma 4. 

5.7    Running Time

2 3

3

3

K

3

3

γ

γ

3

K 3

Since  P RM  follows  the  same  process  of  P RM,

we  only  measure  the  running  time  of  P RM  and

DCLC.  As  shown  in Fig.10(a),  the  running  time  of

P RM and DCLC increases with the increasing num-

ber  of  nodes.  DCLC  does  not  consider  the  privacy-

preserving,  and  the -path  selection  and  probability

comparison are not needed. Thus, the running time of

DCLC  is  lower  than  that  of  P RM.  However,  our

P RM can be terminated within 0.83 s for 250 nodes.

Fig.10(b)  shows  the  effect  of  approximation  factor 

on running time. When  increases, the upper bound

of  the  path  cost  decreases,  and  the  number  of  itera-

tions  of  the  restricted  shortest  path  search  in  func-

tion DCLC decreases, thus the running time of P RM

decreases accordingly. As shown in Fig.10(c), the val-

ue of  affects the running time of P RM. DCLC di-

rectly selects the shortest path, and the running time

K

3 K
K

3

K

of  DCLC is  not  influenced  by .  Thus,  the  running

time of DCLC keeps stable and is lower than that of

P RM. With the increase of , the number of the re-

stricted  shortest  paths  selected  by -SP  increases,

thus,  increasing  the  running  time  of  the  path  selec-

tion  stage.  Therefore,  the  running  time  of  P RM in-

creases with the increasing . 

6    Conclusions

K

3

2

In this paper, we presented an auction-based sys-

tem model for PCN using the Laplace differential pri-

vacy  mechanism.  We  formulized  the  cost  optimiza-

tion  routing  problem  to  minimize  the  path  cost  un-

der  the  constraints  of  the  HTLC  tolerance  and  the

channel  capacity.  We proposed  an approximation  al-

gorithm  to  find  the  top -restricted  shortest  paths,

and  designed  the  probability  comparison  function  to

find  the  final  path  with  the  highest  probability  of

having the lowest path cost. Moreover, we applied the

binary  search  to  calculate  the  transaction  fee  of  the

users.  Through theoretical  analysis,  we demonstrated

that the proposed routing mechanism satisfies the de-

sirable  properties  of  1/2-truthfulness,  1/4-individual

rationality,  and differential  privacy.  The experiments

on the real-world datasets demonstrated that the pri-

vacy  leakage  of  P RM is  73.21%  lower  than  that  of

P RM  with  only  13.2%  more  path  cost  compared

with DCLC on average. 
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